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Abstract

This thesis discusses Quantum Private Information Retrieval in the
single-server scenario with information-theoretic privacy. We show
that for such a protocol to be secure against the weakest reasonable
adversary, the protocol requires a linear amount of communication.
Hence, the trivial protocol for Quantum Private Information Retrieval
is optimal. Furthermore, we discuss the mentioned weakest reason-
able adversaries, called specious. As a motivation to this research, we
analyze and break a recent protocol for Quantum Private Information
Retrieval.
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Chapter 1

Introduction

1.1 Motivation

Privacy preservation is a major issue in the electronic society, especially
when we use the Internet. A reason for this is, inter alia, that informa-
tion systems can increasingly collect and correlate information in a large
scale. Even if we choose not to expose our privacy using a social network-
ing service, we have to be concerned about privacy as soon as we query any
database, such as a web search engine. This problem of querying databases
without suffering a privacy impact was formally defined in 1998 by Chor,
Goldreich, Kushilevitz and Sudan. They named it Private Information Re-
trieval (PIR)[4]. Intuitively, not loosing privacy throughout a query means
that the database server does not learn anything about the client’s search
input. An interesting question is: how much communication does a PIR pro-
tocol require? Sending the whole database to the client is a trivial PIR proto-
col, but it seems not satisfactory in respect to the amount of communication.
Are there better solutions? If we consider only one server and information-
theoretic privacy, then the trivial protocol is indeed the best solution. This
was shown by Chor, Goldreich, Kushilevitz and Sudan in the same publi-
cation. The results differ in the setting of multiple servers, or if we aim
only for computational privacy. The multi-server scenarios are briefly dis-
cussed in the Appendix A. We restrict this study to the single-server case
with information-theoretic privacy and assume this setting throughout the
thesis, unless otherwise noted.

In the recent years, astonishing results were achieved in the area of cryp-
tography, by the use of the model of quantum computation and quantum
communication[2, 3, 20]. Therefore, the question whether PIR protocols with
a non-trivial communication complexity exist, given we have access to quan-
tum computers and quantum channels, naturally arises. We call a PIR proto-
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1. Introduction

col, where we make use of quantum resources, a Quantum Private Informa-
tion Retrieval (QPIR) protocol. Nayak answered this question and sketched
a proof in 1999 to show that quantum information does not help us to de-
crease the communication complexity[16]. There are also other fields where
allowing quantum computation and communication failed to improve the
classical result. An example is bit commitment. As we know, perfect bit
commitment is not possible in the classical setting. In the quantum setting
it is not possible as well[12, 15].

Last year, in 2011, Le Gall presented a QPIR protocol with a sublinear
amount of communication[11]. However, this seemingly contradicting re-
sult holds only for a database following the protocol. But what happens if
the database deviates from the protocol in a way that is essentially indistin-
guishable from the honest behavior?

These adversaries, called specious, are formally defined by Dupuis, Nielsen
and Salvail in Reference [6], as the closest analog to the classical honest-
but-curious adversaries. They can be understood as the least malicious
information-theoretic adversaries. In other words, if a protocol is not pri-
vate against this type of adversaries, it is also not private against any other
meaningful definition of an adversary. To better understand Le Gall’s result
and to further study the communication complexity of QPIR protocols, we
address the notion of specious adversaries in the context of QPIR.

1.2 Results and outline

In this thesis, we study an example of the interdisciplinary science of quan-
tum cryptography, and show, that a cryptographic problem cannot be solved
more efficiently by the means of quantum theory. Our results are

• Le Gall’s protocol is not private against specious adversaries (see Chap-
ter 6), and

• any QPIR protocol that is private against specious adversaries requires
a linear amount of communication with respect to the database size
(see Chapter 5).

While working on this thesis, we first showed that Le Gall’s protocol is not
private against specious adversaries. This motivated us to analyze the com-
munication complexity lower bound for QPIR protocols. We present our
results in reverse chronological order, because discussing Le Gall’s protocol
after the communication complexity of QPIR protocols allows us to refer to
the introduced definitions and theorems.
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1.3. Classical and Quantum Private Information Retrieval

In the remaining parts of this introduction, we define the ideal functional-
ities for PIR and QPIR, present some properties of Le Gall’s protocol, and
justify the use of specious adversaries.

Chapters 2 and 3 present the preliminaries of cryptography and quantum
information respectively. In Chapter 4 we discuss specious adversaries in
more detail. We also include a brief review of the work done in PIR and
QPIR in the Appendix A.

1.3 Classical and Quantum Private Information Retrieval

In Private Information Retrieval (PIR), a server holds a n-bit database, and
a client wants to retrieve the i-th bit of the database, without leaking any
information about the index i to the server. In the case where quantum
communication and quantum computation is allowed, we call this Quantum
Private Information Retrieval (QPIR). To define and to quantify the security
of PIR and QPIR protocols, we compare the protocols with their respective
ideal functionalities. The ideal functionality of Private Information Retrieval
can be defined as the following channel.

Definition 1.1 (PIR) Private Information Retrieval is a classical channel PIR,
where on input x = (x1, . . . , xn) ∈ {0, 1}n on the server’s side and on input
i ∈ {1, . . . , n} on the client’s side, the client receives xi and the server receives
nothing.

For the quantum case, we describe the ideal functionality as the unitary
QPIR.

Definition 1.2 (QPIR) Quantum Private Information Retrieval is a quantum
channel described by the unitary

QPIR = ∑
x∈{0,1}n

i∈{1,...,n}
c∈{0,1}

|x〉DB |i〉IDX |c⊕ xi〉A〈x|DB〈i|IDX〈c|A , (1.1)

where the server has access to the register DB, and the client has access to the
registers IDX and A. The register DB holds the database, the register IDX holds the
index, and the register A is used for the read-out.

Note that due to the effect of phase-kickback, the above unitary may leak
information about the index i to the register DB. However, this happens
only in the case of non-classical inputs on the registers A or IDX. Because
we assume that the client is honest, and hence does not perform queries in
superpositions, we nevertheless use this unitary as the ideal functionality.

3



1. Introduction

PIR and QPIR protocols that implement these ideal functionalities require
a communication complexity of n. As mentioned, this was shown by Chor,
Goldreich, Kushilevitz and Sudan in 1998 for the classical case[4], and by
Nayak in 1999 for the quantum case[16]. Hence, sending all n bits to the
client is an optimal protocol.

1.4 Specious adversaries

We call a party which follows a protocol honest. A correct protocol is a pro-
tocol that achieves its task, given all the parties are honest. Clearly, every
meaningful protocol has to fulfill this correctness requirement. Hence, if we
try to restrict the actions of an adversary as much as possible, we cannot
violate the correctness requirement. This means, the weakest adversary has
to appear honest. A seemingly non-harmful party can always embed an ad-
versary. Therefore, we cannot restrict the actions of an honest adversary, in
learning a secret.

In classical cryptography there exists this notion of honest-but-curious adver-
saries, which models the above description. Such adversaries follow the
protocol (honesty), but record everything they see and try to extract a se-
cret (curiosity). There is no more an honest adversary can do to break the
privacy property of a protocol.

Dupuis, Nielsen and Salvail followed this spirit and introduced the quantum
analog to the honest-but-curious adversaries, and called them specious[6].
The honesty property, as well as the curiosity property cannot be translated
one-to-one from the classical case to the quantum case. To get a meaning-
ful model, the definition needs to capture the essence of being the weakest
adversary, as described above.

First, we try a one-to-one translation from the classical case to the quantum
case. Like in the classical case, a quantum adversary can also follow the
protocol to be honest. Curiosity means to copy everything the adversary
sees and extracting a secret from it. Copying is not possible because of the
no-cloning theorem[22]. Therefore, a protocol can force a quantum honest-
but-curious adversary to forget.

Quantum adversaries on the other hand can act in a way indistinguishable
from an honest party. In some protocols it may be possible to delay mea-
surements. This means, the adversary skips a measurement instruction and
continues in superposition. At a later point in the protocol, the adversary
performs the measurement, making it look like it was honest all the time.
Such an adversary is specious.
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1.5. Le Gall’s Quantum Private Information Retrieval protocol

It is crucial to see that a protocol can force a specious adversary to forget.
Because of this, to adequately show privacy, we have to prove that in every
step of the protocol, the adversary does not have access to a secret. In
contrast, to show privacy against any adversaries, it suffices to show that at
the end of the protocol any adversary has no access to a secret. We have
to consider only the end of the protocol, because such an adversary can
always carry the secret through all the protocol steps, without ever sending
the secret to another party.

1.5 Le Gall’s Quantum Private Information Retrieval
protocol

In 2011 Le Gall presented a quantum protocol for Private Information Re-
trieval with information-theoretic privacy[11]. His protocol achieves a com-
munication complexity of O

(√
n
)
, where n is the database size in bits. At

a first glance, this result seems to beat Nayak’s lower bound of n. However,
the price for Le Gall’s lower communication complexity is that in Le Gall’s
scheme, the server has to follow the protocol precisely. Hence, Le Gall con-
siders a different model of adversaries. This made us curious, whether the
communication complexity decreases, if we consider only specious adver-
saries.

In this thesis, we show that Le Gall’s protocol is not private against specious
adversaries. This motivates us further to study the communication complex-
ity lower bound of QPIR protocols in the case of a specious server.

1.6 Conclusion and open questions

We conclude, in the model of quantum computation and quantum communi-
cation, there exist no efficient single-server QPIR protocol, with information-
theoretic privacy, that is secure against any reasonable adversary. This state-
ment closes the topic of single-server and information-theoretic QPIR.

An open question that remains, is whether there exist other applications of
the reduction from multi-step protocols to single-step protocols used in the
proof of the lower bound (see Section 5.3). In the reduction, we show that
any protocol, with asymmetric privacy at the end of the protocol against
one particular adversary, can be transformed to a single-step protocol. The
resulting single-step protocol preservers the communication complexity and
the privacy property. This reduction could potentially be used to build an
offline protocol from a multi-step protocol. An offline protocol is a protocol,
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1. Introduction

where the parties are not required to be involved in the protocol at the same
time. This could be advantageous under some circumstances.
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Chapter 2

Cryptography

Cryptography covers a large variety of topics concerning security. Many
associate cryptography with sending secret messages from one place to an-
other, or with breaking codes. To name a few other topics, cryptography also
offers us the study of authentic message exchange, and secure multi-party
computations. Moreover, some topics from cryptography are less obvious,
like random number generation and hash functions. Besides studying these
topics on their own, we are also interested in showing reductions from one
problem to another, or even to itself. This helps us to prove the security of
the schemes on the one hand, and on the other, to better understand the
world of cryptography. In particular, to learn its boundaries imposed by na-
ture (and to limit the boundaries imposed by human ignorance). Progress in
this field also raise new and improved applications, like authentic emailing
and virtual private networks.

Because the main subject of this thesis is Private Information Retrieval, we
limit our study in cryptography to the security proofs in multi-party proto-
cols. But what does security mean, and against whom do we want to prove
security? These questions are fundamental and will be treated properly in
the subsequent sections. We make use of the notation of discrete systems
introduced by Maurer[13] and Maurer and Renner[14]. This notation is ele-
gant and allows to prove statements independent of the model of computa-
tion. We mainly use this notation, because it simplifies our expressions and
definitions.

2.1 Discrete systems and abstract cryptography

Systems, or channels, have interfaces to their environment, and can be com-
posed in different ways to form new systems. We can model systems at

7



2. Cryptography

three levels of abstraction, depending of what we want to show. In the ab-
stract level, we specify the interfaces of the systems and declare how they
are connected to each other. At this level, we are not concerned about the
communication protocol, i.e. how the different systems talk to each other.
A system description in the behavior level specifies the outputs on some in-
terfaces, under any relevant event. The modeler of the system can always
restrict the description of the system to the relevant properties in consid-
eration. Usually, we use conditional probability distributions to model the
behavior of a system, conditioned on the input. Finally, we describe the pro-
gram code in the implementation level. At this level, we can use the notion of
efficiency and complexity.

We categorize systems into different types. Systems with one output inter-
face, but no input interfaces, are called single-interface systems. Systems with
one output and one input interface are called converter, and systems with
an interface set I , where each interface is labeled, are called resource systems.
An example of a resource is a shared key, where one party, say Alice, can
access the resource at interface A, and the other party, say Bob, can access
the resource at interface B. Another example is a communication channel,
where Alice inputs a message at interface A, and Bob retrieves the message
at interface B.

In this thesis, we will use mainly discrete systems.

Definition 2.1 (discrete system, Maurer[13]) A discrete system is a system
that proceeds in discrete steps, often called rounds. In each round, the system takes
input(s) at some interface(s) and produces output(s) at some interface(s). Inputs
and outputs are elements of discrete alphabets.

We usually assume that the output interfaces are on the left side of a system,
and that the input interfaces are on the right side. As an example, let S
be a discrete single-interface system, and let D be a converter, with output
alphabet Σ = {0, 1}. Then the system DS is a binary random variable.

In the remaining chapters of this thesis, we will use the following converter
system frequently. The converter system selA takes all messages provided
to its right interface. If the attached system to this converter has multiple
output interfaces, then we merge those to one interface. The messages in
the merged interface are labeled according to their original interface. The
output of this converter system is the message labeled by A. This system
acts like a filter and selects the described messages.

8



2.2. Discrete multi-party protocols

2.2 Discrete multi-party protocols

Definition 2.2 (protocol) A discrete k-party s-step protocol πA1 . . . πAkRs, is
a protocol, where for every j ∈ {1, . . . , k}, the party Aj has a discrete system πAj ,
which in each step i ∈ {1, . . . , s} has access to the resource system Rs, to exchange
discrete messages. The resource system Rs may be used at most s times. Furthermore,
party Aj can provide an input to πAj and receives an output from πAj . The input
and output interfaces are labeled by the parties name.

Let P = πA1 . . . πAkR be a k-party protocol. We usually call a discrete sys-
tem πAj , a protocol for party Aj, or an implementation for party Aj. If a party Aj

does not follow its protocol πAj , but rather uses the modified protocol π̃Aj ,
we usually call the modified protocol π̃Aj a strategy. To denote a protocol
execution of P, where the party Aj uses the strategy π̃Aj and all other parties
follow the protocol, we use the shorthand expression π̃AjP. To denote an
execution of the protocol P to step 1 ≤ i ≤ s, we use the expression Pi. If
k = 2, we usually call one party Alice and the other Bob.

A step of a protocol is a sequence of operation followed by a single use of
the resource system Rs. At the end of the protocol, we allow every party to
process its data and to give an output. We call this step the post-processing
step. Hence, a s-step protocol has s steps followed by a post-processing step.

2.3 Statistical distance and distinguisher advantage

The statistical distance is a distance measure between two probability distri-
butions PX and QX over the set X. It is defined as

∆ (PX, QX) =
1
2 ∑

x∈X
|PX(x)−QX(x)| . (2.1)

The operational meaning of the statistical distance is the advantage of a
distinguisher in distinguishing samples from both distributions. A distin-
guisher has access to a random probability distribution (PX or QX) and out-
puts a decision bit d ∈ {0, 1}, denoting its guess whether it was given PX
or QX. Therefore, the above definition is equivalent to

∆ (PX, QX) = |Pr [D(PX) = 1]− Pr [D(QX) = 1]| , (2.2)

where D is the best distinguisher and the probability is taken over the ran-
domness of the distinguisher D. By the expression ∆D (PX, QX), we denote
the distinguisher advantage for the best distinguisher from the set D .

To distinguish discrete systems, we can think of the distinguisher D as a
converter system which provides an input to the attached system and out-
puts the decision bit d ∈ {0, 1}. Let R and F be two discrete systems,

9



2. Cryptography

and let D be the best distinguisher in distinguishing these systems. Then
∆ (R,S) = ∆ (DR,DF) denotes the distinguisher advantage in distinguish-
ing R from F. Note that DR and DF are binary random variables (see Sec-
tion 2.1) and hence we can use the above definition.

2.4 Correctness and privacy definitions

We define correctness and privacy. If all parties follow the protocol and a
protocol computes the desired output, then we call the protocol correct. We
quantify the correctness of a protocol by comparing it to its ideal functional-
ity. Clearly, every meaningful protocol has to fulfill the correctness property.

Definition 2.3 (correctness) Let G be a protocol for the ideal functionality F. If

∆ (G,F) ≤ δ , (2.3)

then we call the protocol G (1− δ)-correct.

Privacy means that throughout a protocol execution no party learns more
than intended. The ideal functionality of a protocol tells us what every
party is intended to learn. Hence, privacy means, any malicious party in
the protocol can simulate its output by having access to the output of the
ideal functionality. The usual way to prove privacy is to construct such a
simulator. We quantify privacy in the following definition.

Definition 2.4 (privacy) Let G be a k-party protocol for the ideal functionality F.
If for every strategy π̃Aj for the party Aj there exists a simulator σAj with access to
the ideal functionality F, such that

∀π̃Aj ∃σAj ∆
(

π̃AjG, σAjF
)
≤ ε , (2.4)

then we call the protocol G (1− ε)-private against party Aj.

Note that in the model of quantum computing, the presented simulator is
restricted in calling the ideal functionality only once. After having called
the ideal functionality, the simulator looses the input due to the no-cloning
theorem of quantum theory[22].

10



Chapter 3

Quantum Information

Quantum information is the interdisciplinary field where quantum mechan-
ics is abstracted to the basics of computer science and information-theory.
Whereas in classical computer science we have bits and classical gates, in
quantum information we deal with qubits and quantum gates. Studying
quantum information shows us how we could potentially use quantum me-
chanics to perform computational tasks. On the other hand, this abstraction
helps to study the importance of information in quantum mechanics, which
could lead to a better understanding of nature.

We introduce quantum information by stating the four postulates of quan-
tum mechanics, by describing the qubits and by showing some useful lem-
mas. First we present the bra-ket notation which is an helpful tool in quan-
tum mechanics and the trace. In this chapter, we follow the lecture notes
from Renner[19] and the well known textbook by Nielsen and Chuang[17].

Prior to the quantum information preliminaries, we state the useful notion
of entropy from classical information-theory.

3.1 Entropy

Entropy is used to measure the uncertainty in a probability distribution.
Denote by h(p), where 0 ≤ p ≤ 1 is a probability, the surprisal of p. We
define the surprisal as

h(p) = − log p . (3.1)

The expected surprisal is called Shannon entropy, or entropy. Let PX be a
probability distribution over the alphabet X. The Shannon entropy H(PX)

11



3. Quantum Information

of PX is

H(PX) = ∑
x∈X

PX(x)h (PX(x)) . (3.2)

This value captures the amount of information in bits, we receive by learning
one sample from the distribution PX. The entropy for a binary variable is
called binary entropy. Let Hbin(p) be the binary entropy, where one event
occurs with probability p

Hbin(p) = −p log p− (1− p) log(1− p) . (3.3)

Consider this example. Given is a fair coin which is a binary random vari-
able with a uniform distribution (i.e. heads with probability 1/2 and tails
with probability 1/2). The binary entropy for such a random variable is 1.
Hence, we learn 1 bit by every coin flip. Let the coin be biased in such a
way that it always falls on heads. The binary entropy in this case is 0, and
indeed, at every coin flip, we do not learn any bit, because we already knew
the outcome of the coin flip.

3.2 The bra-ket notation and trace

Throughout this thesis, we will use only finite-dimension Hilbert spaces.
In this setting, a Hilbert space is equivalent to a vector space over C on
which the inner product (·, ·) is defined. Let HA and HB be two Hilbert
spaces, then we denote by Hom(HA,HB) the set of homomorphisms, or
linear maps, from HA to HB, and by End(HA) = Hom(HA,HA) the set of
endomorphisms on HA.

In Dirac’s bra-ket notation, we express vectors as operators on an Hilbert
space. Let ϕ ∈ H be a vector in an Hilbert space H, then the ket, |ϕ〉 ∈
Hom(C,H), is an operator which maps a complex number a ∈ C to the
vector ϕ stretched by a

|ϕ〉 : a 7→ ϕa . (3.4)

The adjoint of this operator is called bra: 〈ϕ| = |ϕ〉∗ ∈ Hom(H, C). The bra
operator maps a vector ψ ∈ H to a scalar by computing the inner product

〈ϕ| : ψ 7→ (ϕ, ψ) . (3.5)

We can combine these operators. We see that the expression 〈ϕ | ψ〉 is an
operator from the set End(C), and the operator |ϕ〉〈ψ| is an operator from

12



3.3. Postulates of quantum mechanics

the set End(H). An operator from the set End(C) is a scalar, and an oper-
ator from the set End(H) is a square matrix. By 1, we denote the identity
operator.

The trace of an operator M ∈ End(H) is defined as trM = ∑i〈ei|M |ei〉,
where { |ei〉}i is an orthonormal basis from the set Hom(C,H). The trace is
invariant under the choice of the basis { |ei〉}i.

3.3 Postulates of quantum mechanics

Quantum mechanics is based on four postulates: quantum states live in
Hilbert spaces, we compose Hilbert spaces using the tensor product, evolu-
tion is reversible and the description of measurements. The discussion of all
four postulates follows.

3.3.1 Quantum states

Pure quantum state lie in Hilbert spaces. We call a quantum state pure, if
it is isolated from any other Hilbert space. Usually, we denote by HA the
Hilbert space of the state in the register A. We express purse states by a ket:
|ϕ〉A ∈ Hom(C,HA), where ϕ is a normalized vector. Pure states are unique
up to a phase factor. Therefore, we ignore the global phase of states.

Quantum states that are not isolated from any other Hilbert space, cannot
be expressed using a ket, and are called mixed. Hence, we need the more
general representation of states: the density operator. A density operator ρA
is an operator from the set End(HA) with the additional constraints that ρA
is positive (i.e. ρA ≥ 0) and normalized (i.e. trρA = 1). Denote by S(HA) the
set of density operators on the Hilbert space HA. The corresponding density
operator to the pure state |ϕ〉A is |ϕ〉〈ϕ|A.

The density operator allows us to describe mixtures of states. Let ρ1, . . . , ρn
be n different density operators, then ρ = ∑n

i=1 P(i)ρi is a mixture of these
states, where each state has a weight defined by the probability distribution
P.

In the Hilbert space H = C2, we have two basis states. We call one state the
zero state |0〉, and the other state the one state |1〉. They form the qubits.
Furthermore, denote by |+〉 the superposition of both states

|+〉 = |0〉+ |1〉√
2

, (3.6)
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3. Quantum Information

and by |−〉 its orthogonal state

|−〉 = |0〉 − |1〉√
2

. (3.7)

3.3.2 Tensor product

To compose two Hilbert spacesHA andHB, with dimensions m and n respec-
tively, we use the tensor productHA⊗HB. The spaceHA⊗HB has dimension
mn and is spanned by the vectors |ϕ〉A ⊗ |ψ〉B for all |ϕ〉A ∈ Hom(C,HA)
and |ψ〉B ∈ Hom(C,HB). Let ϕ, ϕ′ ∈ HA, ψ, ψ′ ∈ HB and 0 be the zero
vector, then the tensor product furthermore satisfies

• (ϕ + ϕ′)⊗ ψ = ϕ⊗ ψ + ϕ′ ⊗ ψ

• ϕ⊗ (ψ + ψ′) = ϕ⊗ ψ + ϕ⊗ ψ′

• 0⊗ ψ = ϕ⊗ 0 = 0 .

We sometimes rewrite |ϕ〉A ⊗ |ψ〉B as |ϕ〉A |ψ〉B, as |ϕ ⊗ ψ〉A,B, or even
as |ϕψ〉A,B.

3.3.3 Evolution

For every pair of pure states |ϕ0〉A, |ϕ1〉A on the Hilbert space HA, there
exists a unique (up to a global phase) unitary U describing an evolution,
such that

U |ϕ0〉A = |ϕ1〉A . (3.8)

In the density operator formalism the evolution U acts in the following way

Uρ0
AU
∗ = ρ1

A . (3.9)

In the quantum circuit context, we call such unitary operations also gates
on qubit systems. We briefly present some commonly used gates. Denote
by ⊕ the bitwise addition modulo 2, and by · the inner product modulo 2.
Commonly used are the Pauli Z gate

Z = ∑
z∈{0,1}

(−1)z |z〉〈z| , (3.10)

the CNOT gate

CNOT = ∑
c,z∈{0,1}

|c〉C |z⊕ c〉T〈c|C〈z|T , (3.11)

14
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and the SWAP gate

SWAP = ∑
z,z′∈{0,1}

|z〉A |z′〉B〈z′|A〈z|B . (3.12)

The Pauli Z gate negates the |1〉 state to − |1〉 and has no effect on the |0〉
state. The CNOT gate is a controlled not operation which inverts the bit z
if the control bit c is 1. The SWAP gate swaps the content of the registers A
and B. Another frequently used gate is the Hadamard gate

H =
1√
2

∑
y,z∈{0,1}

(−1)y⊕z |y〉〈z| . (3.13)

The Hadamard gate maps the |0〉 state to the |+〉 state, and the |1〉 state to
the |−〉 state. Taking the r-fold of the Hadamard gate results in the quantum
Fourier transform gate QFT for a r-qubit register

H⊗r =
1√
2r ∑

y1,z1∈{0,1}
· · · ∑

yr ,zr∈{0,1}
(−1)y1⊕z1⊕...yr⊕zr |y1, . . . , yr〉〈z1, . . . , zr|

(3.14)

=
1√
2r ∑

y,z∈{0,1}r
(−1)y·z |y〉〈z| = QFT . (3.15)

Providing the state |0r〉 as input to the QFT gate results in the uniform
superposition of all r-dimensional basis states

QFT |0r〉 = 1√
2r ∑

x∈{0,1}r
|x〉 . (3.16)

3.3.4 Measurement

Every measurement is defined by an Hermitian operator called observable
O = ∑x xPx, where x are the different measurement outcomes, and Px are
the projectors onto the eigenspaces for the eigenvalues x. The probability
distribution of the measurement outcome when measuring |ϕ〉A is given by

P(x) = tr (Px |ϕ〉〈ϕ|A) . (3.17)

The post-measurement state, given the measurement output is x, is

|ϕ′x〉A =
Px |ϕ〉A√

P(x)
. (3.18)

When measuring a density operator ρA, the probability distribution for ob-
taining x is

P(x) = tr (PxρA) . (3.19)
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3. Quantum Information

The outcome x collapses the state to

ρ′x,A =
PxρAPx

P(x)
. (3.20)

We can also perform partial measurements. Let ρA,B be a density operator
from the set S(HA ⊗ HB), and let OA = ∑x xPx be an observable for the
subsystem HA, then

P(x) = tr (Px ⊗ 1BρA,B) (3.21)

is the probability distribution for measuring x on the subsystem HA, and

ρ′x,A,B =
(Px ⊗ 1B) ρA,B (Px ⊗ 1B)

P(x)
(3.22)

is the post-measurement state given x was the measurement outcome.

3.4 Product states and entanglement

Let ρA,B ∈ S (HA ⊗HB) be a bipartite density operator. We call ρA,B separa-
ble, if we can write

ρ = ∑
i

ρi
A ⊗ ρi

B (3.23)

where for every i, ρi
A ∈ S (HA), and ρi

B ∈ S (HB). A separable state is a
product state. If the state is not separable, then it is entangled.

3.5 Trace preserving completely positive maps

The most general notion of operations allowed by quantum mechanics are
called trace preserving completely positive maps (TPCPM). A TPCPM E is a
linear map from the set Hom(End(HA), End(HB)) which maps an operator
M ∈ End(HA) to another operator N ∈ End(HB). In particular, we can
describe any sequence of operations on a density operator by a TPCPM.

3.6 Partial trace and state purification

Now that we know how to compose systems, we can also define the par-
tial trace which decomposes systems. The partial trace is a trace operation
executed solely on a subsystem, reducing the operator to the remaining
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subsystems. Let ρA,B ∈ End(HA ⊗HB) be an operator. We denote the par-
tial trace on HA by trAρA,B = ∑i (〈ei|A ⊗ 1B) ρA,B ( |ei〉A ⊗ 1B) = ρB, with
ρB ∈ End(HB), and where { |ei〉}i is an orthonormal basis on HA. The par-
tial trace is invariant under the choice of the basis { |ei〉}i. It is common
to call a partial trace operation a trace-out operation. A trace-out operation
can be interpreted as a measurement operation, where the measurement
outcome gets forgotten. In the notation introduced in Chapter 2, the partial
trace is performed by the use of the sel converter system.

The partial trace also defines purification. For every density operator ρA ∈
S(HA) there exists an extended pure density operator ρA,B = |ϕ〉〈ϕ|A,B ∈
S(HA ⊗ HB), such that ρA = trBρA,B. The pure state |ϕ〉A,B is called the
purification of ρA. Purifications are equivalent up to unitary operations
on the purifying system. In other words, for every unitary UB the state
(1A ⊗ UB) |ϕ〉A,B is a purification of ρA.

3.7 Quantum protocols and protocol purification

We define quantum protocols using the general Definition 2.2 of a protocol.

Definition 3.1 (quantum protocol) A k-party s-step quantum protocol P =
πA1 . . . πAkRs is a discrete k-party s-step protocol, where for every j ∈ {1, . . . , k},
the protocol πAj of party Aj can be modeled by a quantum circuit.

Similar to purifying quantum states, we can also purify quantum protocols.

Definition 3.2 (pure protocol) Let P = πA1 . . . πAkR be a k-party quantum pro-
tocol, and let R

π
Aj , for every j ∈ {1, . . . , k}, be the set of all registers from the

circuit of the protocol πAj . A strategy π̄Aj is called the pure protocol of πAj , if
in π̄Aj

• every register R ∈ R
π

Aj has a purifying register R′ which is initialized to the
zero state,

• every measurement instruction on every register R ∈ R
π

Aj is replaced by a
CNOT gate on the purifying register R′, controlled on register R, and

• every trace-out instruction on every register R ∈ R
π

Aj is replaced by a SWAP

gate on register R and the purifying register R′, followed by a trace-out oper-
ation on R.

For a purified protocol π̄Aj , we label the interface outputting the registers from the
set R

π
Aj by A′j , and the interface outputting the purifying registers by A′′j . We

merge both interfaces to an interface outputting all registers. The merged interface
is labeled Aj.
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Because a trace-out operation is equivalent to a measurement, where the
outcome gets forgotten, tracing-out the purifying registers de-purifies a pure
protocol, and makes the output equivalent to a protocol execution, where the
original protocol was used. Formally, we can write selA′j π̄

Aj = πAj . Note that
if every circuit in P is purified, then clearly P does not collapse any register.

3.8 Schmidt decomposition

A bipartite pure state |ϕ〉A,B ∈ End(C,HA ⊗HB) can be decomposed into

|ϕ〉A,B = ∑
i

λi |ei〉A | fi〉B , (3.24)

where { |ei〉}i is an orthonormal basis for HA, { | fi〉}i is an orthonormal
basis for HB, and the coefficients λi are sorted in descending order. The
coefficients λi have the property ∑i λ2

i = 1 and are called Schmidt coefficients.
Let r be the number of nonzero Schmidt coefficients. Then r is called the
Schmidt rank and we can express the Schmidt decomposition (3.24) as

|ϕ〉A,B =
r

∑
i=1

λi |ei〉A | fi〉B . (3.25)

The Schmidt decomposition implies that the dimensions of the spaces HA

and HB are at least dlog re, because each subspace has to embed at least r
orthonormal states. Furthermore, there exists a unitary operator UA ∈
Hom(HA,HA′ ⊗HA′′) and a unitary operator VB ∈ Hom(HB,HB′ ⊗HB′′),
such that for all i ∈ {1, . . . , r}

UA |ei〉A = |e′i〉A′ ⊗ |0〉A′′ and (3.26)
VB | fi〉B = | f ′i 〉B′ ⊗ |0〉B′′ (3.27)

where { |e′i〉}i and { | f ′i 〉}i are r dimensional orthonormal bases. Using this,
we can compress the state |ϕ〉A,B ∈ Hom(C,HA ⊗HB) into

|ϕ′〉A′,B′ = trA′′,B′′ (UA ⊗ VB |ϕ〉A,B) =
r

∑
i=1

λi |e′i〉A′ | f ′i 〉B′ , (3.28)

with |ϕ′〉A′,B′ ∈ Hom(C,HA′ ⊗HB′). Because the subspace HA′ has to em-
bed at most r orthogonal states, the dimension of the subspace HA′ is upper
bounded by dre. The same is trivially true for the subspace HB′ . We call this
compression Schmidt compression and assign to it the TPCPM CA,B

CA,B : |ϕ〉A,B 7→ trA′′,B′′ (UA ⊗ VB |ϕ〉A,B) . (3.29)
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To decompress the state, we can simply append a large enough zero state
and apply the inverse of the unitary operator UA ⊗ VB. Denote by the
TPCPM DA,B the corresponding decompression map

DA,B : |ϕ′〉A′,B′ 7→ (UA ⊗ VB)
∗ ( |ϕ′〉A′,B′ ⊗ |0〉A′′,B′′) . (3.30)

Clearly, we can also perform a partial compression and decompression. De-
note by CA the TPCPM for compressing only register A, and denote by DA

the TPCPM for the corresponding decompression. We define the compres-
sion map CA ( |ϕ〉A,B) = |ϕ′〉A′,B as

CA : |ϕ〉A,B 7→ trA′′ (UA ⊗ 1B |ϕ〉A,B) , (3.31)

and the decompression map for the state |ϕ′〉A′,B as

DA : |ϕ′〉A′,B 7→ (UA ⊗ 1B)
∗ ( |ϕ′〉A′,B ⊗ |0〉A′′) . (3.32)

3.9 Trace distance and fidelity

Denote by ‖ρ‖1 = tr |ρ| = tr
√

ρ∗ρ the trace norm of the density operator ρ.
The trace distance between two density operators ρ and σ living in the same
Hilbert space is then defined as

∆ (ρ, σ) =
1
2
‖ρ− σ‖1 . (3.33)

It has the same operational meaning as the statistical distance (see equa-
tion 2.2). It denotes the maximal advantage a distinguisher has in distin-
guishing ρ from σ. The trace distance between two density operators cannot
increase under the application of any TPCPM E on both states. Otherwise,
there exists a distinguisher which uses E to distinguish both states, contra-
dicting the operational meaning of the trace distance.

The fidelity between two density operators ρ and σ living in the same Hilbert
space is defined as

F(ρ, σ) =
∥∥∥ρ

1
2 σ

1
2

∥∥∥
1

. (3.34)

In the case of pure ρ = |ϕ〉〈ϕ| and pure σ = |ψ〉〈ψ|, the fidelity becomes
easy to calculate

F ( |ϕ〉〈ϕ|, |ψ〉〈ψ|) = |〈ϕ | ψ〉| . (3.35)

Uhlmann’s lemma helps us to calculate the fidelity between any two density
operators.
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Lemma 3.3 (Uhlmann’s lemma) The fidelity between ρA ∈ S(HA) and σA ∈
S(HA) is

F(ρA, σA) = max
|ϕ〉A,B, |ψ〉A,B

F ( |ϕ〉〈ϕ|A,B, |ψ〉〈ψ|A,B) = |〈ϕ | ψ〉A,B| , (3.36)

where the maximum is taken over all purifications of ρA = trB |ϕ〉〈ϕ|A,B and over
all purifications of σA = trB |ψ〉〈ψ|A,B.

Because purifications are equivalent up to a unitary on the purifying sys-
tem, we can also fix one purification and take the maximum over the other
purification.

The Fuchs-van de Graaf inequalities relate the fidelity to the trace distance.

Lemma 3.4 (Fuchs-van de Graaf inequalities) Let ρ, σ ∈ S(H) be density op-
erators, then

1− F(ρ, σ) ≤ ∆(ρ, σ) ≤
√

1− F(ρ, σ)2 . (3.37)

For trace distance and fidelity expressions where both density operators
are pure, we write F( |ϕ〉, |ψ〉) = F( |ϕ〉〈ϕ|, |ψ〉〈ψ|) and ∆( |ϕ〉, |ψ〉) =
∆( |ϕ〉〈ϕ|, |ψ〉〈ψ|).
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Chapter 4

Specious adversaries

Specious adversaries as defined by Dupuis, Nielsen and Salvali[6] model
the least malicious information-theoretic quantum adversaries. In a sense,
they can be understood as the quantum analog to the classical honest-but-
curious adversaries. In this chapter, we present the definitions from the
publication [6] using Maurer’s and Renner’s notation (see Chapter 2) and
discuss the power of a specious server in a single-server QPIR protocol.

4.1 Definition

We use the notation described in Section 2.2.

An adversary strategy π̃Aj for party Aj is specious if, in any step of the proto-
col, Aj can revert the global state to a valid state by applying local operations.
A valid state is a state resulting from an honest protocol execution. A way
to think about this is that in any step an audit can be triggered. In the audit,
the global state is compared to the state where every party follows the pro-
tocol. If Aj manages to pass the audit with the strategy π̃Aj , then we say π̃Aj

is a specious strategy.

Definition 4.1 (speciousness) Let G be a k-party s-step protocol for the ideal
functionality F, and let π̃Aj be a strategy for the party Aj. If in every step i ∈
{1, . . . , s} of the protocol π̃AjG, the party Aj can apply a local operation L

Aj
i , such

that

∀i ∈ {1, . . . , s} ∃L Aj
i ∆

(
Gi, L

Aj
i π̃

Aj
i Gi

)
≤ γ , (4.1)

then we call the strategy π̃Aj γ-specious.
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The simulator-based privacy definition against specious adversaries has two
differences compared to the general privacy definition (see Definition 2.4).
First, here we require a simulator for every step i ∈ {1, . . . , s} of the pro-
tocol, and second, here we consider only the adversaries subspace in the
simulation.

We need a simulator for every step of the protocol, because a protocol could
force a specious adversary to forget. Imagine that in step i the adversary is
in possession of a secret, and to remain specious, the adversary has to send
this secret to another party in the next step. Because of the non-cloning
theorem of quantum mechanics[22], this adversary would loose the secret.
Conversely, a non-specious adversary could just carry this secret along to
the end of the protocol. Therefore, in the general Definition 2.4, we con-
sider only the output at the end of the protocol. The same limitation also
appears in the simulator calling the ideal functionality. After calling the
ideal functionality, the simulator cannot call the ideal functionality a second
time, because it lost the input. Hence, the ideal functionality may at most
be called once.

The ideal functionality cannot reproduce the state of any honest party in an
intermediate step of the protocol. Therefore, either we additionally intro-
duce a simulator for every party and for every step, or we ignore all other
parties, except of the adversary. We choose the simpler alternative, because
we are interested only in showing that the adversary’s output can be simu-
lated.

Definition 4.2 (privacy against specious) Let G be a k-party s-step protocol for
the ideal functionality F, and let A

Aj
γ be the set of all γ-specious strategies for the

party Aj. If for every strategy from the set A
Aj

γ and for every step i ∈ {1, . . . , s}
there exists a simulator ρAk

i which calls the ideal functionality F at most once, such
that

∀π̃Aj ∈ A
Aj

γ ∀i ∈ {1, . . . , s} ∃σ
Aj
i ∆

(
selAj π̃

Aj
i Gi, selAj σ

Aj
i F
)
≤ ε , (4.2)

then we call the protocol G (1− ε)-private against γ-specious party Aj.

In order to apply the union bound over all steps in the protocol, ε should be
kept small compared to s, such that εs remains negligible.

An example of an specious adversary is a party who follows the protocol
up to measurement instructions. Instead of performing the measurement,
the specious adversary continues in superposition. In case of an audit, the
adversary applies the delayed measurement to revert the global state to a
valid state.
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4.2 Specious Quantum Private Information Retrieval
databases

Here, we discuss specious servers in QPIR protocols. Let πcπdbRs be a
single-server, s-step QPIR protocol, with the server’s protocol πdb, and the
client’s protocol πc. Because the ideal functionality of QPIR (see Defini-
tion 1.2) leaves the server’s register invariant on classical inputs from the
client, we can assume that the simulators

{
σdb

i
}

i for any specious server
strategy π̃db never call the ideal functionality. Note that the client is hon-
est and always provides classical input. Hence in this case, the expression
selAj σ

Aj
i F from (4.2) can simply be rewritten as τdb

i , where τdb
i is a simulator

which receives the database input from the distinguisher and provides an
output for the server. Equation (4.2) becomes

∀π̃db ∈ A db
γ ∀i ∈ {1, . . . , s} ∃τdb

i ∆
(
seldbπ̃db

i πc
i Rs, τdb

i

)
≤ ε . (4.3)
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Chapter 5

Quantum Private Information
Retrieval

This chapter contains three parts. In the first part, we state the definition of
Quantum Private Information Retrieval protocols and our main result, the
lower bound on their communication complexity. The second part includes
some theorems which will be used in the last part, the proofs of our results.
The first proof is for the case of QPIR protocols which are private against
any adversary, and the second proof is for the case of QPIR protocols which
are private against specious adversaries.

We include the proof of the general case (i.e. private against any adversary)
for completeness. Nayak published a proof sketch for this case in Refer-
ence [16]. We follow his idea and generalize the proof to the (1− ε)-private
case.

Throughout this chapter we consider only single-server QPIR protocols.

5.1 Definition and results

In the following, we will use the notation developed in Chapter 2. We de-
fine QPIR protocols based on the definition of multi-party protocols (see
Definition 2.2), on the general privacy and correctness definitions (see Defi-
nitions 2.3 and 2.4 respectively) as well as on the specious privacy definition
(see Definition 4.1 and the adaption to QPIR protocols (4.3)). For better un-
derstanding, we restate these definitions in the definition of QPIR protocols.

Let D be the set of distinguishers which are restricted to classical inputs
on the client’s interface. We restrict the privacy and correctness definition
to this set, because we assume that the client is honest and inputs merely
classical input (i.e. basis states).

25



5. Quantum Private Information Retrieval

Definition 5.1 (QPIR protocol) A s-step, n-qubit, (1− δ)-correct Quantum
Private Information Retrieval protocol is a two-party protocol πdbπcRs, where
πdb is the server’s protocol, πc is the client’s protocol, and Rs is the resource system
to exchange s quantum messages, such that the correctness property is fulfilled

∆D
(

πdbπcRs,QPIR
)
≤ δ . (5.1)

We call such a protocol (1− ε)-private against any server if for every strategy π̃db

for the server, there exists a simulator σdb which calls the ideal functionality QPIR
at most once, such that

∀π̃db ∃σdb ∆D
(

π̃dbπcRs, σdbQPIR
)
≤ ε . (5.2)

Let Sγ be the set of all γ-specious strategies for the server. We call such a protocol
(1− ε)-private against γ-specious servers, if for every strategy from the set Sγ

and for every step k ∈ {1, . . . , s}, there exists a simulator τdb
k , such that

∀π̃db ∈ Sγ ∀k ∈ {1, . . . , s} ∃τdb
k ∆D

(
seldbπ̃db

k πc
kRs, τdb

k

)
≤ ε . (5.3)

We call such a protocol correct and private against any adversary respectively
private against γ-specious adversaries, for any 0 ≤ γ ≤ 1, if there exists
negligible δ and ε, such that the protocol is (1− δ)-correct and (1− ε)-private.

Let |ψx,i〉S,C be the state at the end of the protocol πdbπcRs, with inputs x ∈
{0, 1}n for the database and i ∈ {1, . . . , n} for the index. We denote by S the
subspace of the server and by C the subspace of the client. Note that in order
to comply with the ideal functionality 1.2, the client’s subspace contains a
register A. Furthermore, we assume that the database is always kept in the
register DB, which is part of the server’s subspace, and that the index is
always kept in the register IDX, which is part of the client’s subspace.

Our main results are the following two theorems.

Theorem 5.2 (QPIR communication complexity) Let πdbπcRs be a s-step, n-
qubit, (1− δ)-correct, and (1− ε)-private Quantum Private Information Retrieval
protocol. Then πdbπcRs has communication complexity of at least(

1− Hbin

(
1− δ− 2

√
ε(1− ε)

))
n .

Theorem 5.3 (specious QPIR communication complexity) Let πdbπcRs be a
s-step, n-qubit, (1 − δ)-correct, and (1 − ε)-private against γ-specious, for any
0 ≤ γ ≤ 1, Quantum Private Information Retrieval protocol. Then πdbπcRs has
communication complexity of at least(

1− Hbin

(
1− δ− 2

√
ε(1− ε)

))
n .

26



5.2. Preliminaries

5.2 Preliminaries

In the proofs we reduce QPIR protocols to a random access encoding. Ran-
dom access encoding is defined as follows.

Definition 5.4 (RAC, Nayak[16]) An (n, m, p)-random access encoding is a
function f that maps n-bit strings to mixed states over m qubits, such that, for
every i ∈ {1, . . . , n}, there exists a measurement Mi with outcome 0 or 1 that has
the property that for all x ∈ {0, 1}n,

Pr [Mi ( f (x)) = xi] ≥ p . (5.4)

A random access code is the m qubit mixed state output by the function f .

Nayak proved a lower bound on the size of random access codes[16].

Theorem 5.5 (size of RAC, Nayak[16]) Any (n, m, p)-random access (or serial)
encoding has m ≥ (1− Hbin (p)) n.

In our proofs we use the following theorem. It bounds the dimensions of
the subspaces resulting from a two-party protocol.

Theorem 5.6 (limit on Schmidt rank) The Schmidt rank of a bipartite state af-
ter communicating c qubits between both parties, starting with a pure product state,
is at most 2c.

This theorem is stated as Lemma 5 in Reference [10]. For completeness we
give a proof. We prove this theorem by limiting the increase of the Schmidt
rank by the transmission of a single qubit.

Proof (Proof of Theorem 5.6) The initial state between both parties, Alice
and Bob, is

|ϕinit〉 = |ϕAlice〉 ⊗ |ϕBob〉 , (5.5)

which has Schmidt rank 1. We assume that during the communication,
no registers are discarded. Hence, the state remains pure throughout the
communication. Let |ϕd〉 be the pure bipartite state after d qubits were ex-
changed, and let r be the Schmidt rank of |ϕd〉. The Schmidt decomposition
of this state is

|ϕd〉 =
r

∑
k=1

λk |ϕk,Alice〉 |ϕk,Bob〉 . (5.6)

We rewrite Alice’s part as

|ϕk,Alice〉 = α |ϕ0
k,Alice〉Ak

|0〉Bk
+ β |ϕ1

k,Alice〉Ak
|1〉Bk

(5.7)
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and assume without loss of generality that Alice sends the single qubit reg-
ister Bk to Bob. By plugging (5.7) into (5.6) we see that this transmitted
single-qubit register at most doubles the number of summands

|ϕd+1〉 =
r

∑
k=1

λk

(
α |ϕ0

k,Alice〉Ak
|0〉Bk

+ β |ϕ1
k,Alice〉Ak

|1〉Bk

)
|ϕk,Bob〉 (5.8)

=
r

∑
k=1

λkα |ϕ0
k,Alice〉Ak

|0〉Bk
|ϕk,Bob〉+ λkβ |ϕ1

k,Alice〉Ak
|1〉Bk

|ϕk,Bob〉 ,

(5.9)

which upper bounds the Schmidt rank. Hence, by starting with a Schmidt
rank of 1 and by exchanging c qubits, the final state has Schmidt rank of at
most 2c. �

We also use the following theorem in our proofs which relates the trace
distance between two density operators to the trace distance between their
purifications.

Theorem 5.7 (distance of purifications) Let ρA, σA ∈ S(HA) be two ε-close
density operators

∆ (ρA, σA) ≤ ε (5.10)

with respective purifications |ϕ〉A,B, and |ψ〉A,B. There exists a unitary UB acting
solely on HB, such that

∆ ( |ϕ〉A,B, (1A ⊗ UB) |ψ〉A,B) ≤
√

ε(2− ε) . (5.11)

Proof (Proof of Theorem 5.7) Let ρA, σA ∈ S(HA) be two density operators
with the property

∆ (ρA, σA) ≤ ε . (5.12)

The first inequality of the Fuchs-van de Graaf Lemma 3.4

1− F(ρA, σA) ≤ ∆(ρA, σA) (5.13)

can be transformed into

1− ∆(ρA, σA) ≤ F(ρA, σA) . (5.14)

The upper bound on the trace distance (5.12) and the inequality (5.14) give
us a lower bound on the fidelity between ρA and σA

F(ρA, σA) ≥ 1− ε . (5.15)
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5.3. Communication complexity lower bound

The state |ϕ〉A,B is a purification of ρA. By Uhlammn’s Lemma 3.3, there
exists a purification |ψ′〉A,B of σA, such that

F(ρA, σA) = F( |ϕ〉A,B, |ψ′〉A,B) . (5.16)

Therefore, the fidelity lower bound (5.15) is also a lower bound for the fi-
delity between the pure states |ϕ〉A,B and |ψ′〉A,B

F( |ϕ〉A,B, |ψ′〉A,B) ≥ 1− ε . (5.17)

Applying the second inequality from the Fuchs-van de Graaf Lemma 3.4
relates this fidelity inequality (5.17) to a trace distance inequality. We have

∆( |ϕ〉A,B, |ψ′〉A,B) ≤
√

1− F( |ϕ〉A,B, |ψ′〉A,B)2 . (5.18)

Squaring both sides and plugging in (5.17) gives

∆( |ϕ〉A,B, |ψ′〉A,B)
2 ≤ 1− F( |ϕ〉A,B, |ψ′〉A,B)

2 (5.19)

≤ 1− (1− ε)2 (5.20)
= ε(2− ε) . (5.21)

Hence, the trace distance between both purifications is upper bounded by

∆( |ϕ〉A,B, |ψ′〉A,B) ≤
√

ε(2− ε) . (5.22)

Because purifications are equivalent up to unitary transformations on the
purifying system, there exists a unitary UB which maps |ψ〉A,B to |ψ′〉A,B:
(1A ⊗ UB) |ψ〉A,B = |ψ′〉A,B. This concludes the proof and we get

∆ ( |ϕ〉A,B, (1A ⊗ UB) |ψ〉A,B) ≤
√

ε(2− ε) . (5.23)
�

5.3 Communication complexity lower bound

We prove theorems 5.2 and 5.3 that lower bound the communication com-
plexity for QPIR protocols which are private against all adversaries, and
specious adversaries, respectively. The proof is based on a reduction from
QPIR protocols to a random access encoding. We start by giving some intu-
ition and state the reduction in Section 5.3.1. In a next step (see Section 5.3.2),
we build the essential tools which are needed in the reduction. In the last
part we derive and prove the communication complexity lower bounds for
the general (see Section 5.3.3) and for the specious case (see Section 5.3.4).
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5.3.1 Intuition and reduction

A single-step QPIR protocol, where only one message is sent from the server
to the client, clearly implements a random access encoding. Hence, the lower
bound on the size of the random access code is also a lower bound on the
communication complexity for the single-step QPIR protocol. We general-
ize this idea to any (1− ε)-private, multi-step QPIR protocol by reducing
the multi-step protocol to a single-step protocol, and hence to a random ac-
cess encoding. In order to apply the lower bound on the size of the random
access code to the communication complexity of the multi-step QPIR proto-
col, we need to make sure that the reduction does not increase the amount
of communication.

We present the random access encoding and decoding algorithms based on
a s-step QPIR protocol in Algorithm 1 and 2 respectively. In the algorithms,
we need:

1. a pair of universal compression and decompression operators (CC, DC),
such that the size of the compressed random access code is not larger
than the communication complexity of the QPIR protocol, and

2. a family of universal approximation operators
{
U1→i
C

}
i.

Universal in this context means that these operators work in general for
any x ∈ {0, 1}n.

Let πdbπcRs be a (1− ε)-private against any adversary, s-step, n-qubit, (1−
δ)-correct Quantum Private Information Retrieval protocol with communi-
cation complexity c. We denote by π̄dbπ̄cRs the purified version of πdbπcRs,
as described in 3.7. Let

|ψ̄x,i〉S,C (5.24)

be the global state at the end of the protocol π̄dbπ̄cRs, with inputs x ∈ {0, 1}n

for the database and i ∈ {1, . . . , n} for the index. Because the protocol
π̄dbπ̄cRs is pure, using the uniform superposition of all databases

1√
2n ∑

x∈{0,1}n
|x〉DB (5.25)

as database input and i ∈ {1, . . . , n} as index input, results in the state

1√
2n ∑

x∈{0,1}n
|ψ̄x,i〉S,C . (5.26)

Note that we get this property because the purified protocol does not col-
lapse the database.
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5.3. Communication complexity lower bound

In the encoding algorithm (see Algorithm 1), we simulate the purified QPIR
protocol π̄dbπ̄cRs with a fixed index, and output the compressed random
access code for the database x ∈ {0, 1}n.

Algorithm 1 Random access encoding

Input: QPIR protocol πdbπcRs and database x ∈ {0, 1}n

Output: Random access code rac(x)
1. Simulate the purified version π̄dbπ̄cRs of the protocol πdbπcRs with

inputs x and i = 1. The state is

|ψ̄x,1〉S,C . (5.27)

2. Apply the universal compression CC to the subspace HC. The state
is

CC ( |ψ̄x,1〉S,C) = |ψ̄c
x,1〉S,C′ . (5.28)

3. Output the state of the subsystem HC′

trS |ψ̄c
x,1〉〈ψ̄c

x,1|S,C′ . (5.29)

In the decoding algorithm (see Algorithm 2), we first decompress the ran-
dom access code. Then we compute an approximation |ψ̄aprx

x,i 〉S,C of the
state |ψ̄x,i〉S,C. Tracing-out the purifying registers from the purified proto-
col π̄dbπ̄cRs on the approximation state, yields |ψaprx

x,i 〉S,C, from which the
client can output the desired bit xi. Note that all operations in the decoding
algorithm are local on the client’s subspace.

5.3.2 Tools

We show the existence of two tools: the pair of universal compression and
decompression operators (CC, DC) and the family of universal approxima-
tion operators

{
U1→i
C

}
i.

Denote by π̄db and by π̄c the purified protocol (see Section 3.7) of πdb and πc,
respectively. Note that the simultaneous use of these modified protocols
does not collapse any database to a basis state. Furthermore, let

|ξ〉DB =
1√
2n ∑

x∈{0,1}n
|x〉DB (5.32)

be the uniform superposition of all possible databases.
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5. Quantum Private Information Retrieval

Algorithm 2 Random access decoding

Input: QPIR protocol πdbπcRs, random access code rac(x) and index i ∈
{1, . . . , n}

Output: Database bit xi
1. Apply the universal decompression (3.32) on the random access

code rac(x). The global state is

DC

(
|ψ̄c

x,1〉S,C′
)
= |ψ̄x,1〉S,C . (5.30)

2. Use the unitary operator U1→i
C to get an approximation of |ψ̄x,i〉(

1S ⊗ U1→i
C

)
|ψ̄x,1〉S,C = |ψ̄aprx

x,i 〉S,C . (5.31)

3. Trace out the purifying registers from π̄dbπ̄cRs to get |ψaprx
x,i 〉S,C.

4. Output the content of the register A.

In the construction of both tools, we use the purified version π̄dbπ̄cRs of the
protocol πdbπcRs, with the uniform database |ξ〉DB as input. However, the
database inputs in the random access encoding are n-bit strings. Therefore,
we need to show that the tools also work on classical inputs.

Universal compression and decompression

Lemma 5.8 (universal compression and decompression) Let πdbπcRs be a s-
step QPIR protocol with communication complexity c. Then there exists a pair of
compression and decompression operators (CC and DC) for Algorithm 1 and 2, such
that for all x ∈ {0, 1}n the size of the random access code rac(x) from Algorithm 1
is not larger than c.

Proof (Proof of Lemma 5.8) Run the QPIR protocol π̄dbπ̄cRs on database
input |ξ〉DB and index i = 1. Because the pure protocol does not collapse
the register DB, the global state at the end of the QPIR protocol π̄dbπ̄cRs is

|νi〉S,C =
1√
2n ∑

x∈{0,1}n
|ψ̄x,i〉S,C . (5.33)

Due to Theorem 5.6, we know that the Schmidt decomposition into the sub-
spaces HS and HC of the state (5.33) has a Schmidt rank of at most 2c. This
in turn tells us that the Schmidt compressed subspace HC has dimension of
at most dlog 2ce = c (see Section 3.8). Let CC be such a Schmidt compression
and let DC be the corresponding Schmidt decompression. We now need
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5.3. Communication complexity lower bound

to show that these compression and decompression operators also work on
any database x ∈ {0, 1}n. Because the compression map CC is linear, we can
write

CC

 1√
2n ∑

x∈{0,1}n
|ψ̄x,i〉S,C

 =
1√
2n ∑

x∈{0,1}n
CC ( |ψ̄x,i〉S,C) . (5.34)

This compression shrinks the subspace HS on the left-hand side to at most
dimension c. Therefore, on the right-hand side, the same compression has
also to work for any x ∈ {0, 1}n. The same is trivially true for the decom-
pression map DC. �

Universal approximation

We show the existence of the family
{
U1→i
S

}
i of operators that are indepen-

dent of the database x ∈ {0, 1}n. To show that such a family of operators
exist, we require that the server’s subspace at the end of the purified proto-
col with a database |ξ〉DB is nearly invariant under the choice of index from
the client.

Lemma 5.9 (universal approximation) Let πdbπcRs be a s-step QPIR protocol
with communication complexity c. If the server’s subspace at the end of the purified
protocol π̄dbπ̄cRs with database input |ξ〉DB, is µ-invariant under the choice of
index

∀i, j ∈ {1, . . . , n} ∆
(
trC |νi〉S,C, trC |νj〉S,C

)
≤ µ , (5.35)

then there exists a family of universal approximation operators
{
U1→i
C

}
i, such that

on average over all x ∈ {0, 1}n

∀i ∈ {1, . . . , n} ∆
((

1S ⊗ U1→i
C

)
|ψ̄1〉S,C, |ψ̄i〉S,C

)
≤
√

µ (2− µ) . (5.36)

Proof (Proof of Lemma 5.9) Assume that at the end of such a protocol ex-
ecution, the server’s subspace is µ-invariant under the choice of index as
described in (5.35). Trivially, this implies that the server’s subspace never
differs more than µ for any index i ∈ {1, . . . , n} from the subspace with
index 1 as input

∀i ∈ {1, . . . , n} ∆ (trC |ν1〉S,C, trC |νi〉S,C) ≤ µ . (5.37)

By Theorem 5.7, for every i ∈ {1, . . . , n}, there exists a unitary U1→i
C acting

only on the client’s subspace, such that

∆
((

1S ⊗ U1→i
C

)
|ν1〉S,C, |νi〉S,C

)
≤
√

µ (2− µ) . (5.38)
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5. Quantum Private Information Retrieval

This inequality tells us that for every i ∈ {1, . . . , n}, we can transform the
state |ν1〉S,C to a close approximation of |νi〉S,C. In the random access encod-
ing we are constructing, the input database x is from the set {0, 1}n and we
do not have prior knowledge about the database. Therefore, we show that
the same family

{
U1→i
C

}
i of operations can be used to derive good approx-

imations of the states |ψ̄x,i〉S,C from the states |ψ̄x,1〉S,C, on average over all
databases x ∈ {0, 1}n.

Because the trace distance does not increase under measurements, we sim-
ply measure the register DB of the states from the inequality (5.38) and
obtain that for a uniform random x ∈ {0, 1}n

∆
((

1S ⊗ U1→i
C

)
|ψ̄x,1〉S,C, |ψ̄x,i〉S,C

)
≤ ∆

((
1S ⊗ U1→i

C

)
|ν1〉S,C, |νi〉S,C

)
.

(5.39)

Hence, on average over all databases x ∈ {0, 1}n, this family
{
U1→i
C

}
i of uni-

tary operators can be used to construct a
√

µ (2− µ)-close approximation.�

5.3.3 Proof for the general case

We prove the lower bound Theorem 5.2. The proof consists of two parts.
First, we show that a (1− ε)-private against any adversary, s-step, (1− δ)-
correct, n-qubit Quantum Private Information Retrieval protocol with com-
munication complexity c fulfills the requirement in order to apply the univer-
sal approximation operators given by Lemma 5.9. After that, we compute
the recovery probability of the constructed random access code, such that
we can apply Nayak’s Theorem 5.5.

Recall the theorem subject to proof:

Theorem 5.2 (QPIR communication complexity) Let πdbπcRs be a s-step, n-
qubit, (1− δ)-correct, and (1− ε)-private Quantum Private Information Retrieval
protocol. Then πdbπcRs has communication complexity of at least(

1− Hbin

(
1− δ− 2

√
ε(1− ε)

))
n .

Proof (Proof of Theorem 5.2) From the (1− ε)-private property of the QPIR
protocol we have

∀π̃db ∃σdb ∆D
(

π̃dbπcRs, σdbQPIR
)
≤ ε . (5.40)

The purified server implementation π̄db is also a potential adversary. There-
fore, the above inequality holds as well for the particular server implemen-
tation π̄db

∃σdb ∆D
(

π̄dbπcRs, σdbQPIR
)
≤ ε . (5.41)
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5.3. Communication complexity lower bound

Furthermore, from Section 3.7, we know that selc′ π̄c = πc, where selc′ π̄
c is

the purified system, restricted to the non-purifying registers. Hence

∃σdb ∆D
(

π̄dbselc′ π̄
cRs, σdbQPIR

)
≤ ε . (5.42)

Because the distinguisher advantage does not increase by suppressing parts
of the output, we can write

∃σdb ∆D
(
seldbπ̄dbπ̄cRs, seldbσdbQPIR

)
≤ ε . (5.43)

In the expression seldbπ̄dbπ̄cRs, the client’s protocol is de-purified, because
we trace out the purifying registers along with all other registers from the
client.

Clearly, fixing the inputs to the systems cannot increase the distinguisher
advantage. Moreover, this allows us to replace the system expressions by
the corresponding quantum states, under the fixed input. Fix the inputs
to i ∈ {1, . . . , n} for the index, and |ξ〉DB for the database. Let σi

(
σdb
)

be the quantum state which is output by the system σdbQPIR under the
described inputs. We get

∃σdb ∆
(

trC |νi〉S,C, trCσi

(
σdb
))
≤ ε . (5.44)

The ideal functionality QPIR does not leak anything about a classical index
to the server. Therefore, the expression trCσi

(
σdb
)

is invariant under the
choice of index i ∈ {1, . . . , n} (i.e. trCσi

(
σdb
)
= trCσj

(
σdb
)
, for all i, j ∈

{1, . . . , n}). Using (5.44) twice in a triangle inequality, we get

∆
(
trC |νi〉S,C, trC |νj〉S,C

)
≤ 2ε . (5.45)

Hence by Lemma 5.9, we can construct, on average over all databases x ∈
{0, 1}n and for every i ∈ {1, . . . , n}, a 2

√
ε (1− ε)-close approximation of the

state |ψ̄x,i〉.

It remains to calculate the recovery probability of the constructed random
access code. Because the QPIR protocol is not a perfect implementation
of the ideal functionality QPIR, but it is rather (1− δ)-correct, we loose a
little bit in the recovery probability of the QPIR protocol itself. Formally the
correctness statement is

∆D
(

πdbπcRs,QPIR
)
≤ δ . (5.46)

Let Dx,i be the set of distinguishers which always input the database x ∈
{0, 1}n and index i ∈ {1, . . . , n} into the systems. Furthermore, we denote
by D′x,i the distinguisher which inputs x ∈ {0, 1}n and i ∈ {1, . . . , n} into
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5. Quantum Private Information Retrieval

the systems and outputs the content of the client’s register A. We bound the
distinguisher advantage by

∆D
(

πdbπcRs,QPIR
)
≥ ∆Dx,i

(
πdbπcRs,QPIR

)
(5.47)

= max
D∈Dx,i

∣∣∣Pr
[
D(πdbπcRs) = 1

]
− Pr [D(QPIR) = 1]

∣∣∣
(5.48)

≥
∣∣∣Pr
[
D′x,i(π

dbπcRs) = xi

]
− Pr

[
D′x,i(QPIR) = xi

]∣∣∣ .

(5.49)

By reducing the set of distinguishers, we reach the first inequality. In equa-
tion (5.48), we extend the expression for the distinguisher advantage to its
operational meaning. The last inequality in (5.49) is again obtained by re-
stricting the set of distinguishers to one particular distinguisher D′x,i. The
expression Pr

[
D′x,i(QPIR) = xi

]
from line (5.49) denotes the recovery proba-

bility of the ideal functionality which by definition is exactly 1

Pr
[
D′x,i(QPIR) = xi

]
= 1 . (5.50)

The other expression in equation (5.49) is the recovery probability for the
real world s-step QPIR protocol. Let Pr

[
D′x,i(π

dbπcRs) = xi
]
= p. By plug-

ging (5.50) and (5.46) into (5.49), we obtain

1− p ≤ δ . (5.51)

Hence, we lower bound the recovery probability in the real QPIR protocol
by

Pr
[
D′x,i(π

dbπcRs) = xi

]
≥ 1− δ . (5.52)

Using this, we can also bound the recovery probability of the purified proto-
col π̄dbπ̄cRs. Purifying the protocols from inequality (5.52) and discarding
the purifying interfaces along with the server’s interface, has no effect on
the distinguisher D′x,i. This is, because we de-purify the purified protocol
and ignore the server’s output which is anyways not needed by D′x,i. We can
write

Pr
[
D′x,i(selc′ π̄

dbπ̄cRs) = xi

]
≥ 1− δ . (5.53)

Remember that selc′ selects the non-purifying registers from the purified
protocol. In other words, it traces out the purifying registers.

In the single-step protocol, we use the family of unitary approximation trans-
formations

{
U1→i
C

}
i to approximate the global state which at the end is used

to recover the bit. Because this is only an approximation, we also have to
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5.3. Communication complexity lower bound

take into account the slight loss in the recovery probability of the random
access code. By our previous calculation (5.45), we upper bound the ap-
proximation error by 2

√
ε (1− ε). Let |νaprx

i 〉S,C =
(
1S ⊗ U1→i

C

)
|ν1〉S,C be an

approximation. We continue in the same spirit as in the derivation of (5.49)
and plug in the recovery probability for the |νi〉S,C state after expanding the
trace distance to its operational meaning. We have for all i ∈ {1, . . . , n}

∆
(
|νaprx

i 〉S,C, |νi〉S,C
)
≥
∣∣Pr
[
D′x,i( |ν

aprx
i 〉S,C) = xi

]
− Pr

[
D′x,i( |νi〉S,C) = xi

]∣∣ .
(5.54)

From (5.53), we know that the recovery probability for the purified s-step
QPIR protocol is bounded by Pr [D( |νi〉S,C) = xi] ≥ 1− δ. Let

Pr
[
D( |νaprx

i 〉S,C) = xi
]
= p′ (5.55)

be the recovery probability of the single-step protocol. Because we want to
lower bound p′, we can assume that p′ ≤ 1− δ and obtain, for every i ∈
{1, . . . , n}

Pr
[
D( |νaprx

i 〉S,C) = xi
]
≥ 1− δ− 2

√
ε(1− ε) . (5.56)

Hence by Lemma 5.8, Lemma 5.9 and this calculation, the described QPIR
protocol is a random access encoding with recovery probability 1 − δ −
2
√

ε(1− ε). Nayak’s lower bound Theorem 5.5 on the size of random ac-
cess encodings is also a lower bound on the communication complexity for
QPIR protocols. Therefore, any n-qubit, (1− δ)-correct, (1− ε)-private QPIR
protocol has communication complexity of at least(

1− Hbin

(
1− δ− 2

√
ε(1− ε)

))
n . (5.57)

�

5.3.4 Proof for the specious case

To prove the lower bound for QPIR protocols which are private against γ-
specious adversaries, we use the same proof as for the general QPIR proto-
cols. The single difference in the definition of the γ-specious QPIR protocols,
compared to the general case, is the privacy property. For Lemma 5.8, we
do not use the privacy property. In Lemma 5.9, we require that the server’s
subspace is nearly invariant under the choice of the index. As we have seen
in the previous proof, this requirement can be derived from the privacy
property. Hence, in this proof for QPIR protocols which are private against
γ-specious adversaries, we need to make sure that the (1− ε)-private prop-
erty is sufficient to fulfill the requirements of Lemma 5.9.
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Note that in the successive proof, we require only that the QPIR protocol
is private against the purified version of the honest server at the end of the
protocol.

Recall the theorem subject to proof:

Theorem 5.3 (QPIR communication complexity) Let πdbπcRs be a s-step, n-
qubit, (1− δ)-correct, and (1− ε)-private against γ-specious, for any 0 ≤ γ ≤ 1,
Quantum Private Information Retrieval protocol. Then πdbπcRs has communica-
tion complexity of at least(

1− Hbin

(
1− δ− 2

√
ε(1− ε)

))
n .

Proof (Proof of Theorem 5.3) From the (1 − ε)-private against γ-specious
adversaries property of the QPIR protocol, we have

∀π̃db ∈ Sγ ∀k ∈ {1, . . . , s} ∃τdb
k ∆D

(
seldbπ̃db

k πc
kRs, τdb

k

)
≤ ε , (5.58)

where Sγ is the set of all γ-specious adversaries.

Lemma 5.9 requires

∀i, j ∈ {1, . . . , n} ∆
(
trC |νi〉S,C, trC |νj〉S,C

)
≤ µ , (5.59)

where |νi〉 is the global state at the end of the purified protocol with in-
puts |ξ〉DB for the database and i ∈ {1, . . . , n} for the index. The purified
version π̄db for the server’s protocol πdb is also a strategy for a specious
adversary, for any 0 ≤ γ ≤ 1. In case of an audit, the adversary π̄db simply
traces-out the purifying registers. This collapse the global state to a valid
state. Such an adversary is 0-specious. Clearly, this adversary π̄db is in
the set Sγ, for any 0 ≤ γ ≤ 1. Hence, the (1− ε)-private property in this
specious case (5.58) suffices to fulfill the requirement (5.59). Now we use
exactly the same proof as for the general case and obtain a communication
complexity lower bound of(

1− Hbin

(
1− δ− 2

√
ε(1− ε)

))
n . (5.60)

�
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Chapter 6

Le Gall’s Quantum Private
Information Retrieval protocol

In this chapter, we discuss Le Gall’s recent protocol for Quantum Private
Information Retrieval[11]. We start by stating the protocol (see Section 6.1),
and continue by showing its correctness (see Section 6.2) and claimed se-
curity (see Section 6.3). In this first part, we deviate from his preprint by
writing down the implicitly assumed registers. The last part of this chap-
ter shows that his protocol is not private against specious servers (see Sec-
tion 6.4). We finish the discussion of Le Gall’s protocol with a description of
a specious strategy that can break the protocol (see Section 6.5).

While working on this thesis, we first showed that Le Gall’s protocol is not
private against specious servers. In Le Gall’s preprint, he also describes a
possible attack. However, the described attack is not specious, and therefore
we had to find another way to break the protocol, such that the adversary
remains specious. That Le Gall’s protocol is broken motivated us to prove
a lower bound on the communication complexity for QPIR protocols to be
private against specious servers. We inverted the order in the presentation
of our result, because now we can reference to the definitions and theorems
developed in Chapter 5.

The fact that Le Gall’s protocol is not private against specious servers fol-
lows directly from the communication complexity lower bound Theorem 5.3.
Hence, the actual description of a specious server, which breaks Le Gall’s
protocol, becomes merely a proof of concept.
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6. Le Gall’s Quantum Private Information Retrieval protocol

6.1 Description

Denote by n the number of qubits in the database, and set r ∈ Θ
(√

n
)

and
` ∈ Θ

(√
n
)
, such that n = `r. Now we interpret the n-qubit database as a

`-block database, with a block size of r qubits. Le Gall’s protocol (see Pro-
tocol 3) uses the Pauli Z gate, the CNOT gate, the inverse quantum Fourier
transform gate QFT−1 and the following three-register gate U(C1,C2,T), where
the first two registers hold r-qubit systems, and the last register is a single-
qubit register

U(C1,C2,T) = ∑
y,z∈{0,1}r

a∈{0,1}

|y〉C1 |z〉C2 |a⊕ y · z〉T〈y|C1〈z|C2〈a|T . (6.1)

This U(C1,C2,T) gate is a controlled-not gate, controlled on the inner product
of the two registers C1 and C2. The inverse quantum Fourier transform gate
is

QFT−1 =
1√
2r ∑

y,z∈{0,1}r
(−1)y·z |z〉〈y| . (6.2)

Refer to Section 3.3.3 for a description of the quantum gates.

We discuss the protocol in more detail. Let the register Q denote the ensem-
ble of the registers Q1, . . . ,Q` (i.e. HQ = HQ1 ⊗ . . .⊗HQ`

). Thus, we have
|0〉Q1 . . . |0〉Q`

= |0r〉Q. For the preparation in step 1, the server starts with
the state

|x〉DB |0r〉R |0r〉R′ |0r〉Q = |b1〉B1 . . . |b`〉B`
|0r〉R |0r〉R′ |0r〉Q . (6.7)

The register B1, . . . ,B` are the registers containing the database blocks.

Applying the QFT gate on R followed by a r-fold controlled-not gate on R′,
controlled on R, entangles these two registers in a generalized Bell state.

|x〉DB ⊗ CNOT⊗rQFT |0r〉R |0r〉R′ |0r〉Q = |x〉DB ⊗
1√
2r ∑

y∈{0,1}r
|y〉R |y〉R′ |0r〉Q

(6.8)

Finally, using ` times the U(C1,C2,T) gate, once for every Qk, controlled on R
and the k-th database block Bk, for k ∈ {1, . . . , `} yields (6.3)

U(R,B1,Q1) . . .U(R,B`,Q`) |b1〉B1 . . . |b`〉B`
⊗ 1√

2r ∑
y∈{0,1}r

|y〉R |y〉R′ |0〉Q1 . . . |0〉Q`

= |x〉DB ⊗
1√
2r ∑

y∈{0,1}r

|y〉R |y〉R′ |y · b1〉Q1 . . . |y · b`〉Q`
. (6.9)
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6.1. Description

Protocol 3 Le Gall’s Quantum Private Information Retrieval protocol
Input: ρDB ∈ S (Cn) from the server, |i〉IDX from the client
Output: xi to the client

1. The server measures the state ρDB in the computational basis
to enforce a classical database |x〉DB = |x1〉DB1 . . . |xn〉DBn =
|b1〉B1 . . . |b`〉B`

. Using the quantum Fourier transform gate QFT,
the CNOT gate and the U(C1,C2,T) gate, the server prepares the state

|x〉DB ⊗
1√
2r ∑

y∈{0,1}r

|y〉R |y〉R′ |y · b1〉Q1 . . . |y · b`〉Q`
, (6.3)

and sends the register R′,Q1, . . . ,Q` to the client. By means of the
register IDX the client creates a register D holding the block index
|j〉D, with j = di/re. The global state is

|x〉DB ⊗
1√
2r ∑

y∈{0,1}r

|y〉R |y〉R′ |y · b1〉Q1 . . . |y · b`〉Q`

⊗ |j〉D |i〉IDX . (6.4)

2. The client applies the Z gate on register Qj, and sends back the reg-
isters Q1, . . . ,Q`. The global state is

|x〉DB ⊗
1√
2r ∑

y∈{0,1}r

(−1)y·bj |y〉R |y〉R′ |y · b1〉Q1 . . . |y · b`〉Q`

⊗ |j〉D |i〉IDX . (6.5)

3. The server clears the registers Q1, . . . ,Q`, and sends the register R to
the client. The global state is

|x〉DB ⊗
1√
2r ∑

y∈{0,1}r

(−1)y·bj |y〉R |y〉R′ ⊗ |0〉Q1 . . . |0〉Q`

⊗ |j〉D |i〉IDX . (6.6)

4. In the post-processing step the client clears the register R′, applies
the inverse Fourier transform on R followed by a measurement. The
measurement outcome is the database block bj, from which the client
extracts xi.
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6. Le Gall’s Quantum Private Information Retrieval protocol

To clear all the Qk registers, for every k ∈ {1, . . . , `} in step 3, the server
uses ` times the U(C1,C2,T) gate, just like in the preparation

U(R,B1,Q1) . . .U(R,B`,Q`) |x〉DB ⊗
1√
2r ∑

y∈{0,1}r

(−1)y·bj |y〉R |y〉R′

|y · b1〉Q1 . . . |y · b`〉Q`

= |x〉DB ⊗
1√
2r ∑

y∈{0,1}r

(−1)y·bj |y〉R |y〉R′ |0r〉Q . (6.10)

In the post-processing step, the R′ register can be cleared by the r-fold appli-
cation of the CNOT gate, controlled on R.

6.2 Correctness

Lemma 6.1 (correctness) Le Gall’s QPIR protocol (see Protocol 3) is 1-correct.

We prove this correctness statement by showing that in the protocol, on
input x ∈ {0, 1}n from the server and i ∈ {1, . . . , n} from the client, the
client can extract the desired bit xi with certainty.

Proof (Proof of Lemma 6.1) The global state after step 1 is

|ϕ1〉 = |x〉DB ⊗
1√
2r ∑

y∈{0,1}r

|y〉R |y〉R′ |y · b1〉Q1 . . . |y · b`〉Q`
⊗ |j〉D |i〉IDX .

(6.11)

Applying the Z gate on the register Qj gives

|ϕ2〉 = |x〉DB ⊗
1√
2r ∑

y∈{0,1}r

(−1)y·bj |y〉R |y〉R′ |y · b1〉Q1 . . . |y · b`〉Q`

⊗ |j〉D |i〉IDX . (6.12)

At this point, the server clears the registers Q1, . . . ,Q` by using the U(C1,C2,T)

gate ` times.

|ϕ3〉 = U(B1,R,Q1) . . .U(B`,R,Q`) |ϕ2〉 (6.13)

= |x〉DB ⊗
1√
2r ∑

y∈{0,1}r

(−1)y·bj |y〉R |y〉R′ ⊗ |0r〉Q |j〉D |i〉IDX . (6.14)
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6.3. Privacy against the honest server

Next, the client clears the register R′ by using the r-fold CNOT gate on R′,
controlled on R, and applies the inverse Fourier transform on R.

|ϕ4〉 = QFT−1CNOT⊗r |ϕ3〉 (6.15)

= QFT−1 |x〉DB ⊗
1√
2r ∑

y∈{0,1}r

(−1)y·bj |y〉R ⊗ |0r〉R′ |0r〉Q |j〉D |i〉IDX

(6.16)

= |b1〉 . . . |b`〉 ⊗ |bj〉R ⊗ |0r〉R′ |0r〉Q |j〉D |i〉IDX . (6.17)

By measuring the register R in the computational basis, the client can extract
the database block aj, and hence also the bit xi with certainty. �

6.3 Privacy against the honest server

Lemma 6.2 (privacy) Le Gall’s QPIR protocol (see Protocol 3) is 1-private against
the honest server implementation.

To prove this lemma, we show that for every input the view of the honest
server can be simulated.

Proof (Proof of Lemma 6.2) The simulator for the server has access to the
server’s input, but not to the client’s input. Hence, if we show that in every
step of the protocol the server’s subspace is independent of the client’s input,
then trivially there exists such a simulator. In step 1 of the protocol, the
server’s subspace is independent of the client’s input i, because the server
did not interact with the client. In step 2, the server’s subspace

trD,IDX |ϕ2〉 = |x〉〈x|DB ⊗
1
2r ∑

y∈{0,1}r

(−1)y·bj(−1)y·bj |y〉〈y|R

⊗̀
k=1

|y · bk〉〈y · bk|Qk
(6.18)

= |x〉〈x|DB ⊗
1
2r ∑

y∈{0,1}r

|y〉〈y|R
⊗̀
k=1

|y · bk〉〈y · bk|Qk
, (6.19)

is as well independent of the client’s input i. The same is true for step 3

trD,IDX |ϕ3〉 = |b1〉B1 . . . |b`〉B`
⊗ |bj〉R ⊗ |0r〉R′ |0r〉Q . (6.20)

�
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6. Le Gall’s Quantum Private Information Retrieval protocol

6.4 No privacy against specious servers

It follows from the communication complexity Theorem 5.3 that Le Gall’s
protocol is not private against specious servers. We state this result as an
corollary. First, let us recall Theorem 5.3.

Theorem 5.3 (QPIR communication complexity) Let πdbπcRs be a s-step, n-
qubit, (1− δ)-correct, and (1− ε)-private against γ-specious, for any 0 ≤ γ ≤ 1,
Quantum Private Information Retrieval protocol. Then πdbπcRs has communica-
tion complexity of at least(

1− Hbin

(
1− δ− 2

√
ε(1− ε)

))
n .

Corollary 6.3 (no privacy) Le Gall’s QPIR protocol has communication complex-
ity Θ

(√
n
)
. Hence, Le Gall’s QPIR protocol is not private against specious adver-

saries.

This means, there exists a server strategy that learns a non-negligible part of
the index i. The next section describes an explicit strategy to break Le Gall’s
protocol.

6.5 Specious server strategy

We present a specious server π̄db and an input, for which the server’s state
cannot be simulated in step 2 of the protocol.

Strategy 4 Specious strategy to break Le Gall’s protocol

The server does not perform the initial measurement on the database reg-
ister DB from step 1 of the Protocol 3, and uses the uniform superposition
of all databases as input

|ξ〉DB =
1√
2n ∑

x∈{0,1}n
|x〉DB . (6.21)

In case of an audit, the server measures the database register DB.

The strategy of π̄db deviates only little from the original protocol (see Pro-
tocol 3). The adversary follows all the steps described in Protocol 3, except
the measurement from step 1 is ignored. By skipping the measurement, the
protocol does not collapse the database and hence may be executed in su-
perposition. An input, for which the protocol is not private, is the uniform
superposition of all possible databases.
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This adversary strategy π̄db is specious, because it can pass an audit by
performing the measurement on the register DB. After the delayed mea-
surement, the global state is indistinguishable from a state resulting from a
protocol execution with an honest server.

To see that in the described setting, the server’s state in step 2 cannot be
simulated, we show that for the best simulator S , the trace distance be-
tween the simulated state σ and the state in step 2 is large. We know from
section 4.2, in this setting, S has access only to the server’s input.

The register DB contains

|ξ〉DB =
1√
2n ∑

x∈{0,1}n
|x〉DB (6.22)

=
1√
2r ∑

b1∈{0,1}r
|b1〉B1 . . .

1√
2r ∑

b`∈{0,1}r
|b`〉B`

. (6.23)

The global state after step 1 is

|ϕ̃1〉 =
1√
2r ∑

b1∈{0,1}r
|b1〉B1 . . .

1√
2r ∑

b`∈{0,1}r
|b`〉B`

⊗ 1√
2r ∑

y∈{0,1}r

|y〉R |y〉R′ |y · b1〉Q1 . . . |y · b`〉Q`
⊗ |j〉D |i〉IDX

(6.24)

=
1√
2r ∑

y∈{0,1}r
|y〉R |y〉R′

⊗̀
k=1

1√
2r ∑

a∈{0,1}r
|a〉Bk

|y · a〉Qk
⊗ |j〉D |i〉IDX .

(6.25)

After step 2 the state becomes

|ϕ̃2〉 =
1√
2r ∑

y∈{0,1}r
|y〉R |y〉R′ ⊗

1√
2r ∑

bj∈{0,1}r
(−1)y·bj |bj〉Bj

|y · bj〉Qj

⊗
k∈{1,...,`}\{j}

1√
2r ∑

a∈{0,1}r
|a〉Bk

|y · a〉Qk
⊗ |j〉D |i〉IDX . (6.26)

Denote by V the unitary

V = QFT−1(B1) . . .QFT−1(B`)U(B1,R,Q1) . . .U(B`,R,Q`) , (6.27)

and let E be a TPCPM acting in the following way on the density operator ρ

E : ρ 7→ trQ1,...,Q`
(VρV∗) . (6.28)
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6. Le Gall’s Quantum Private Information Retrieval protocol

Furthermore, let F be a TPCPM which measures the registers R,B1, . . . ,B`

in the computational basis, and maps a classical state of the form

|y〉R |0〉B1 . . . |0〉Bk−1 |y〉Bk
|0〉Bk+1

. . . |0〉B`
, (6.29)

for any y ∈ {0, 1}r \ {0r}, to k. The zero state is mapped to 0, and any other
state is mapped to ⊥. Because the trace distance does not increase under
the application of TPCPMs, we can lower bound the trace distance between
trR′,D,IDX |ϕ̂2〉〈ϕ̂2| and the simulated state σ

∆ (trR′,D,IDX |ϕ̃2〉〈ϕ̃2|, σ) ≥ ∆ ((F ◦ E ) trR′,D,IDX |ϕ̃2〉〈ϕ̃2|, (F ◦ E ) σ) (6.30)
= ∆ (P, Q) , (6.31)

where P is the probability distribution of the outcomes induced by the ex-
pression (F ◦ E ) trR′,D,IDX |ϕ̃2〉〈ϕ̃2|, and Q is the probability distribution of
the outcomes induced by (F ◦ E ) σ. The expression in (6.31) is the statistical
distance between two probability distributions.

Applying E on trR′,D,IDX |ϕ̃2〉〈ϕ̃2| results in the following global pure state
(we do not consider the register Q, because it is in a product state)

trQQFT−1(DB1) . . .QFT−1(DB`)U(B1,R,Q1) . . .U(B`,R,Q`) |ϕ̂2〉 (6.32)

=trQ
1√
2r ∑

y∈{0,1}r
|y〉R |y〉R′ ⊗QFT−1(DBj) 1√

2r ∑
bj∈{0,1}r

(−1)y·bj |bj〉Bj

⊗
k∈{1,...,`}\{j}

QFT−1(DBk)
1√
2r ∑

a∈{0,1}r
|a〉Bk

⊗ |0r〉Q |j〉D |i〉IDX (6.33)

=
1√
2r ∑

y∈{0,1}r
|y〉R |y〉R′ |0r〉B1 . . . |0r〉Bj−1 |y〉Bj

|0r〉Bj+1
. . . |0r〉B`

⊗ |j〉D |i〉IDX .

(6.34)

Applying the map F , which measures the register R,B1, . . . ,B` results in
the probability distribution

P(k) =


2−r, if k = 0

1− 2−r, if k = j
0, otherwise

. (6.35)

Because j is uniformly distributed, we can assume without loss of generality
that j = 1 and evaluate the statistical distance under this setting

∆ (P, Q) =
1
2 ∑

k∈{⊥,0,1,...,`}
|P(k)−Q(k)| (6.36)

=
1
2

(
|P(0)−Q(0)|+ |P(1)−Q(1)|+ ∑

k∈{⊥,2,...,`}
Q(k)

)
. (6.37)
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6.5. Specious server strategy

Note that S has no access to j, and hence assumes a uniform j. The induced
probability distribution Q has therefore to be uniform on all k ∈ {1, . . . , `}
(i.e. Q(k) = Q(k′), ∀k, k′ ∈ {1, . . . , `}). Using this, and Q(⊥) = 0, we lower
bound the trace distance between the actual state and the simulated state

∆ (trR′,D,IDX |ϕ̃2〉〈ϕ̃2|, σ) ≥ 1
2
(|P(0)−Q(0)|+ |P(1)−Q(1)|+ (`− 1)Q(1))

(6.38)

≥ 1
2

(∣∣2−r −Q(0)
∣∣+ 1− 2−r + (`− 2)

1−Q(0)
`

)
(6.39)

≥ 1
2

(
1− 2−r +

`− 2
`

(
1− 2−r)) (6.40)

=
1
2
(
1− 2−r) (1 +

`− 2
`

)
(6.41)

=
(
1− 2−r) (1− 1

`

)
. (6.42)

To get to line (6.39), we express Q(1) as (1− Q(0))/`. On line (6.40), we
set Q(0) = 2−r.

We conclude, for any choice of index j, this trace distance is non-negligible
and therefore, the specious adversary π̄db cannot be simulated. Hence, Le
Gall’s protocol for Quantum Private Information Retrieval is not private
against specious adversaries.
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Appendix A

Review

We briefly review the published results in Quantum Private Information
Retrieval.

A.1 Quantum Private Information Retrieval protocols

A trivial lower bound for any QPIR protocol is Ω (log n). This can be
achieved with the client sending the index to the servers. Note that this
does not ensure privacy at all. A trivial upper bound is O (n). In that case,
one server would just send the whole database to the client. These generous
bounds hold for any number k of servers in a QPIR protocol.

The following table shows the more interesting results, including references
to the original papers.

Servers Communication complexity Recover probability Reference
k = 1 Θ (n) perfect recovery Ref. [16]
k = 2 O

(
n3/10) 11/14 Ref. [8]

k = 3 O
(
n1/7) 11/14 Ref. [8]

k = 4 O
(
n1/11) 11/14 Ref. [8]

Table A.1: QPIR communication complexity

To derive the protocols for the multi-server cases, Kerenidis and de Wolf use
a reduction from 2k-server classical PIR protocols to k-server QPIR protocols
in Reference [8]. Their result is based on a technique from Reference [1].
However, this reduction requires that for each server query, the servers in
the classical PIR protocols return one-bit answers. The construction also
suffers a recovery loss: if the classical PIR protocol recovers the requested bit
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with probability 1/2+ ε, then the quantum protocol has recovery probability
1/2 + 4ε/7. We can construct a k-server QPIR scheme, for any k > 2, using
the following steps:

1. Use Example 4.2 from Reference [1] to build a 2k-server, single-bit
answer, classical PIR protocol with perfect recovery, from a k′-server,
single-bit answer, classical PIR protocol with perfect recovery, where
k′ < 2k.

2. Use Section 5.2 from Reference [8] to transform the 2k-server, single-bit
answer, classical PIR protocol with perfect recovery to a k-server QPIR
protocol with recovery probability 11/14.

There are no non-trivial multi-server QPIR protocols with perfect recovery
know.

A.1.1 Related work

Other interesting QPIR results which do not fit into our model are briefly
outlined.

In the single-server scenario, instead of sending all n bits from the server
to the client, one could also split up the communication using quantum
channels into a qubit message from the client to the server and vice versa.
This idea was followed by Cleve, van Dam, Nielsen and Tapp. They derive,
using the Holevo bound, that the number of qubits sent in both directions
need to sum up to at least n[5], whereof the server has to send at least dn/2e
qubits to the client. This can be achieved using superdense coding.

Kerenidis and de Wolf published the idea of symmetrical QPIR[9]. They
called it Quantum Symmetrically-Private Information Retrieval (QSPIR). In
their setting, the server is additionally protected against the client. This
means, the client cannot retrieve as many data as it wants. QSPIR and clas-
sical SPIR exist only in the multi-server scenario, and classical SPIR does
not exist without shared randomness between the servers[9]. The authors
present a quantum solution without shared randomness, but require an hon-
est client. They also present a quantum solution with shared randomness
for arbitrary clients. They achieve slightly worse upper bounds for the com-
munication complexity, compared to QPIR. Olejnik as well as Giovannetti,
Lloyd and Maccone describe a modification of the single-server QSPIR prob-
lem: privacy is not given, but the client has a positive probability of de-
tecting a cheating server. Both publications achieve a logarithmic commu-
nication complexity with respect to the database size. Olejnik[18] improves
the initial results by Giovannetti, Lloyd and Maccone[7], concerning the de-
tectability of a cheating server.
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A.2 Comparison with classical protocols

Classical PIR have asymptotically worse upper bounds compared to their
respective quantum variants:

Servers Communication complexity Reference
k = 1 Θ (n) Ref. [4]
k = 2 O

(
n1/3) Ref. [4]

k = 3 O
(
n1/5.25) Ref. [1]

k = 4 O
(
n1/7.87) Ref. [1]

k = 5 O
(
n1/10.83) Ref. [1]

k = 6 O
(
n1/13.78) Ref. [1]

k ≥ 7 nO(log log k/k log k) Ref. [1]

Table A.2: classical PIR communication complexity

Wehner and de Wolf derived lower bounds for the classical case, in the
two-server scenario. For single-bit outcomes, they showed the lower bound
Ω
(

n/2d ∑d
i=0 (

1
i)
)

, where d is the number of bits the PIR scheme used from
every server answer[21]. In particular, they showed that the communication
is lower bounded by Ω

(
n1/(d+1)

)
. This bound is close to the known upper

bound. In the k = 2 setting, we have an upper bound of O
(
n1/3) which is

achieved by the cube scheme[4]. In this scheme, d is equal to three. Hence,
the lower bound is Ω

(
n1/4). Wehner and de Wolf showed this lower bound

by reducing locally decodable codes to PIR. Their technique can be adopted
to any k.

A proof for the lower bound in the single-server scenario can be found in
Section A.3.1.

A.3 Lower bound proofs in the single-server scenario

Here we present the lower bound proofs concerning communication com-
plexity for the classical, as well as for the quantum case. However, we restrict
ourselves to the single-server scenario and to information-theoretic privacy.

The communication complexity in the described scenario for PIR and QPIR
is bounded by n, where n denotes the size of the database. Hence, the trivial
protocol, sending the whole database to the client, is optimal.
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A.3.1 Proof for the classical case

Theorem A.1 (Chor, Goldreich, Kushilveitz, Sudan[4]) Any single-server, n-
bit PIR protocol with information-theoretic privacy and perfect recovery has commu-
nication complexity of at least n.

We present the proof from Chor, Kushilevitz, Goldreich and Sudan pub-
lished in [4], Section 5.1.

Denote by Cx,i the set of all possible communication transcripts for a PIR
protocol, where the server holds the n bit database x ∈ {0, 1}n, and where
the client wants to retrieve the i-th bit of x, denoted by xi, with i ∈ {1, . . . , n}.
Let Ci be the set of all possible communications transcripts, regardless of the
database choice of the server. Formally:

Ci =
⋃

x∈{0,1}n

Cx,i.

Assume towards a contradiction that for a fixed i there are less than 2n

possible communications: |Ci| < 2n. This implies that there are two distinct
databases, x and y, where the sets Cx,i and Cy,i overlap:

∣∣Cx,i ∩ Cy,i
∣∣ > 0.

Because if all sets were disjoint, every set would be made of at least one
unique communication, resulting in at least 2n communications in total.

Pick one communication c from the intersection. Clearly, c is a possible
communication to retrieve xi, as well as to retrieve yi.

To fulfill the privacy requirement, the server should not be able to distin-
guish the communication where the client wants to retrieve xi from a com-
munication where the client wants to retrieve xj, for any j ∈ {1, . . . , n} \ {i}.
This requirement translates into ∀j ∈ {1, . . . , n} : c ∈ Cx,j. The same is
trivially true, where the server holds y as the database.

Because x and y differ in at least one position, we can find an index j′,
such that xj′ 6= yj′ . Using the same communication c, the client can now
retrieve xj′ in one case, and yj′ in the other, thus we get a contradiction.

For a PIR protocol, we therefore require |Ci| ≥ 2n. Since a PIR protocol
should work for arbitrary databases, every Cx,i should contain at least one
possible communication. Because we have at least 2n different communica-
tion, each communication has length at least n bits.

A.3.2 Proof for the quantum case

Theorem 5.2 (QPIR communication complexity) Let πdbπcRs be a s-step, n-
qubit, (1− δ)-correct, and (1− ε)-private Quantum Private Information Retrieval
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protocol. Then πdbπcRs has communication complexity of at least(
1− Hbin

(
1− δ− 2

√
ε(1− ε)

))
n .

We prove the lower bound for the quantum case in Chapter 5.
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