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Abstract

The main focus in most classical network optimization problems lies
on performability. In these problems one usually does not consider the
possibility that arcs or vertices may be removed from the given network
due to failures or other reasons. However, many systems with an un-
derlying network structure are not perfectly reliable and it is often of
high interest to consider network models in settings where arcs and ver-
tices may be removed. Unfortunately, relatively little is known about
classical network optimization problems in a failure-prone setting. The
thesis at hand deals with classical combinatorial optimization problems
on networks in settings where arcs and vertices may be subject to re-
moval. It contains results on four topics to be presented next. In all
problems we consider, the arcs and vertcies that are removed, are all
removed simultaneously.
The first problem we consider, is the problem of estimating s-t re-

liabilities in acyclic digraphs. As long as the reliability to estimate is
not too small, a crude Monte-Carlo approach can be used to obtain
a good estimate with high probability. However, this method needs a
tremendous amount of time to deliver good estimates for very small re-
liabilities. Small reliabilities often have to be estimated in models where
one is interested in rare events with a high impact. We suggest a method
allowing to estimate very small s-t reliabilities in large acyclic digraphs
and present structural conditions on the input network under which the
proposed algorithm is an FPRAS.
The second problem that will be discussed is known as network flow
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interdiction and can be described as follows. In a given flow network
one has to remove a subset of the arcs constrained to some budget
such that the value of a maximum flow in the resulting network is
minimized. Although this problem is known to be NP-hard in gen-
eral, pseudo-polynomial algorithms are known for some special cases of
planar instances. We present new approaches that allow to solve in
pseudo-polynomial time a wider class of planar instances than previ-
ously possible. In particular, we present a method for incorporating the
possibility of vertex removals and vertex capacities. Furthermore, an
algorithm is presented that can solve a particular type of interdiction
problem on networks with multiple sources and sinks. We also show a
technique for converting a large class of pseudo-polynomial network flow
interdiction algorithms into FPAS’s.

In the third part of the thesis we introduce the matching interdiction
problem which is basically a natural extension of other interdiction prob-
lems to matchings. The task is to choose in a given undirected network
a subset of edges with respect to some budget such that the weight of
a maximum matching in the resulting network is minimized. Hardness
results for different types of graph classes are presented. For graphs with
bounded treewidth we introduce a pseudo-polynomial algorithm and an
FPAS.

In the fourth part of this thesis we present a proof for a conjecture
raised by Goemans and Vondrák about a bound on the number of edges
contained in the union of all minimum spanning trees of fixed sized
subgraphs. We show that the proven bound can be seen as a general-
ization of Mader’s theorem which bounds the number of edges in any
edge-minimal k-connected graph.



Zusammenfassung

Der Fokus in den meisten klassischen Netzwerkoptimierungsproblemen
liegt auf der Effizienz des Netzwerks. Dabei wird normalerweise ange-
nommen, dass Knoten und Kanten nicht ausfallen können. Jedoch sind
viele Systeme mit Netzwerkstruktur nicht komplett ausfallsicher und
verlangen zu ihrer Analyse Modelle, welche die Möglichkeit von Ausfäl-
len abbilden. Leider gibt es bislang nur relativ wenig Resultate über klas-
sische Netzwerkprobleme in Situationen wo Kanten und Knoten ausfal-
len können. In dieser Arbeit werden klassische kombinatorische Netzwer-
koptimierungsprobleme betrachtet unter verschiedenen Ausfallmodellen
für Knoten und Kanten. Vier Themen werden in dieser Arbeit behandelt
die folgend kurz vorgestellt werden. Bei allen Modellen die betrachtet
wurden, nehmen wir an, dass alle Kanten und Knoten die ausfallen,
gleichzeitig ausfallen.
Das erste Problem, das betrachtet wird, ist das s-t reliability Pro-

blem in gerichteten, azyklischen Graphen. Solange die zu schätzende
Reliability nicht zu klein ist, kann ein klassisches Monte-Carlo Verfahren
angewendet werden um mit hoher Wahrscheinlichkeit eine gute Schät-
zung zu bestimmen. Diese Methode benötigt jedoch enorm viel Zeit um
gute Schätzer für sehr kleine Reliabilities zu erhalten. Kleine Reliabi-
lities müssen jedoch häufig geschätzt werden wenn man mit Modellen
arbeitet, wo man an seltenen, wichtigen Ereignissen interessiert ist. Wir
schlagen eine randomisierte Methode vor, die es erlaubt sehr kleine s-t
Reliabilities in grossen azyklischen Netzwerken zu schätzen. Zusätzlich
präsentieren wir strukturelle Bedingungen für das gegebene Netzwerk



vi |

unter denen der vorgeschlagene Algorithmus ein FPRAS ist.
Das zweite Problem, welches in dieser Arbeit betrachtet wird, ist be-

kannt unter dem Namen network flow interdiction und kann folgen-
dermassen beschrieben werden. In einem gegebenen Netzwerk soll ein
beschränktes Budget eingesetzt werden um eine Untermenge der Kan-
ten zu entfernt werden, so dass der Wert eines maximalen Flusses im
übrigbleibenden Netzwerk minimiert wird. Obwohl dieses Problem im
allgemeinen Fall NP-hard ist, sind pseudo-polynomielle Algorithmen be-
kannt für spezielle Fälle von planaren Graphen. Wir stellen neue Me-
thoden vor, die es erlauben in pseudo-polynomieller Zeit eine breitere
Klasse von planaren Probleminstanzen zu lösen als bislang möglich war.
Mitunter präsentieren wir eine Methode um die Möglichkeit von Knoten-
ausfällen und Knotenkapazitäten zu modellieren. Des Weiteren führen
wir einen Algorithmus ein, welcher einen speziellen Typ von network
flow interdiction Problemen mit mehreren Quellen und Senken lösen
kann. Zusätzlich stellen wir ein Verfahren vor, um eine grosse Klasse von
pseudo-polynomiellen network flow interdiction Algorithmen in FPAS’s
umzuwandeln.

Im dritten Teil dieser Arbeit führen wir das matching interdiction
Problem ein, welches eine natürliche Ausweitung von interdiction Pro-
blemen auf Matchings ist. In einem gegebenen ungerichteten Graphen
soll ein beschränktes Budget eingesetzt werden um eine Untermenge der
Kanten zu entfernen, so dass das Gewicht eines maximum Matchings
im resultierenden Netzwerk minimiert wird. Wir präsentieren Komple-
xitätsresultate für verschiedene Graphenklassen. Für Graphen mit be-
schränkter treewidth, stellen wir einen pseudo-polynomiellen Algorith-
mus vor sowie ein FPAS.

Im vierten Teil dieser Arbeit präsentieren wir einen Beweis für ei-
ne Behauptung von Goemans und Vondrák über eine Schranke für die
Anzahl der Kanten in der Vereinigungsmenge aller minimal aufspannen-
den Bäume in Untergraphen mit fixierter Kardinalität. Wir zeigen, dass
die bewiesene Schranke eine Verallgemeinerung von einem Theorem von
Mader darstellt, welches die Anzahl der Kanten in kantenminimalen,
k-verbundenen Graphen beschränkt.
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Chapter 1

Introduction

Network optimization has always been a core domain of combinatorial
optimization and operations research. The interest in network optimiza-
tion was and is still primarily driven by the presence of network struc-
tures in a wide variety of situations, often even in situations that are
apparently quite unrelated to networks. Historically, the main focus in
the analysis and optimization of networks was on performability. This is
reflected by the type of problems that are considered as classical network
optimization problems as for example finding shortest paths, minimum
spanning trees or maximum flows and lead to a wide range of tools and
techniques to analyze the performability of networked structures.
However, relatively little is known about classical network optimiza-

tion problems in settings where arcs and vertices can be removed. The
motivation for considering such problems stems from various sources. A
typical source of problems are real-world networks whose arcs and ver-
tices are abstractions for units that may fail. Especially the fact that
many real-world networks are operated at the limit of their capacity
makes them particularly susceptible to failures. Network models allow-
ing arc and vertex removals are also often useful for finding the weakest
points of a networked system and allowing to anticipate the possible
influence of a malicious attack on the system. In some network models
the removal of edges and vertices can even be desired. For example in
[56] the flow of drugs and precursor chemicals through river and road
networks in South America was considered and modeled as a network
flow. The problem was to allocate some limited amount of resources
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to arcs of the network such that the value of a maximum flow on the
remaining arcs is as small as possible.

The focus of this thesis lies in the study of some classical combina-
torial problems on networks in settings where arcs and/or vertices may
be subject to removal. In all problems we consider, the removal/failure
of the arcs and vertices happens simultaneously. The problems we con-
sider can be divided into two groups depending on the nature of the
removals/failures, either random or worst-case.

A widely used random arc failure model is to suppose that every arc
of a given network fails with some predefined probability independently
of the others. In these models one is typically interested in determining
the probability that the network satisfies some given property after the
edge failure process. One of the most basic and equally most famous
class of problems in this setting are network reliability problems. Here,
one is interested in determining or estimating the probability that in a
given network some fixed subset of the vertices is still connected after
edge failures. One of the most prominent reliability problems is the s-t
reliability problem where one is interested in the probability that there
is a path from some fixed vertex s to some fixed vertex t after edge
failures. This probability is called the s-t reliability and is # P-hard to
determine. Therefore, the focus in the design of algorithms for reliability
problems lies on randomized approximations which are typically very
efficient when the reliability to estimate is not very small. However,
in many models, very small reliabilities are of particular interest since
they represent rare events with a high impact. Unfortunately, there are
almost no practically useful algorithms to estimate small reliabilities in
large networks except for networks with a very simple structure. In
Chapter 2, we consider the problem of estimating small s-t reliabilities
in acyclic networks and propose a randomized algorithm that is suited
for the estimation of very small reliabilities on large acyclic networks.

Another type of arc and vertex removals that is of particular inter-
est in many problems are worst-case removals. Consider for example a
maximum flow problem on a given network. A typical question in the
worst-case setting would be to ask by how much the value of a maximum
flow in the network can be diminished by removing some fixed number
of arcs. Certainly, similar problems can be formulated using a different
underlying combinatorial problem. These problems are often denoted as
problems of finding the most vital arcs respectively most vital vertices
if only vertices can be removed. A natural generalization is to assign
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removal costs to the arcs and the task is to find a set of arcs with maxi-
mum influence on the underlying optimization problem and with a total
cost that does not exceed some given budget. Such problems that assign
removal costs on the arcs, became known as interdiction problems.

Interdiction problems allow to analyze the robustness of solutions to
combinatorial optimization problems with respect to removals of arcs
and vertices. In particular, they can often be used to find the weakest
points or to determine the degree of redundancy of some given system.
Interdiction problems were mainly studied in the context of shortest
paths, maximum flows or minimum spanning trees. All of these problems
were shown to be computationally hard to solve in general.
In the context of network flow interdiction, progress was achieved

for planar networks where pseudo-polynomial algorithms were found for
some special cases. However, the conditions these algorithms impose
on the network restricted their applicability. In Chapter 3, we propose
pseudo-polynomial algorithms for network flow interdiction on planar
graphs that lift various restrictions of previous methods. Furthermore,
we show how a large class of pseudo-polynomial network flow interdic-
tion algorithms can be transformed into fully polynomial approximation
schemes by appropriately scaling and rounding the capacities.
The study of interdiction problems is still an emerging field where

relatively little is known from a theoretical point of view. For exam-
ple, even for many classical combinatorial optimization problems, the
complexity status of corresponding interdiction problems is not known.
In Chapter 4, we consider an interdiction problem in the context of
matchings. More precisely for a given undirected network with edge
weights, we are interested in removing a subset of the edges constrained
to some budget, such that the weight of a maximum matching in the
remaining network is minimized. We show hardness results for different
types of graph classes and present for graphs with bounded treewidth a
pseudo-polynomial algorithm as well as a fully polynomial approxima-
tion scheme.
The last problem we consider stems from a conjecture raised by Goe-

mans and Vondrák [20]. Given is an undirected, complete graph with
weights on the edges. We consider the set consisting of the edges of all
minimum spanning trees over induced subgraphs of the given network
with some fixed number of vertices. Goemans and Vondrák asked the
question how large this set can be and conjectured an upper bound.
One motivation for the study of this problem comes from optimization
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settings where one repeatedly has to solve a minimum spanning tree
problem over induced subgraphs of a given network with some fixed
number of vertices. Many edges of the given network do not have to
be considered, since they are not part of any minimum spanning tree
in some fixed-sized subgraph. The conjectured bound of Goemans and
Vondrák gives an a priori upper bound on the number of edges to be
considered. In Chapter 5 we prove the conjectured bound and show that
it can be seen as a generalization to Mader’s Theorem which bounds the
number of edges in any edge-minimal k-connected graph.

This thesis is organized as follows. Chapter 2 deals with s-t reliability
estimation in acylic graphs. In Chapter 3, we present algorithms for
network flow interdiction problems. Chapter 4 introduces the matching
interdiction problem and presents complexity results as well as algo-
rithms for graphs with bounded treewidth. In Chapter 5 we prove a
conjecture by Goemans and Vondrák about a bound on the number
of edges in minimum spanning trees of fixed-size subgraphs. Each one
of the Chapters 2–5 is written such that no knowledge is needed from
the other three chapters. At the end of each of these chapters a short
conclusion is given for the corresponding subject.



Chapter 2

Estimation of s-t Reliabilities
in Acyclic Networks

2.1 Introduction

In the classical s-t network reliability problem, a fixed graph G with two
special vertices s and t is given whose arcs fail (disappear) independently
of each other with some given probability. The task is to determine
the probability that s and t are still connected in the resulting network
after arc failures. A famous related problem is the all-terminal reliability
problem, where the goal is to determine the probability that all vertices
are still connected to each other after arc failures (for further information
on various reliability problems see [11]). Both problems are known to
be computationally hard (#P -complete) even for very restricted classes
of graphs G [53, 45]. In particular, the s-t reliability problem remains
hard in the case when G is a directed acyclic planar graph of maximum
degree three [44]. Therefore we are interested in finding approximations.

Randomized algorithms respecting some relative error bound with
high probability have shown to be interesting approaches for different
reliability problems [30, 28, 29]. As we are interested in relative error
bounds, there is a significant difference between the estimation of the
failure probability of the network and estimating the probability that
the network is intact after arc failures. This is reflected in the fact
that estimating small probabilities by sampling is in general much more
difficult than estimating large probabilities. Moreover, the techniques
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used for the estimation of reliability values often differ significantly from
those used for the estimation of the failure probability. Most of the liter-
ature concentrates on estimating the failure probability since in typical
applications, as communication or electrical networks, we have a highly
reliable network and are interested in accurately estimating the proba-
bility of rare failures.

In this chapter, we concentrate on estimating the probability that the
network is intact, i.e., the probability that there is a path from s to
t after arc failures. This is motivated by certain models of spreading
processes on networks, such as disease spreading, which can be mapped
onto reliability problems [22, 48, 54, 41, 42]. In this context, a path
from s to t represents the spread of a disease from s to t, and we are
interested in estimating the probability of the rare event that the disease
spreads over a long distance from s to t.

The basis of our approach is a method presented by Karp and
Luby [30] for estimating the failure probability in an s-t reliability prob-
lem when the graph G is planar, which can be easily adapted for es-
timating the probability of connectedness of s and t on an arbitrary
graph G. To be efficiently applicable, however, the underlying graph G
needs to fulfill some additional properties, such as very low intactness
probabilities of the arcs and low vertex degrees. Furthermore, a com-
putationally expensive preprocessing phase is required, which computes
different quantities needed to efficiently sample from the proposed sam-
ple space. This makes the method not suited for application on large
networks. We show that in the case of a directed acyclic networkG, some
of these problems can be circumvented, and the resulting algorithm can
be applied to large-scale instances. The simplifications are due to the
fact that sampling an s-t path with probability proportional to its real
intactness probability can be performed in linear time in acyclic graphs
(see Section 2.5). Except for very restricted classes of initial networks
such as series-parallel networks (see [49] for further information), no
practically useful methods for estimating small s-t reliabilities on large
networks are known. Considering directed acyclic graphs can thus be
seen as a natural next step.

This chapter is organized as follows. We begin with some preliminar-
ies in Section 2.2. In Section 2.3 the direct Monte-Carlo approach is
described and its efficiency is analyzed. Section 2.4 presents our algo-
rithm for the estimation of small reliabilities in directed acyclic graphs
up to some technical details that are explained in Section 2.5. In Sec-
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tion 2.6 we discuss how many samples have to be drawn in our algo-
rithm to obtain a good estimate of the reliability with high probability.
Section 2.7 contains computational results on two types of random di-
rected acyclic networks comparing the direct Monte-Carlo approach with
our algorithm and demonstrating the applicability of our algorithm on
large-scale instances.
Parts of the material of this chapter was presented in [34].

2.2 Preliminaries

Let G = (V,E) be a directed acyclic network, where V is the set of
vertices, E is the set of arcs and let p : E −→ [0, 1] be a function
associating a failure probability with every arc of G. Let n denote the
number of vertices and m denote the number of arcs in G. We call such
a tuple (G, p) an acyclic reliability network. Furthermore, we fix two
special vertices s, t ∈ V . Every arc e ∈ E fails with probability p(e)
independently of the others. Let G′ be a resulting graph over the intact
arcs after the realization of the arc failures. We say that G′ is intact if
it contains a path from s to t, otherwise we say that G′ is in a failed
state. Finally, the s-t reliability RELs,t(G) of the network G is defined
as the probability of G′ being intact 1.

Let q : E −→ [0, 1] be the function which associates with every arc its
probability of being intact, i.e., q(e) = 1− p(e) ∀e ∈ E. It is sometimes
easier to look at our reliability model in a different way where arcs
appear rather than disappear. In this model we would begin with an
empty network and flip a biased coin for all potential arcs e ∈ E to
determine whether they appear.

We are interested in (ε, δ)-approximations for RELs,t(G), i.e., algo-
rithms returning an estimate of RELs,t(G) accurate to within a relative
error of ε with probability at least 1 − δ. An (ε, δ)-approximation is
called a fully polynomial randomized approximation scheme (FPRAS )
if its running time is bounded by a polynomial in 1/ε, log(1/δ) and
the input size. To determine how many samples we have to draw in a
Monte-Carlo algorithm to obtain an (ε, δ)-approximation we often refer

1To simplify notations we do not refer to the whole reliability network in the notation
RELs,t(G) but just to the underlying graph G. In the context where this notation
is used, there should never be danger of ambiguity about which failure probabilities
are used.
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to the Generalized Zero-One Estimator Theorem introduced by Dagum
et al. [13]. The theorem is repeated below.

Theorem 2.1 (Generalized Zero-One Estimator Theorem). Let X be a
random variable taking values in [0, 1] and let X1, X2, . . . , XN denote
independent random variables distributed identically to X. If ε < 1 and
N ≥ 4(e− 2) ln(2/δ) ·max{Var[X], εE[X]}/(εE[X])2 then

P

[
(1− ε)E[X] ≤ 1

N

N∑
i=1

Xi ≤ (1 + ε)E[X]

]
> 1− δ .

We typically use the theorem in the following form. If N ≥ 4(e −
2) ln(2/δ) · (1/ε2E[X]) then (

∑N
i=1Xi)/N is an (ε, δ)-approximation for

E[X] (using the fact that a random variable X taking values in [0, 1]
satisfies E[X] ≥ Var[X]).

2.3 A direct Monte-Carlo approach

In this section we consider a simple Monte-Carlo approach and show
that it is efficient for sufficiently large values of RELs,t(G), but ineffi-
cient for the estimation of small reliabilities. In this approach we simply
flip a biased coin for every arc e ∈ E and observe whether s and t are
connected in the resulting graph. Let X be the random variable cor-
responding to this approach where X = 1 if the resulting network is
intact and 0 otherwise. The random variable X has thus a Bernoulli
distribution with parameter RELs,t(G) and the reliability is estimated
without bias by generating N independent realizations of X and return-
ing their empirical mean which we denote by YN . A central question
when using this method is how large N has to be chosen to obtain
an (ε, δ)-approximation. A direct application of Theorem 2.1 gives the
following:

Theorem 2.2. YN is an (ε, δ)-approximation of RELs,t(G) if N satisfies

N ≥ 4(e− 2) ln

(
2

δ

)
· 1

ε2RELs,t(G)
.

When RELs,t(G) is bounded below by 1/poly(n,m), YN is an FPRAS.
The difficult case is the estimation of small values, i.e., small reliabilities
RELs,t(G). This problem motivated the construction of the algorithm
to be presented next.
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2.4 A new approach for estimating small re-
liabilities

The backbone of our algorithm is an adaption of the Monte-Carlo
method presented in [30]. Our algorithm exploits that, in a directed
acyclic network, we can easily (in linear time) calculate the mean num-
ber of intact paths from s to t after the arc failures. In many highly
unreliable networks, this number is a good estimate for the s-t reliabil-
ity since in such networks an intact state typically contains only a few
paths from s to t. Using a Monte-Carlo approach, our algorithm then
estimates the ratio between RELs,t(G) and the mean number of intact
paths from s to t after arc failures. Multiplying this estimate with the
mean number of intact paths from s to t yields finally an estimate for
the s-t reliability of the network.
Note that the ratio between the mean number of intact paths from s

to t after arc failures and the reliability to estimate, i.e., the reciprocal
of the value we estimate in our algorithm, is exactly the mean number of
intact paths from s to t after arc failures conditioned on the event that
the network will be intact after the failure process. One of the main
problems for the development of methods for directly estimating this
ratio is the difficulty of choosing a sample out of the pool of intact states
with probability proportional to its real appearance probability. In fact
such a sampling procedure could easily be transformed into an FPRAS
for the estimation of RELs,t(G) using techniques presented in [27].

2.4.1 Notation

Let H = 2E be the set of all possible states of the network (G, p) after
the realization of the arc failures, where a state h ∈ H represents the
collection of intact arcs. Furthermore, let A ⊆ H be the set of all intact
states. For every state h ∈ H we denote by w(h) the probability that h
occurs after the arc failure process, i.e., w(h) =

∏
e∈h q(e)

∏
e∈E\h p(e) .

In particular, the weight of the set A is the reliability we want to esti-
mate, w(A) =

∑
a∈Aw(a) = RELs,t(G).

Let P be the set of all paths in G from s to t. A path γ is simply
represented by a subset of the arcs E. For every state h ∈ H we denote
by P(h) the set of all paths from s to t in state h. A state h ∈ H is
intact if and only if we have P(h) 6= ∅.
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With every path γ ∈ P we associate a weight r(γ) which is the
probability that all arcs on the path will be intact after the arc failure
process, r(γ) =

∏
e∈γ q(e) . The mean number of intact paths from s to

t after arc failures can thus be written as
∑

γ∈P r(γ). In Section 2.5 we
will see how this quantity can be efficiently calculated in acyclic graphs.

2.4.2 Estimating the ratio between RELs,t(G) and
the mean number of intact paths from s to t

after arc failures

To estimate the ratio between the reliability and the mean number of
intact paths from s to t after arc failures we sample out of the sample
space Ω = {(γ, a) ∈ P × A | γ ⊆ a}, where we associate the weight
w(γ, a) = w(a) with every element (γ, a) ∈ Ω. This sample space has
the following interesting properties. On the one hand, the weight of the
sample space is exactly the mean number of intact paths from s to t
after arc failures since

w(Ω) =
∑

(γ,a)∈Ω

w(γ, a) =
∑
γ∈P

∑
a∈A:γ⊆a

w(γ, a)

=
∑
γ∈P

∑
a∈A:γ⊆a

(∏
e∈a

q(e)
∏
e∈A\a

p(e)

)

=
∑
γ∈P

[∏
e∈γ

q(e)︸ ︷︷ ︸
=r(γ)

∑
a′⊆E\γ

(∏
e∈a′

q(e)
∏

e∈E\(γ∪a′)
p(e)

)
︸ ︷︷ ︸

=1

]
=
∑
γ∈P

r(γ) .

On the other hand, it is easy to sample elements of Ω with probability
proportional to their weights by the following two-step procedure. In
a first step, a path γ ∈ P is drawn with probability proportional to
its weight r(γ). How this can be done efficiently will be discussed in
Section 2.5. In the second step, all arcs not contained in γ are sampled
according to their appearance probabilities. The appeared arcs of the
second step together with the arcs in γ form an intact state a ∈ A. The
tuple (γ, a) is finally the sampled state.

We now introduce influence values for the elements in Ω such that
the expected influence value of a sample of Ω is equal to w(A)/w(Ω).
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The expected influence value can then be estimated by a standard
Monte-Carlo algorithm.
The approach taken in [30] was to fix for every intact state a ∈ A an

arbitrary s-t path γa ∈ P(a). We begin by following this approach and
introduce later on another idea to reduce the variance of the estimator.
With every sample we associate an influence value which is equal to one
if the sample is of the form (γa, a) and equal to zero otherwise. The
influence value of a sample corresponds therefore to the realization of a
Bernoulli variable with parameter

w({(γa, a) ∈ Ω | a ∈ A})
w(Ω)

=
w(A)

w(Ω)

which is precisely the value we would like to estimate. By repeating
the sampling procedure N times and counting the fraction of samples
of the form (γa, a) we therefore obtain an unbiased estimator ξN for
w(A)/w(Ω) with variance

Var(ξN) =
1

N

w(A)

w(Ω)

(
1− w(A)

w(Ω)

)
.

Another unbiased estimator ψN for w(A)/w(Ω) with smaller variance
than ξN can be obtained by associating an influence value τ(γ, a) =
1/|P(a)| with every sample (γ, a), and we define ψN to be the mean of
the influence values of our samples. This approach is particularly inter-
esting in our case as the fact of G being acyclic allows to compute the
value |P(a)| in linear time (see Section 2.5) and thus does not increase
the overall worst-case complexity of our algorithm. The reduction of
the variance decreases the expected number of iterations to perform for
obtaining an (ε, δ)-approximation when applying a stopping criterion as
presented in Section 2.6.
Unfortunately, we cannot guarantee some minimal decrease of the

variance of the estimator ψN compared to ξN as there are instances of
reliability networks where we have an arbitrarily low decrease. On the
other hand, it is easy to find instances where the variance reduces by an
arbitrarily high factor.
We finally estimate RELs,t(G) by multiplying ψN by the weight of the

sampling space (w(Ω)) which can be calculated efficiently as shown in
the next section. Algorithm 1 gives a pseudocode for an implementation
of the s-t reliability estimation based on ψN .
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Algorithm 1: Estimation of RELs,t(G) based on ψN .
Input : An acyclic reliability network (G, p) where G = (V,E)

with two special terminals s, t ∈ V and the number N of
iterations to perform.

Output: An estimate for RELs,t(G).
x = 0;1

for i = 1 to N do2

a = ∅;3

Draw a random path γ out of the set P with probability4

proportional to r(γ);
a = a ∪ γ;5

foreach e ∈ E \ γ do6

Take a sample xe of a Bernoulli variable with parameter7

q(e) to determine whether the arc e appears;
if xe = 1 (the arc appears) then8

a = a ∪ e;9

end10

end11

Determine |P(a)|;12

x = x+ 1
|P(a)| ;13

end14

ψN = x
N ;15

Determine w(Ω);16

return ψN · w(Ω)17

Note that the sampling of the arcs not on the path performed in
Algorithm 1 in lines 6 to 11 can be done more efficiently as in general
we do not need to sample all arcs for calculating |P(a)|. In Section 2.5
we will see how this part of the algorithm can be improved and show
how to perform the remaining unspecified parts of our algorithm. More
precisely, we will discuss the following operations of Algorithm 1, where
κ represents the time needed for generating a random number uniformly
in [0, 1]:

• Sampling in O(mκ) time a path γ ∈ P according to line 4 of
Algorithm 1,
• Determining in O(m) time the weight w(Ω) of the sampling space

Ω used in line 16 of Algorithm 1,
• Sampling arcs not being on the initial path γ and calculating
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|P(a)| for a given intact state a as needed in lines 6 to 12 of
Algorithm 1.

2.5 Algorithmic details

2.5.1 Sampling s-t paths
We begin by studying how paths can be efficiently sampled according
to line 4 of Algorithm 1. The idea is to start at the terminal s and then
to construct a path to t by successively adding new arcs. The choice of
a new arc augmenting the current partial path is done in the following
way. With every arc (v, u) ∈ E we associate a weight w̃(v, u) which is
the sum of the weights of all paths from v to t using arc (v, u), i.e.,

w̃(v, u) =
∑

γ: path from v to t
with (v,u)∈γ

∏
e∈γ
q(e) . (2.1)

During the path sampling method, after a partial path from s to some
vertex v is constructed, we choose an outgoing arc of vertex v with
probability proportional to the weights w̃. It is easy to verify that this
procedure effectively samples a path γ ∈ P with probability propor-
tional to r(γ) as desired. Furthermore, the arc weights w̃ can be easily
computed by the following procedure.
We suppose without loss of generality that every arc lies on at least

one path from s to t in G. All arcs not satisfying this condition can be
eliminated in O(m) time in a preprocessing step. We then determine
a topological order of the vertices. By the condition mentioned above
it is clear that t will be the last vertex in the topological order. We
go through the vertices in reverse topological order and determine at
each step the weights w̃ of the arcs entering the current vertex. At the
first step we look at every arc e incident to t and determine its weight
w̃(e) which is equal to q(e). The weights of the other arcs can then be
determined in linear time by using the following recursive formula which
follows from the definition of the weights w̃ in (2.1),

w̃(v, u) = q(v, u) ·
∑

e∈δ+(u)

w̃(e) , (2.2)

where for v ∈ V , δ+(v) (respectively δ−(v)) denotes the set of all arcs
going out of v (respectively all arcs entering v). Algorithm 2 gives a
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pseudocode for determining the weights w̃. A temporary variable x is
introduced in the algorithm representing the second term of the product
in (2.2) as this term can typically be used multiple times.

We briefly discuss the time complexity of the different operations in
Algorithm 2 to see that the algorithm has a worst-case running time of
O(m). Ordering the graph topologically takes O(m) time as well as the
initialization within the for-loop starting in line 2. For the following two
nested for-loops one can observe that every arc e = (vi, vj) is accessed
at most twice, once in the calculation of x when k = vi and once in the
calculation of w̃(e). The two for-loops have thus a total running time
bounded by O(m).

Algorithm 2: Determination of the weight function w̃ : E −→
[0,∞) as defined in Equation 2.1.
Input : An acyclic reliability network (G, p) where G = (V,E)

with two special terminals s, t ∈ V .
Output: The weight function w̃ as defined in Equation 2.1.
Determine a topological order (v1 = s, v2, . . . , vn = t) of the1

vertices of G;
for e ∈ δ−(t) do2

w̃(e) = q(e);3

end4

for k = n− 1 to 1 do5

x =
∑

e∈δ+(vk) w̃(e);6

for e ∈ δ−(vk) do7

w̃(e) = q(e) · x;8

end9

end10

return w̃11

2.5.2 Determining w(Ω)

Another subproblem in Algorithm 1 is the calculation of w(Ω), the
weight of the sample space. Having already calculated the weight func-
tion w̃, this problem can easily be solved by expressing w(Ω) in terms
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of w̃ as follows.

w(Ω) =
∑
γ∈P

r(γ) =
∑

e∈δ+(s)

∑
γ∈P
e∈γ

r(γ)

︸ ︷︷ ︸
=w̃(e)

=
∑

e∈δ+(s)

w̃(e)

2.5.3 Sampling arcs outside the initial path and cal-
culating |P(a)|

As the sampling of the remaining arcs in lines 6 to 11 of Algorithm 1
is used only for the calculation of |P(a)|, we do not have to know all
intact arcs but only those on a path from s to t. One way of improving
the procedure is to sample only arcs that can be reached from s. This
can be done by keeping track of the set of nodes L that are currently
reachable from s. At the beginning, these are the nodes on the initial
path γ. Then all arcs going out of L will be sampled, and for every
appeared arc we add its endpoint to L. This procedure is repeated until
there are no arcs outgoing from L that have not already been sampled.

Finally, the determination of |P(a)| in line 12 of Algorithm 1 can be
easily done by an analogue technique to the one used to calculate w(Ω)
where this time we work on the subgraph of G over the arcs in a where
we give a weight of one to every arc.

2.6 Number of samples to draw

In this section we analyze how many samples have to be drawn in our
algorithm to obtain an (ε, δ)-approximation.

2.6.1 A priori bounds
Using Theorem 2.1 we can derive the following bound.

Theorem 2.3. If the number of samples N satisfies

N ≥ 4(e− 2) ln

(
2

δ

)
w(Ω)

ε2w(A)

then w(Ω) · ξN and w(Ω) · ψN are both (ε, δ)-approximations of
RELs,t(G).
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In Subsection 2.6.3, we discuss upper bounds for the ratio w(Ω)/w(A)
which allow to apply Theorem 2.3 in practice and to formulate conditions
a network has to satisfy under which Algorithm 1 is an FPRAS for
estimating RELs,t(G).

2.6.2 Stopping criteria

In practice, the use of a stopping criterion typically allows to reduce
the number of samples to take as we can profit from information gained
during the execution of the algorithm. Furthermore, we do not suffer
from a possibly weak upper bound for w(A)/w(Ω). In [13], two stopping
criteria are presented, applicable to our algorithm and ensuring that the
result of the algorithm is an (ε, δ)-approximation of RELs,t(G). For the
sake of completeness we give pseudocodes of our algorithm when used
with these stopping criteria. We denote by ψ1

1, ψ
2
1, . . . , independent

realizations of Algorithm 1 applied with one iteration, i.e., N = 1. The
first stopping rule is relatively simple to state but results usually in
more iterations than the second one. It is stated below as it is used as a
sub-procedure in the second stopping rule. Algorithm 3 and Algorithm 4
give pseudocodes for the first and second stopping rule.

Algorithm 3: Estimation of w(A)
w(Ω) based on the stopping criterion

Stopping Rule Algorithm described in [13].
Input : An acyclic reliability network (G, p) where G = (V,E)

with two special terminals s, t ∈ V and two parameters
ε > 0, δ ≤ 1.

Output: An (ε, δ)-approximation of w(A)
w(Ω) .

Y = 4(e− 2) ln(2
δ )/ε

2;1

Y1 = 1 + (1 + ε)Y ;2

i = 0;3

S = 0;4

while S < Y1 do5

i = i+ 1;6

S = S + ψN1 ;7

end8

return Y1/N9

Note that the term ρ in Algorithm 4 is an estimate for the variance of
ψ1. The higher this estimate is, the more iterations we have to perform.
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This shows the positive influence on the running time of the estimator
ψ1 presented in Section 2.4 having lower variance than ξ1.

Algorithm 4: Estimation of w(A)
w(Ω) based on the stopping criterion

Approximation Algorithm AA described in [13].
Input : An acyclic reliability network (G, p) where G = (V,E)

with two special terminals s, t ∈ V and two parameters
0 < ε, δ ≤ 1.

Output: An (ε, δ)-approximation of w(A)
w(Ω) .

Y = 4(e− 2) ln(2
δ )/ε

2;1

Y2 = 2(1 +
√
ε)(1 + 2

√
ε)(1 + ln(2

δ ))/ ln(2
δ ))Y ;2

Run Algorithm 3 using ψ1
1, ψ

2
1, . . . with input parameters3

min{1/2,√ε} and δ/3 to get an estimate µ of w(A)/w(Ω);
N = dY2ε/µe; // where dxe is the smallest integer ≥ x4

S = 0;5

for i = 1, 2, . . . , N do6

S = S + (ψ2i−1
1 − ψ2i

1 )2/2;7

end8

ρ = max{S/N, εµ};9

N = dY2ρ/µ
2e;10

S = 0;11

for i = 1, 2, . . . , N do12

S = S + ψi1;13

end14

return S/N15

2.6.3 Bounding the ratio w(Ω)/w(A)

In this subsection, we discuss upper bounds on the ratio w(Ω)/w(A).
Together with Theorem 2.3, these bounds allow us to bound the number
of iterations needed for our algorithm to deliver an (ε, δ)-approximation.
Moreover, when applying a stopping criterion, the ratio w(Ω)/w(A) is
strongly correlated with the number of iterations to perform as it is the
reciprocal of the value we estimate in our algorithm (see Section 2.7
for an empirical study of the correlation between w(Ω)/w(A) and the
number of iterations for two types of randomly generated networks).

The bounds discussed in this section are correct not only for the case
of directed acyclic reliability networks but also for the more general case
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of arbitrary directed, undirected or even mixed reliability networks.

Previous results
In [30], the following upper bound on the ratio w(Ω)/w(A) was pre-
sented (in a slightly different context).

Theorem 2.4.
w(Ω)

w(A)
≤
∏
e∈E

(1 + q(e)) .

When combining the above theorem with Theorem 2.3 we obtain that
Algorithm 1 is an FPRAS if

∏
e∈E(1+q(e)) is bounded by a polynomial

in the input size of the reliability network G. In the special case of uni-
form arc failure probabilities, i.e., p(e) = p = 1−q ∀e ∈ E, Theorem 2.4
reduces to

w(Ω)

w(A)
≤ (1 + q)m (2.3)

and implies that if
q = O(log(m)/m) (2.4)

then Algorithm 1 is an FPRAS for estimating RELs,t(G).

Improved bound in the case of uniform arc failure probability
We now give a new bound on w(Ω)/w(A) for the case of uniform arc
failure probabilities, that is sharper than (2.3), especially in the case
when the reliability network G is not too dense and does not contain
long paths from s to t.

To quantify the sparsity of a graph we introduce the notion of
arc-vertex bound. We say that a graph G = (V,E) has an arc-vertex
bound of µ if for any subset of the vertices U ⊆ V there are at most
µ|U | arcs in the subgraph of G induced by the vertices U . The sharpest
arc-vertex bound of a graph can be determined in polynomial time by
reduction to a flow problem [17]. Furthermore, ∆max/2, where ∆max is
the maximum degree of the vertices in G, can be used as a simple valid
arc-vertex bound. Our new bound is given by the following theorem.

Theorem 2.5. Let (G, p) where G = (V,E) be a reliability network
with uniform arc failure probability p = 1 − q, arc-vertex bound µ and
let lmin respectively lmax be the minimum and maximum length of any
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s-t path in G. Then we have

w(Ω)

w(A)
≤ min

{(
2

2− q
)m−lmin

, 21+ µ
m [(qm+ln(2))(qm+ln(2)+lmax)]

}
.

The first term of the minimum in our bound is a slight improvement
over the bound given by (2.3). This can be seen by observing that
2/(2 − x) ≤ (1 + x) ∀x ∈ [0, 1]. Contrary to bound (2.3), the first
term of our bound may be sharp. Furthermore it is independent of
the graph topology and can easily be generalized to non-uniform failure
probabilities.
The second term of the minimum in Theorem 2.5 exploits some struc-

ture of the underlying network and is particularly interesting for graphs
with a low arc-vertex bound µ and without long paths. For example,
when working with networks where µ is bounded by a constant and
lmax = O(

√
m log(m)), Theorem 2.5 implies that Algorithm 1 is an

FPRAS when
q = O(

√
log(m)/m), (2.5)

which is a much weaker condition than the one given by (2.4).

Proof of Theorem 2.5

Let (γ, a) ∈ Ω be a sample drawn according to lines 4-11 of Algorithm 1.
We define the influence value τ(γ, a) of the sample like in Section 2.4 as
a random variable

τ : Ω −→ R, τ(γ, a) =
1

|P(a)| .

As discussed in Section 2.4, the influence value of a sample from Ω
can be used as an unbiased estimator for w(A)/w(Ω) as we have

E[τ ] =
w(A)

w(Ω)
.

By the above equation, the reciprocal of a lower bound on E[τ ] is an
upper bound on w(Ω)/w(A). We will therefore deduce the bound given
in Theorem 2.5 by deriving a lower bound bound on w(A)/w(Ω).

Let Ωl,k be the subset of all elements of the sample space Ω where the
initial chosen path has length l and the total number of appeared arcs
is l + k, i.e.,
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Ωl,k = {(γ, a) ∈ Ω | |γ| = l, |a| = l + k} .
It is clear that all elements ω ∈ Ωl,k appear with equal probability and

can be sampled by the method described in Algorithm 5. This method
is introduced just for theoretical analysis.
Algorithm 5: Sampling uniformly from Ωl,k.
Choose uniformly a path γ ∈ P with length l;1

a = γ;2

R = E \ γ;3

for i = 1 to i = k do4

Choose an arc ei ∈ R uniformly at random;5

a = a ∪ ei;6

R = R \ ei;7

end8

return (γ, a)9

With every arc ei added in the for-loop of Algorithm 5 we associate
a multiplicity Mei ∈ {1/2, 1} equal to 1/2 if both endpoints of ei are
saturated by arcs in γ ∪ {ej | 1 ≤ j ≤ i− 1} and equal to 1 otherwise.
Intuitively, the multiplicity is a measure for the influence of an added arc
in Algorithm 5 on the ratio w(A)/w(Ω). The following lemma formalizes
this intuition.

Lemma 2.6. Let (γ, a) ∈ Ωl,k be an intact state constructed as described
in Algorithm 5. Then we have

1

|P(a)| ≥
k∏
i=1

Mei .

Before proving this lemma, we discuss the link between the lemma and
Algorithm 5. In general there are multiple ways to get an intact state a ∈
A with Algorithm 5. Depending on how the state a was obtained, the
multiplicities associated with the arcs in a are different. As Lemma 2.6
is true for every possible way of obtaining state a by Algorithm 5, it
is applicable even to intact states that were not constructed through
Algorithm 5. One just has to fix a possible way how the state a could
have been constructed by Algorithm 5, i.e., an s-t path γ ⊆ a has to be
fixed as well as an order for the arcs in a\γ specifying in which sequence
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those arcs were chosen in Algorithm 5. The multiplicities can then be
calculated with respect to this order, and Lemma 2.6 can be applied.

Proof of Lemma 2.6. Let (γ, a) ∈ Ωl,k be an intact state constructed as
described in Algorithm 5. We define F = {e1, e2, . . . , ek} = a \ γ to be
the set of all arcs added to the initial path γ during the construction of
a. Let F

1
2 , F 1 be the following partitioning of the arcs in a:

F
1
2 = {e ∈ F |Me =

1

2
},

F 1 = γ ∪ {e ∈ F |Me = 1} .

We prove the following statement, which immediately implies
Lemma 2.6.

Proposition 2.7. For every set H ⊆ F
1
2 there exists at most one s-t

path in the state a that contains all arcs of H and none of F
1
2 \H.

Lemma 2.6 follows from the above proposition by the following obser-
vation. Proposition 2.7 implies that there are at most as many different
s-t paths in a as there are subsets of F

1
2 . We therefore have

|P(a)| ≤ 2

∣∣∣F 1
2

∣∣∣
,

which finally implies

1

|P(a)| ≥
(

1

2

)∣∣∣F 1
2

∣∣∣
=

k∏
i=1

Mei .

It remains to prove Proposition 2.7. Let H ⊆ F
1
2 and suppose that

we have two different s-t paths γ1, γ2 ⊆ a such that both contain all arcs
of H and none of F

1
2 \H. This implies that their symmetric difference

γ1∆γ2 ⊆ a contains a cycle consisting only of arcs in F 1, thus contra-
dicting the fact that F 1 does not contain cycles (any cycle in a contains
at least one element of F

1
2 ).

By applying Lemma 2.6 we prove the following intermediate result
where we denote by N respectively Z+ the set of positive integers re-
spectively the set of non-negative integers.
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Lemma 2.8. Let l ∈ N, k ∈ Z+ with l + k ≤ m and ω = (γ, a) be
a random sample from the sample space according to Algorithm 1. We
have

E

[
1

|P(a)| | (γ, a) ∈ Ωl,k

]
≥ max

{
2−k, 2−

µ
mk(k+l)

}
.

Proof of Lemma 2.8. Let ω′ = (γ′, a′) be a sample corresponding to a
result of Algorithm 5 for the given l and k. Conditioned on Ωl,k, ω
has therefore the same distribution as ω′. Let Me1,Me2, . . . ,Mek be the
random variables corresponding to the multiplicities of the arcs in a′\γ′.
By Lemma 2.6 we have

E

[
1

|P(a)| | (γ, a) ∈ Ωl,k

]
= E

[
1

|P(a′)|
]
≥ E

[
k∏
i=1

Mei

]
. (2.6)

Let i ∈ {1, . . . , k}. Observe that independently of which path γ′ and
which arcs e1, . . . , ek were chosen, we have that at most l+ 1 + 2(i− 1)
vertices in G are saturated by the arcs in γ′∪{e1, . . . , ei−1} (l+1 vertices
are saturated through γ′ and every additional arc saturates at most two
new vertices in G). Let Vi be the vertices in G which are saturated by
γ′ ∪ {e1, . . . , ei−1}.

In Algorithm 5, the arc ei is chosen uniformly at random from the
remaining arcs E \ (γ′ ∪ {e1, . . . , ek}). As G is sparse with arc-vertex
bound µ we have that at most µ|V i| ≤ µ(l+1+2(i−1)) arcs have both
endpoints in Vi. Furthermore, i − 1 of these arcs were already chosen.
We therefore have the following stochastic inequality (which is true for
any realization of γ′,Me1, . . . ,Mei−1

):

P

(
Mei =

1

2
| γ′,Me1, . . . ,Mei−1

)
≤ min

{
1,
µ|V i| − (i− 1)

m− (i− 1)

}
≤ min

{
1,
µ|Vi|
m

}
≤ min

{
1,
µ(2i+ l − 1)

m

}
.

The stochastic inequality above allows to give a simple bound on the



2.6 Number of samples to draw | 23

following conditional expectation:

E[Mei | γ′,Me1, . . . ,Mei−1
] =

1

2
P

(
Mei =

1

2
| γ′,Me1, . . . ,Mei−1

)
+

P
(
Mei = 1 | γ′,Me1, . . . ,Mei−1

)
= 1− 1

2
P

(
Mei =

1

2
| γ′,Me1, . . . ,Mei−1

)
≥ max

{
1

2
, 1− µ(2i+ l − 1)

2m

}
.

Applying the above inequality, the expectation in (2.6) can be devel-
oped as follows:

E

[
k∏
i=1

Mei

]
≥

k∏
i=1

max

{
1

2
, 1− µ(2i+ l − 1)

2m

}

≥
k∏
i=1

max

{
1

2
,

(
1

4

)µ(2i+l−1)
2m

}
.

The last inequality comes from the fact that (1/4)x ≤ 1 − x for x ∈
[0, 1/2] and (1/4)x ≤ 1/2 for x ≥ 1/2. Developing further, we finally
get the result of Lemma 2.8.

k∏
i=1

max

{
1

2
,

(
1

4

)µ(2i+l−1)
2m

}
≥ max

{
2−k, 2

−
k∑
i=1

µ(2i+l−1)
m

}
≥ max

{
2−k, 2−

µ
mk(k+l)

}

Beginning with the result of Lemma 2.8 we now prove Theorem 2.5
by first weakening and then eliminating the conditioning on Ωl,k. Let Ωl

be the set of all elements of the sample space Ω where the initial chosen
path has length l, i.e.,

Ωl = {(γ, a) | |γ| = l} .
Let K be the random variable corresponding to the number of arcs

that appeared additionally to the ones of the initial path, when drawing
an element out of Ωl. Note that K is binomially distributed as follows

K ∼ Bin(m− l, q) .
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Using Lemma 2.8 we get

E

[
1

|P(a)| | (γ, a) ∈ Ωl

]
≥ E

[
max

{
2−K , 2−

µ
mK(K+l)

}]
≥ max

{
E
[
2−K

]
,E
[
2−

µ
mK(K+l)

]}
= max

{(
1− q

2

)m−l
,E
[
2−

µ
mK(K+l)

]}
.

(2.7)

By replacing l by lmin in the first term of the above maximum we get
the first part of the inequality in Theorem 2.5, i.e.,

w(Ω)

w(A)
=

(
E

[
1

|P(a)|
])−1

≤
(

1− q

2

)−(m−lmin)

=

(
2

2− q
)m−lmin

.

The remaining part of Theorem 2.5 will be shown by developing the
second term of (2.7) further. From Markov’s inequality we deduce the
following inequality which is true for α ∈ R.

E[2−
µ
mK(K+l)] ≥ 2−

µ
mα(α+l)P[K ≤ α]

Furthermore we need a result presented in [24], stating that the distance
between the median and the mean of a binomial random variable is
at most ln(2). Therefore, when choosing α = qm + ln(2), we have
P[K ≤ α] ≥ 1/2 and get the following result:

E[2−
µ
mK(K+l)] ≥ 2−1− µ

m (q(m−l)+ln(2))(q(m−l)+ln(2)+l)

≥ 2−1− µ
m (qm+ln(2))(qm+ln(2)+l)

≥ 2−1− µ
m (qm+ln(2))(qm+ln(2)+lmax).

This implies the second part of the inequality in Theorem 2.5 as

w(Ω)

w(A)
=

(
E

[
1

|P(a)|
])−1

≤ 21+ µ
m (qm+ln(2))(qm+ln(2)+lmax) ,

which completes the proof of Theorem 2.5.
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2.7 Computational results

In order to test our algorithm we used two random generators for cre-
ating directed acyclic graphs with low reliability. These generators are
introduced in the first part of this section. In a second part, we analyze
the running time of our algorithm on networks created by these gener-
ators with different sizes and reliabilities. Furthermore, the proposed
algorithm is compared to a direct Monte-Carlo simulation. Algorithm 4
was used for all computational results presented in this section.

2.7.1 Test instances

Delaunay graphs (DEL)
Our generator for directed acyclic Delaunay graphs takes two parame-
ters, the number of vertices n and a uniform arc intactness probability q.
We begin by choosing n points uniformly at random in the unit square
and consider the undirected graph given by a Delaunay triangulation of
these points. The two terminals s and t are chosen as two vertices with
maximum Euclidian distance. We give a linear orientation to the arcs
corresponding to the vector from s to t, i.e., an (undirected) arc {v, w} is
oriented as (v, w) if the vector from v to w and the one from s to t have
a non-negative scalar product, otherwise we take the orientation (w, v).
Finally, all arcs get uniform intactness probability equal to q. One can
easily observe that this construction guarantees that every vertex lies
on a path from s to t.

Topological construction (TC)
A second generator we use has three parameters, the number of ver-
tices n, a density parameter λ ∈ [0, 1] allowing to control the expected
number of arcs in the graph and a parameter α influencing the in-
tactness probabilities. We begin with an empty graph over n vertices
V = {v1, v2, . . . , vn} where v1 = s and vn = t. The graph will be
constructed such that (v1, v2, . . . , vn) is a topological order of the ver-
tices. In a first step, all arcs of the graph are introduced, then intactness
probabilities are assigned to the arcs.
For i ∈ {1, 2, . . . , n − 1} we introduce an arc from vi to vi+1. This

ensures that all vertices are on a path from s to t. All other possible
arcs will be present with probability λ, i.e., for every i, j ∈ {1, 2, . . . , n}
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with i+ 2 ≤ j we add an arc (vi, vj) with probability λ.
Finally, the intactness probability of an arc (vi, vj) is a number chosen

uniformly at random in the interval [0, 1
(j−i)1−α ]. By choosing α < 1, arcs

connecting topologically near vertices have in general higher intactness
probabilities than arcs connecting vertices being far away from each
other in the topological order. Therefore, smaller values for α result in
less reliable networks. The value of α will typically be chosen in [0, 1].

Parameter choice
The parameters were fixed in such a way that networks of different
reliabilities were obtained for graphs with 103,104,105 and 106 ver-
tices. Using the DEL generator, we generated an instance for every
q ∈ {0.01, 0.02, . . . , 1} for every graph size n ∈ {103, 104, 105, 106}. In
case of the TC generator, the parameter λ was always chosen such that
the expected degree of every vertex is equal to ten. This ensures that
all graphs generated with the TC generator having the same number of
vertices also have about the same number of arcs and simplifies the com-
parison of running times. For every graph size n ∈ {103, 104, 105, 106}
instances were generated for α ∈ {0.01, 0.02, . . . , 1}.

The computational results presented in this section have been ob-
tained on workstations equipped with an AMD processor 3200+ and
1GB of RAM.

2.7.2 Results and interpretations

As a first observation, we noticed that the dependence of the running
time on ε and δ is essentially proportional to log(1

δ )/ε
2 as predicted. We

therefore fixed ε = 0.1, δ = 0.001 for all results presented in this section.
Figure 2.1 shows the running time of the proposed algorithm as a

function of the estimated reliability. As expected, the running time
grows when larger reliabilities have to be estimated, as an intact state
contains often several paths from s to t. TC instances with about the
same reliability as DEL instances are much easier to tackle. This is due
to the fact that DEL instances are rather locally connected, whereas
most arcs in TC instances were randomly chosen. Local connectedness
has the effect that when having an intact path P from s to t, there is a
good chance that several small subpaths of P can be replaced by other
intact subpaths with the same start and endpoint. Every subpath which
can be replaced in this way raises the number of intact paths from s to t.
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Furthermore, as the replaceable subpaths are small, it is likely that large
groups of them are disjoint, implying that various combinations of these
subpath replacements yield new intact paths from s to t. Figure 2.1
shows that even large instances with 106 vertices could be solved within
an acceptable time as long as the estimated reliability was not too large.
For the comparison of the proposed Monte-Carlo algorithm with a

direct Monte-Carlo approach, instances with 1000 vertices were used as
most of these instances could be solved in reasonable time by both al-
gorithms. As well as the proposed Monte-Carlo algorithm, the direct
Monte-Carlo algorithm was implemented using the sampling technique
explained in 2.5.3, allowing to reduce the time needed per iteration for
most instances. Figure 2.2 shows the running times of both algorithms
on DEL and TC instances with 1000 vertices. As expected, the di-
rect Monte-Carlo approach has an approximately linear dependence on
the reciprocal value of the estimated reliability. Figure 2.2 shows the
strength of the proposed algorithm when low reliabilities have to be
estimated.
As we estimate the ratio w(A)/w(Ω) in the proposed algorithm with

a Monte-Carlo approach, we expect that the number of iterations of
the proposed algorithm depends nearly linearly on w(Ω)/w(A) corre-
sponding also to Theorem 2.3. Figure 2.3 shows the relation between
the number of iterations and the ratio w(Ω)/w(A) for DEL and TC
instances when solved with the proposed algorithm and confirms the
expected nearly linear dependence.
Moreover, as the running time of the direct Monte-Carlo approach

depends nearly linearly on 1/RELs,t = 1/w(A) (see Figure 2.2), we ex-
pect that the ratio between the running times of the proposed algorithm
and the direct Monte-Carlo approach is approximately linear in w(Ω).
This is confirmed by Figure 2.4 showing the ratio of the running times
of both algorithms as a function of w(Ω) for the DEL and TC instances
with 1000 vertices. It is not surprising that both algorithms need about
the same running time when w(Ω) is close to one. This observation
allows to perform a simple a priori test for deciding which algorithm is
better suited for a particular instance. Given an instance, we first cal-
culate w(Ω) (in linear time). If w(Ω)� 1 it is likely that the proposed
algorithm will be faster than the direct Monte-Carlo approach. When
w(Ω) � 1, the direct Monte-Carlo approach is likely to be the more
efficient algorithm.
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Figure 2.1: Running times of the proposed algorithm in function of the
estimated reliabilities for DEL instances (on the left) and TC instances (on
the right).
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Figure 2.2: Running times of the proposed algorithm (prop. algo.) and the
direct Monte-Carlo (MC) approach for DEL instances (on the left) and TC
instances (on the right) with 1000 vertices.

2.8 Conclusions

An adapted version of the Monte-Carlo algorithm given by Karp and
Luby [30] was presented and analyzed. The new algorithm is specialized
for directed acyclic graphs and is suited for the estimation of small re-
liabilities. Computational results show the successful application of the
proposed algorithm on two types of randomly generated large-scale in-
stances and its advantage compared to the direct Monte-Carlo approach
when very small reliabilities have to be estimated. Previous algorithms
for accurate estimation of s-t reliability were only applicable to either
very small instances or on a very restricted class of initial networks. For
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Figure 2.3: Number of iterations used by the proposed algorithm in function
of the estimated ratio w(Ω)/w(A) for DEL instances (on the left) and TC
instances (on the right).
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Figure 2.4: Comparison of the running time of the proposed algorithm and
the direct Monte-Carlo approach in function of w(Ω) for networks with 1000
vertices.

the case of uniform arc failure probabilities, a worst-case bound on the
number of samples to be drawn was given that sharpens a bound pre-
sented in [30] and is significantly stronger in the case of relatively sparse
graphs without long paths from s to t.
One important open question in this domain is if there exists an

FPRAS for estimating s-t reliability in directed acyclic graphs. It would
be interesting to find algorithms allowing to tackle instances efficiently
that cannot be solved in reasonable time by our algorithm or the direct
Monte-Carlo approach. Another point is the generalization of the upper
bound for w(Ω)/w(A) for the case of non-uniform failure probabilities.
Additionally for the case of general (not necessarily acyclic) networks
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there seem to be no practically useful algorithms at the moment for the
estimation of low reliabilities on large instances.



Chapter 3

Network Flow Interdiction on
Planar Graphs

3.1 Introduction

In this chapter we are interested in minimizing the maximum flow of a
network by removing arcs and vertices constrained to some interdiction
budget. This problem is known as network interdiction or network flow
interdiction1. One can either allow or disallow partial removal of arcs
(removing half of an arc corresponds to reduce its capacity to half of the
original value). However the techniques and results do not substantially
differ on this issue. We are interested in the case without partial arc
removal. The problem of finding the k most vital arcs of a flow network
is a special case of the network flow interdiction problem where k arcs
have to be removed such that the maximum flow is reduced as much as
possible.
Network interdiction and related problems appear in various areas

such as drug interdiction [56], military planning [19], protecting elec-
tric power grids against terrorist attacks [47] and hospital infection con-
trol [2]. The network flow interdiction problem was shown to be strongly
NP -complete on general graphs and weakly NP -complete when re-
stricted to planar graphs [43, 56]. Different algorithms for finding exact
solutions were proposed [19, 39, 46, 56], which are mainly based on

1The term network inhibition is also used.
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branch and bound procedures. In [10] a pseudo-approximation was pre-
sented. Earlier work includes [55].

When dealing with planar graphs with a single source and sink it was
shown that by using planar duality, pseudo-polynomial algorithms for
the network flow interdiction problem can be constructed when only arc
removals are allowed [43]. Two of the major drawbacks of these algo-
rithms (apart from the fact that they can only be applied on planar
graphs) are the restrictions that vertex removals are not allowed and
that the network must have exactly one source and one sink. Vertex re-
moval can easily be formulated as arc removal by a standard technique of
doubling vertices, and multiple sources and sinks are generally handled
by the introduction of a supersource and supersink [1, 14]. Unfortu-
nately, these transformations destroy planarity and make it impossible
to profit from the currently known specialized interdiction algorithms
for planar graphs.

In this work, we are interested in the development of pseudo-
polynomial algorithms for planar graphs that overcome various restric-
tions of previous methods. We propose a planarity-preserving transfor-
mation that allows to incorporate vertex removals and vertex capaci-
ties in pseudo-polynomial interdiction algorithms for planar graphs. We
hereby answer a question raised in [43] asking how vertex capacities
can be handled. Additionally, a pseudo-polynomial algorithm is intro-
duced for the problem of determining the minimum interdiction budget
needed to make it impossible to satisfy the demand of all sink nodes.
The algorithm works on planar networks with multiple sources and sinks
satisfying that the sum of the supplies at the sources equals the sum of
the demands at the sinks. This problem is a generalization of the prob-
lem of determining whether a flow network is n − k secure, i.e., any
removal of k of its components does not infect the value of the maxi-
mum flow. A simple adaption of the proposed method allows to broaden
its applicability to solve interdiction problems on planar networks with
a single source and sink without restriction on the demand and supply.
The proposed method can therefore solve a wider class of interdiction
problems in pseudo-polynomial time than previous pseudo-polynomial
algorithms and is the first pseudo-polynomial algorithm allowing to solve
non-trivial planar interdiction problems with multiple sources and sinks.
Furthermore, we show that by appropriately scaling and rounding the
capacities, any network flow interdiction algorithm with a running time
that is polynomial in the size of the input and the capacities can be
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transformed into an FPAS. Approximations in the context of network
flow interdiction algorithms were also discussed in [43], where it was
shown how a particular type of network flow interdiction algorithm can
be transformed into an FPAS. However, the approach we present can
be applied to a much larger class of pseudo-polynomial network flow
interdiction algorithms.
It is not known whether network flow interdiction on planar networks

with multiple sources and sinks is a strongly NP -complete problem. To
link the planar network flow interdiction problem with multiple sources
and sinks to a more classical combinatorial problem we show that the k-
densest subgraph problem on planar graphs can be reduced to a planar
network flow interdiction problem with polynomially bounded numbers
as input. However, it is not known if either of these problems can be
solved in polynomial time.
This chapter is organized as follows. We start with introducing some

definitions and notations in Section 3.2. In Section 3.3, we give an
overview of known complexity results on network flow interdiction and
show how the k-densest subgraph problem on planar graphs can be re-
duced to a planar network flow interdiction problem with small input
numbers. Section 3.4 presents an extension of currently known algo-
rithms for network flow interdiction problems on undirected networks
were only arc removals are allowed to the case of directed networks.
We present in Section 3.5 a pseudo-polynomial algorithm for network
flow interdiction on planar networks with a single source and sink that
can handle vertex interdiction and vertex capacities. In Section 3.7 a
pseudo-polynomial algorithm is presented that can be used for solv-
ing some network flow interdiction problems with multiple sources and
sinks. Furthermore we show how the previously presented technique for
modelling vertex interdiction and vertex capacities can be adapted to
be used in the proposed algorithm for problems with multiple sources
and sinks.

3.2 Preliminaries

3.2.1 Definitions and Notations

We denote by Z+ the set of non-negative integers. Let G = (V,E) be
a directed graph where V is the set of vertices, E is the set of arcs and
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for every arc e ∈ E, u(e) ∈ Z+ denotes its capacity. Let n denote the
number of vertices andm be the number of arcs in G. Two special nodes
s, t ∈ V, s 6= t designate the source node respectively the sink node
(the generalization to multiple sources and sinks is straightforward).
We call the network (G, u, s, t) a flow network. For V ′, V ′′ ⊆ V we
denote by (V ′, V ′′) the set of all arcs from V ′ to V ′′. Furthermore, for
V ′ ⊆ V we denote by δ+(V ′) respectively δ−(V ′) the set of all arcs
exiting V ′ respectively entering V ′, i.e., δ+(V ′) = (V ′, V \ V ′) and
δ−(V ′) = (V \ V ′, V ′). To specify the underlying graph we also use the
notations δ+

G and δ−G. For any subset V ′ of V , we denote by G[V ′] the
subgraph of G induced by V ′. For any subset V ′ of V we denote by
[V ′, V \ V ′] the cut defined by V ′. The value of the cut [V ′, V \ V ′]
is
∑

e∈δ+(V ′) u(e). In the more general setting when every arc e ∈ E

has an additional lower bound l(e) on the arc flow, the value of the cut
[V ′, V \V ′] is defined by φ([V ′, V \V ′]) =

∑
e∈δ+(V ′) u(e)−∑e∈δ−(V ′) l(e).

The notation φG([V ′, V \V ′]) is used to specify the underlying network.
A cut [V ′, V \ V ′] is called nontrivial if ∅ 6= V ′ 6= V . A cut [V ′, V \ V ′]
in G is an elementary cut if G[V ′] is connected. For two distinct vertices
s, t ∈ V , a cut [V ′, V \ V ′] is called an s-t cut if s ∈ V ′, t 6∈ V ′. Thus,
s-t cuts are always nontrivial.

A function f : E → R is called a flow in G (or simply flow if there is
no danger of ambiguity) if it satisfies the following constraints:

i) 0 ≤ f(e) ≤ u(e) ∀ e ∈ E
ii)
∑

e∈δ+(v) f(e)−∑e∈δ−(v) f(e) = 0 ∀ v ∈ V \ {s, t}
iii)

∑
e∈δ+(s) f(e)−∑e∈δ−(s) f(e) ≥ 0 .

For a flow f we define its value φ(f) by
∑

e∈δ+(s) f(e)−∑e∈δ−(s) f(e).
A maximum flow is a flow f with maximum value. The value of a max-
imum flow in a flow network (G, u, s, t) is denoted by φmax(G) 2. A flow
satisfying condition ii) for all nodes is called a circulation. Addition-
ally, capacities can also be assigned to vertices that are neither sources
nor sinks. In this case the capacities are represented by extending the
capacity function u to E ∪ (V \ {s, t}), i.e., the capacity of v ∈ V is

2To simplify notations we do not refer to the whole flow network in the notation
φmax(G) but just to the underlying graph G. In the context where this notation is
used, it should always be clear which flow network corresponds to G. This kind of
short notations will also be used in other definition.
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denoted by u(v). In a network G with capacities on vertices, a flow in
G has to satisfy the following additional set of constraints:

iv)
∑

e∈δ+(v) f(e) ≤ u(v) ∀ v ∈ V \ {s, t} .

In the context of network flow interdiction, with every arc and node
of the network p ∈ V ∪ E an interdiction cost c(p) ∈ Z+ ∪ {∞} is
associated (with c(s) = c(t) = ∞). The network (G, u, s, t, c) is called
an interdiction network. An interdiction network has unit interdiction
costs if c(p) ∈ {1,∞} ∀ p ∈ V ∪ E. For some set R ⊆ V ∪ E we
denote by G − R the subgraph of G obtained by removing the arcs
and vertices contained in R (when removing a vertex, all arcs adjacent
to this vertex are removed, too). For some given budget B ∈ Z, a
set R ⊆ V ∪ E is called an interdiction set if its cost does not ex-
ceed B, i.e., c(R) =

∑
r∈R c(r) ≤ B. The network flow interdiction

problem asks to find an interdiction set R that minimizes the value of
a maximum flow on the graph G − R. The value of this minimum
maximum flow corresponding to budget B is denoted by φmax

B (G) (we
therefore have φmax(G) = φmax

0 (G)). An interdiction set R is called
optimal if it minimizes the maximum flow with respect to the given
budget. Furthermore, an optimal interdiction set R is called efficient
if its interdiction cost c(R) is minimum among all optimal interdiction
sets and it is called minimal when removing any arc from the interdic-
tion set results in a non-optimal interdiction set. We define the network
flow security problem to be the problem of finding the minimal bud-
get necessary to decrease the maximum flow by at least one unit, i.e.,
min{B ∈ Z+ | φmax

B (G) < φmax(G)}.
The above definitions and problems can easily be extended to interdic-

tion networks with multiple sources and sinks with fixed supply/demand.
In this case an interdiction network is given by (G, u, S, T, c, d) where
S, T ⊆ V with S ∩ T = ∅ are the sets of sources and sinks and the
function d : V → Z is the demand/supply function which satisfies
d(s) < 0 ∀ s ∈ S, d(t) > 0 ∀ t ∈ T and d(v) = 0 ∀ v ∈ V \ (S ∪ T ).
We call a flow network balanced, if the sum of the supplies equals the
sum of the demands, i.e., −d(S) = d(T ). A flow network is called
demand-satisfiable if there exists a flow in the network that satisfies all
demands. Flow networks which are balanced and demand-satisfiable
are called supply networks. A flow that satisfies all demands is called a
saturating flow.
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To simplify notations, a circuit C in G will be represented by the
set of arcs it contains. When considering a planar graph, we typically
assume that a planar embedding of the graph is fixed. For further graph-
theoretical terms used in this chapter and not further specified in this
section we refer to [50]. In particular, we want to highlight that circuits
and paths are by definition node-disjoint in contrast to walks and closed
walks.

An algorithm is called a fully polynomial approximation scheme
(FPAS ) if for any ε > 0, it returns a solution corresponding to an
objective value with a relative distance of at most ε from the optimal
value and has a running time that is bounded by a polynomial in the
input size and 1/ε.

3.2.2 Symmetry between capacities and interdiction
costs

An interesting property of the network flow interdiction problem is that
we have a symmetrical relation between capacities and interdiction costs
in the following sense. Let (G, u, s, t, c) whereG = (V,E) be an interdic-
tion network where, to simplify explanations, we assume that G does not
allow vertex interdiction and does not contain vertex capacities. We will
show that the natural decision problem that asks to determine for some
fixed budget B ∈ Z+ and some fixed K ∈ Z+ whether φmax

B (G) ≤ K
can be solved by determining the solution of a decision problem of the
same type on the same network with the difference that the roles of
capacities and costs are exchanged.

By the max-flow min-cut theorem we have that φmax
B (G) ≤ K if and

only if there exists an s-t cut [V ′, V \ V ′] that satisfies

min{u(δ+(V ′) \R) | R ⊆ E, c(R) ≤ B} ≤ K . (3.1)

An s-t cut [V ′, V \ V ′] satisfies (3.1) if and only if it satisfies

min{c(δ+(V ′) \ A) | A ⊆ E, u(A) ≤ K} ≤ B (3.2)

because of the following observation. Suppose that an s-t cut [V ′, V \V ′]
satisfies (3.1) and let R ⊆ E with c(R) ≤ B be a set attaining the
minimum in (3.1). Since the set A = δ+(V ′)\R satisfies u(A) ≤ K and
c(δ+(V ′)\A) ≤ B, Inequality (3.2) is satisfied. Conversely suppose that
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an s-t cut [V ′, V \ V ′] satisfies (3.2). Let A ⊆ E with u(A) ≤ K be a
set attaining the minimum in (3.2). Then since the set R = δ+(V ′) \A
satisfies c(R) ≤ B and u(δ+(V ′) \ R) ≤ K, Inequality 3.1 is satisfied.
Since the Inequality (3.2) is of the same form as the Inequality (3.1) with
the roles of capacities and interdiction costs exchanged, we have finally
shown the symmetric relationship between capacities and interdiction
costs in network flow interdiction problems.
All pseudo-polynomial algorithms presented in this work are polyno-

mial in the capacities and pseudo-polynomial in the interdiction costs.
The above observation shows that by exchanging the roles of capacities
and interdiction costs many of these algorithms can easily be trans-
formed into pseudo-polynomial algorithms that have a running time
which is polynomial in the interdiction costs and pseudo-polynomial in
the capacities. However, the above discussion is done only for the net-
work flow interdiction problem and does not imply that the network flow
security problem can be transformed into another network flow security
problem where the roles of costs and capacities are exchanged. Thus,
the presented symmetry cannot be used to exchange the roles of costs
and capacities in the algorithms introduced in Section 3.7 for solving
network flow security problems with multiple sources and sinks.

3.3 Complexity

3.3.1 Previous results

We associate the following natural decision problems to the network
flow interdiction problem and the network flow security problem, re-
spectively.

NFI(G, B, K) (Decision version of network flow interdiction
problem). Given an interdiction network with underlying graph G,
some interdiction budget B ∈ Z+ and a value K ∈ Z+, decide
whether φmax

B (G) ≤ K.

NFS(G, B) (Decision version of network flow security problem).
Given an interdiction network with underlying graph G and an in-
terdiction budget B ∈ Z+, decide whether φmax

B (G) < φmax(G).
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It is easy to observe that the NFS problem is a special case of NFI
by choosing K = φmax(G)− 1. Conversely, when working on a class of
interdiction networks with a single source or sink, the NFI problem can
be reduced to a NFS problem by the following construction. Suppose
we have a single source s (the case of a single sink is analogue). We
introduce a new vertex s′ which replaces s as source and add a non-
removable arc from s′ to s with capacity equal to K + 1. The NFS
problem on the modified interdiction network is then equivalent to the
NFI problem on the initial interdiction network.

The following theorem was shown in [56] by reducing a maximum
clique problem to an NFI Problem.

Theorem 3.1 ([56]). NFI is strongly NP -complete even when the un-
derlying interdiction network is restricted to unit interdiction costs.

Furthermore there is a simple reduction from the binary knapsack
problem (see [18] for more information on the binary knapsack problem)
to an interdiction problem on a graph with only two vertices implying
the following theorem [56].

Theorem 3.2 ([56]). NFI is NP -complete on planar graphs even when
restricted to a single source and sink.

Since there exists a pseudo-polynomial algorithm for network flow
interdiction problems on planar graphs with a single source and sink [43],
this class of problems is not strongly NP -complete. When working on
interdiction networks with a single source or a single sink, we have by
the aforementioned reducibility of the NFI problem to an NFS problem
that Theorem 3.1 and Theorem 3.2 apply also to the NFS problem.

It is not known whether the class of interdiction problems on planar
graphs with multiple sources and sinks is strongly NP -complete. Fur-
thermore, the presented reduction from the NFI problem to the NFS
problem is not anymore possible on this class of networks. In Section 3.7
we introduce a pseudo-polynomial algorithm for solving the NFS prob-
lem on planar supply networks with multiple sources and sinks. How-
ever, this algorithm does not seem to generalize in a simple way to the
NFI problem.
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3.3.2 Relation between planar network flow interdic-
tion and the k-densest subgraph problem in pla-
nar graphs

In the following we show that finding dense subgraphs of a given size
on planar graphs can easily be modelled as a planar network flow inter-
diction problem with multiple sources and sinks. This result links the
planar network flow interdiction problem to a more classical combinato-
rial problem. The problem of finding a densest subgraph of size k is often
called the k-densest subgraph problem or the k-clustering problem and is
formally defined as follows. Given an undirected graph G = (V,E) and
k ∈ {0, 1, . . . , |V |}, find an induced subgraph of G over k vertices with
a maximum number of edges. Whereas the k-densest subgraph problem
is known to be NP -complete on a wide variety of graph classes [12], its
complexity for the class of planar graphs is still open. A slight modifi-
cation of the problem obtained by imposing that the subgraph must be
connected was shown to be NP -complete on planar graphs [31].
Theorem 3.3. The k-densest subgraph problem on a planar graph can
be reduced in polynomial time to a network flow interdiction problem on
a planar graph.
Proof. Let G = (V,E) be a planar undirected graph. Consider the fol-
lowing planar interdiction network (G′, u, S, T, c, d) whereG′ = (V ′, E ′).
The graph G′ is obtained from G by subdividing all edges, i.e., on every
edge e ∈ E, a new node ve is added. We thus obtain a bipartite planar
graph where each edge has one endpoint in V and the other one in the
set of newly added vertices VE (hence V ′ = V ∪ VE). By directing all
edges from V to VE, we get E ′ (see Figure 3.1). The sets containing
the sources and sinks are defined as follows: S = V , T = VE. All arcs
have unit capacity, every source has a supply equal to its out-degree,
i.e., d(s) = −|δ+(s)| ∀ s ∈ S and every sink has unit demand. Further-
more, all arcs and all vertices of VE are non-removable (they have an
interdiction cost of ∞) and the vertices in V have an interdiction cost
equal to one. For some fixed budget B ∈ Z+, an optimal interdiction
set in G′ corresponds exactly to the vertices of a B-densest subgraph in
G because of the following observation. For some fixed interdiction set
R, the decrease of flow by removing the vertices in R corresponds to the
number of sinks for which both neighbors are in R. This corresponds to
the number of edges in G that have both endpoints in R.
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Figure 3.1: Topology of the auxiliary graph (V ′, E ′) used in the proof of
Theorem 3.3.

3.4 Planar duality and current pseudo-
polynomial algorithms

Planarity is a very helpful property when dealing with interdiction prob-
lems since the problem seems to have a simpler form when restated on
the planar dual of the original interdiction network. We first introduce
the planar dual of an interdiction network, which can be seen as a gen-
eralization of the classical planar dual. In a second step we propose a
pseudo-polynomial algorithm for planar network flow interdiction with
a single source and a single sink and without vertex removals. This
algorithm is a direct generalization of an algorithm introduced in [43],
which was designed only for undirected networks3. The extensions we
propose in the following sections will overcome some restrictions of the
algorithm presented in this section.

3.4.1 Planar duality in the context of interdiction
networks

The classical planar dual4 of a directed graph is constructed on the base
of a planar embedding by placing a vertex in each face of the original
graph and connecting two vertices by an arc if they correspond to faces
in the original graph sharing an arc. This gives a natural one-to-one
correspondence between arcs in the original graph and arcs in the dual

3Furthermore, the algorithm we present does not allow partial arc removals whereas
the algorithm presented in [43] did allow it. However, this makes no real difference
since the technique applies easily to both types of arc removals.

4It is also called geometric dual or simply dual.
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graph (dual arcs) as well as faces in the original graph and vertices in the
dual graph, and vice versa. By convention, the dual arcs are oriented
such that they cross the corresponding original arcs from right to left.
See [35] for more details.
We extend the notion of planar duality to networks with lower and

upper bounds on the arc flows and interdiction costs on the arcs. Even
though the network given in a network flow interdiction problem does
not contain lower bounds on the arc flows, we consider them here since
in later sections auxiliary networks are used that contain lower bounds
on the arc flows. Let (G, l, u, c) where G = (V,E) be a directed planar
network where for every arc e ∈ E, l(e), u(e), c(e) ∈ Z+ correspond
to the lower bound on the arc flow, the capacity and interdiction cost
of arc e (l(e) ≤ u(e) ∀ e ∈ E). We define the dual (G∗, λ∗, c∗) where
G∗ = (V ∗, E∗) of the network (G, l, u, c) in the following way. The
graph G∗ is the planar dual of G in the classical sense with the single
difference that for every arc in the dual we add a reverse arc. For every
arc e ∈ E we denote by eD the corresponding dual arc (as in the classical
sense) and by eDR the reverse arc of eD (see Figure 3.2). The function
λ∗ : E∗ → Z is an integral length function in the network G∗, defined
by λ∗(eD) = u(e) and λ∗(eDR) = −l(e) ∀ e ∈ E. The cost function c∗ is
defined by c∗(eD) = c(e), c∗(eDR) = 0 ∀ e ∈ E.

Let C∗ be a circuit in G∗. C∗ divides the plane (in which G∗ is em-
bedded) into two regions, a bounded one and an unbounded one. We
call the region that is on the left side of the arcs contained in C∗, the
region that is surrounded in counterclockwise sense by C∗. Similarly we
say that a point in the plane is surrounded in counterclockwise sense by
C∗ if it lies in the region that is surrounded in counterclockwise sense by
C∗. We call a circuit in G∗ nontrivial if it is not a circuit consisting of
two arcs where one arc is the reversal of the other.
For every cut [V ′, V \ V ′] in G we denote its corresponding dual arcs

by C∗(V ′) = {eD ∈ E∗ | e ∈ (V ′, V \V ′)}∪{eDR ∈ E∗ | e ∈ (V \V ′, V ′)}.
Note that the set C∗(V ′) is a set of edge-disjoint, non-overlapping circuits
in (V ∗, E∗), where non-overlapping is defined as follows. Let C∗1 , C∗2 be
two circuits in G∗ and V1, V2 ⊆ V be the vertices in V surrounded in
counterclockwise sense by C∗1 respectively C∗2 . We say that C∗1 , C∗2 do
not overlap if V1 ∩ V2 = ∅. The following proposition highlights the
correspondence between nontrivial elementary cuts in the network G
and nontrivial circuits in its dual G∗.
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Figure 3.2: Example dual graph G∗ = (V ∗, E∗) drawn over a given original
graph G = (V,E).

Proposition 3.4. The function that associates with every nontrivial
elementary cut [V ′, V \ V ′] its corresponding dual arcs C∗(V ′) is a one-
to-one mapping between nontrivial elementary cuts in G and nontrivial
circuits in G∗. Furthermore, the value of a nontrivial elementary cut in
G is equal to the length of its corresponding circuit in G∗, i.e., for any
nontrivial elementary cut [V ′, V \ V ′] in G, we have

φ([V ′, V \ V ′]) =
∑

e∗∈C∗(V ′)
λ∗(e∗) .

Proof. The one-to-one property follows easily by observing that for any
nontrivial circuit C∗0 in G∗, the set V ′ of all vertices being surrounded
in counterclockwise sense by C∗0 satisfies C∗(V ′) = C∗0 . The equality
between the value of a cut in G and the sum of the lengths of the
corresponding dual arcs follows directly from the definition of λ∗.

In particular, when dealing with a flow network (G, l, u, s, t) where
G = (V,E) with a single source s and a single sink t, one can easily
check that elementary s-t cuts in G correspond to counterclockwise s-t
separating circuits in G∗, where a circuit is called counterclockwise s-t
separating if it is a circuit surrounding in counterclockwise sense s and
separating s from t, i.e., s and t do not lie in the same of the two faces
defined by the circuit.

Since the capacities on G are nonnegative, we have that there is a
minimum s-t cut in G which is elementary. Proposition 3.4 thus implies
that for every minimal cut in G, there exists a corresponding circuit
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in the dual G∗ with length equal to the value of the cut. Therefore, a
minimum s-t cut in G can be found by determining a counterclockwise
s-t separating circuit in G∗ with minimum length.
In the following we discuss how this correspondence described by

Proposition 3.4 can be extended for solving network flow interdiction
problems on planar graphs with a single source and a single sink in
pseudo-polynomial time.

3.4.2 A pseudo-polynomial algorithm for single
source, single sink network flow interdiction on
planar graphs without vertex removal

We now construct a pseudo-polynomial algorithm for solving the net-
work flow interdiction problem on planar directed graphs with a single
source s and a single sink t and without vertex removal, which is a
direct generalization of an algorithm presented in [43] (which was de-
signed for undirected networks). This algorithm nicely illustrates the
techniques currently used for creating pseudo-polynomial network flow
interdiction algorithms on planar graphs. Given is an interdiction net-
work (G, u, s, t, c) where G = (V,E) with non-removable vertices, i.e.,
c(r) =∞ ∀r ∈ V , and interdiction budget B. For every interdiction set
R ⊆ E we fix a minimum s-t cut in G−R that we denote by [VR, V \VR].
We therefore have φmax(G − R) = φ([VR, V \ VR]) −∑e∈R∩δ+(VR) u(e).
Note that there is always an efficient optimal interdiction set R satis-
fying R ⊆ δ+(VR) since for an any efficient optimal interdiction set R,
the interdiction set R′ = R ∩ δ+(VR) is also an efficient optimal inter-
diction set, which satisfies R′ ⊆ δ+(VR′). The reduced value of an s-t
cut C (with respect to the budget B) is defined as the minimum value
of C in G − R over all interdiction sets R. Note that the problem of
finding for some given s-t cut C an interdiction set R that minimizes
the value of C in G−R is a binary knapsack problem. By the max-flow
min-cut theorem, we have that the network flow interdiction problem
is equivalent to finding an s-t cut with minimum reduced value. Since
we have no lower flow bounds on the arcs, we can restrict our search to
minimum s-t cuts that are elementary, since for every s-t cut [V ′, V \V ]
we can define an elementary s-t cut [V ′′, V \ V ′′] where V ′′ is the set of
vertices in the connected component of G[V ′] that contains s. One can
easily check that δ+(V ′′) ⊆ δ+(V ′) implying that the value of the s-t
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cut [V ′′, V \ V ′′] is smaller or equal than the value of [V ′, V \ V ′].
The main idea of the algorithm is to find an efficient optimal interdic-

tion set R by finding a corresponding elementary s-t cut with minimal
reduced value. This is done by translating the problem into the dual.
For any set of arcs U ∗ ⊆ E∗, we define its reduced length (with respect
to B) by

λ∗B(U ∗) = min{
∑

e∗∈U∗\X∗
λ∗(e∗) | X∗ ⊆ U ∗,

∑
e∗∈X∗

c∗(e∗) ≤ B} .

Similarly, for a walk W ∗ in G∗ along the arcs (e∗1, e
∗
2, . . . , e

∗
k), we define

λ∗B(W ∗) = min{
∑

i∈{1,2,...,k}\I
λ∗(e∗i ) | I ⊆ {1, 2, . . . , k},

∑
i∈I

c∗(e∗i ) ≤ B} .

By the correspondence between elementary s-t cuts in G and s-t sep-
arating counterclockwise circuits in G∗ as highlighted in Section 3.4.1,
we have that the problem of finding an s-t cut in G with minimal re-
duced value is equivalent to finding an s-t separating counterclockwise
circuit with minimal reduced length in the dual. Such circuits can be
described in the following way. Let P be any path in the graph G
from vertex s to vertex t, we define PD = {eD ∈ E∗ | e ∈ P} and
PD
R = {eDR ∈ E∗ | e ∈ P}. For any set of arcs U ∗ ⊆ E∗ we define its

parity with respect to P by pP (U ∗) = |U ∗ ∩ PD| − |U ∗ ∩ PD
R |. By a

result of [40] we have that for every circuit C∗ in G∗, two consecutive
crossings on P alternate between left-right crossing and right-left ones.
This implies that every circuit C∗ in G satisfies pP (C∗) ∈ {−1, 0, 1}.
Furthermore, it is easy to observe that a circuit C∗ in G∗ has the prop-
erties to be counterclockwise s-t separating if and only if pP (C∗) = 1.
We therefore have to solve the following problem.

Problem 3.5.

argmin{λ∗B(C∗) | C∗circuit in G∗with pP (C∗) = 1}

Consider the following relaxation of Problem 3.5.

Problem 3.6.

argmin{λ∗B(W ∗) | W ∗closed walk in G∗with pP (W ∗) = 1}
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A solution to Problem 3.5 can easily be obtained on the base of a
solution W ∗ of Problem 3.6 by the following observation. W ∗ can be
partitioned into a disjoint union of circuits C∗1 , C∗2 , . . . , C∗k. Furthermore,
by modularity of the parity function pP and the fact that pP (W ∗) = 1,
we have 1 = pP (W ∗) =

∑k
i=1 pP (C∗i ). As the parity of each circuit is

in {−1, 0, 1}, there is some index i ∈ {1, 2, . . . , k} with pP (C∗i ) = 1.
From C∗i ⊆ W ∗ follows that λ∗B(C∗i ) ≤ λ∗B(W ∗). By optimality of W ∗

for Problem 3.6 we thus have λ∗B(C∗i ) = λ∗B(W ∗), and by the fact that
Problem 3.6 is a relaxation of Problem 3.5 follows that C∗i is an optimal
solution for Problem 3.5. More generally, the above reasoning shows that
minimal solutions of Problem 3.6 correspond to solutions of Problem 3.5
and vice versa. We will solve Problem 3.6 by solving a sequence of
problems of the following type, where v∗ is some fixed vertex in V ∗.

Problem 3.7.

argmin{λ∗B(W ∗) | W ∗closed walk in G∗containing v∗, pP (W ∗) = 1}

Solving Problem 3.7 for all vertices v∗ ∈ V ∗ and choosing among
those solutions the closed walk with minimum reduced value solves Prob-
lem 3.6. However, as a closed walk solving Problem 3.6 must pass at
least once by an arc in PD, it suffices to solve Problem 3.7 for all ver-
tices in G∗ with at least one outgoing arc in PD. Therefore, at most |P |
instances of Problem 3.7 have to be solved to get a solution to Prob-
lem 3.6.

Problem 3.7 can be formulated as a multi-objective shortest path
problem with the three objectives budget, length and parity on a net-
work G defined as follows. G = (V ∗, E) is obtained from the graph
G∗ = (V ∗, E∗) by doubling every arc. For every arc e∗ ∈ E∗, we denote
by e∗,1, e∗,2 the two corresponding parallel arcs in E. With every arc
e∗,i ∈ E we associate a parity value pP (e∗,i) = pP (e∗), a length

λ(e∗,i) =

{
λ∗(e∗) if i = 1

0 if i = 2

and a budget value

c(e∗,i) =

{
0 if i = 1

c∗(e∗) if i = 2 .
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We define the following natural correspondence between walks in G
and walks in G∗. With every walk W in G, we associate a walk W ∗(W )
in G∗ which is obtained by replacing each arc e∗,i of W , where i ∈
{1, 2}, with e∗. Conversely let W ∗ be a walk in G∗ going along the arcs
(e∗1, e

∗
2, . . . , e

∗
k). We denote by R∗(W ∗) ⊆ {e∗1, e∗2, . . . , e∗k} an interdiction

set inG∗ with respect to the budgetB that satisfies λ∗B(W ∗) = λ∗(W ∗)−
λ∗(R(W ∗))5. The walk W (W ∗) in G that corresponds to the walk W ∗

is defined by the sequence of arcs (ei)i∈{1,2,...,k} where

ei =

{
e∗,1i if e∗i 6∈ R(W ∗)
e∗,2i if e∗i ∈ R(W ∗) .

The doubling of the arcs for the network G represents that for a walk
W ∗ in G∗, every arc in W ∗ either contributes to the reduced length
λ∗B(W ∗) (this corresponds to the arcs in E with superscript one) or will
not be considered in λ∗B(W ∗) as it will be removed (this corresponds to
the arcs in E with superscript two). Therefore, a walk W in G can be
seen as a representation of the path W ∗(W ) and a set R∗ ⊆ W ∗(W ) of
arcs to be interdicted. The following proposition, which is easy to verify,
gives a formal description of the properties satisfied by the introduced
correspondence between walks in G∗ and G.

Proposition 3.8.

a) Let W be a walk in G. We have that W ∗(W ) satisfies
pP (W ∗(W )) = pP (W ) and λ∗

c(W )(W
∗) ≤ λ(W ).

b) Let W ∗ be a walk in G∗ and B some fixed budget. Then W (W ∗) is a
walk in G with c(W ) ≤ B, pP (W ) = pP (W ∗) and λ(W ) = λ∗B(W ∗).

Let v∗ ∈ V ∗ be some fixed vertex and W a closed walk in G con-
taining v∗, having parity equal to one, a budget value bounded by B
and with minimal length among all those closed walks. By Proposi-
tion 3.8, W ∗(W ) is then a solution to Problem 3.7. Finding such a W
is therefore a multi-objective shortest path problem in G which can be
transformed by standard techniques into a classical (single-objective)
shortest path problem with positive edge-weights that can finally be

5Such a set R∗(W ∗) exists by definition of λ∗B and can be determined by solving a
binary knapsack problem.
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solved in O(B|P |n log(n)) time [57]. Since Problem 3.6 can be solved
by solving at most |P | instances of Problem 3.7 we get an overall com-
plexity of O(B|P |2n log(n)) for solving Problem 3.6. By exchanging the
roles of budget and length, an algorithm is obtained with running time
O(φmax

B (G)|P |2n log(n)).

3.5 Incorporating vertex interdiction and
vertex capacities

In this section we show how vertex interdiction and vertex capacities
can be incorporated into the method presented in the previous section
by adapting the dual network. Therewith, we answer a question raised
in [43]. We begin by introducing the possibility of vertex interdiction
and observe afterwards how vertex capacities can be added to the model.
The role of the dual network G∗ will be replaced by a modified dual G̃∗
which allows to model vertex interdiction basically as arc interdiction.
A similar technique was used in [32] for modelling vertex capacities in
planar flow problems. The modified dual network will be introduced in
Section 3.5.1 for networks that may have lower bounds on the arc flows
since in some of the algorithms to be presented auxiliary networks are
used that contain lower bounds on the arc flows. Furthermore, a cor-
respondence between nontrivial elementary cuts in the original network
and nontrivial circuits in the modified dual network will be established
in the context of vertex interdiction. In Section 3.5.2 we show how a
pseudo-polynomial algorithm can be obtained for network flow inter-
diction problems with the possibility of vertex interdiction and vertex
capacities by transforming the problem to the modified dual network.

3.5.1 A modified dual network for vertex interdiction

Let (G, l, u, c) where G = (V,E) be a network with lower bound l
and upper bound u imposed on the arc flows and with interdiction
costs defined by c. We define a modified dual network (G̃∗, λ̃∗, c̃∗)
where G̃∗ = (Ṽ ∗, Ẽ∗) as an extended version of (G∗, λ∗, c∗) where
G∗ = (V ∗, E∗) as follows. For every v∗ ∈ V ∗ we denote by f(v∗)
the face of G corresponding to v∗. The vertex set of the network G̃∗ is
V ∗ ∪V . The arc set Ẽ∗ is defined by Ẽ∗ = E∗ ∪ ẼV where ẼV contains
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the two arcs (v, v∗) and (v∗, v) for every pair of v ∈ V and v∗ ∈ V ∗

where f(v∗) is a face adjacent to v (see Figure 3.3). The length function
λ̃∗ and the cost function c̃∗ are extensions of λ∗ respectively c∗ on the
arcs Ẽ∗ defined as follows.

λ̃∗(e∗) = λ∗(e∗) ∀e∗ ∈ E∗
λ̃∗(v, v∗) = 0 ∀(v, v∗) ∈ ẼV ∩ V × V ∗
λ̃∗(v∗, v) =∞ ∀(v∗, v) ∈ ẼV ∩ V ∗ × V

c̃∗(e∗) = c∗(e∗) ∀e∗ ∈ E∗
c̃∗(v, v∗) = 0 ∀(v, v∗) ∈ ẼV ∩ V × V ∗
c̃∗(v∗, v) = c(v) ∀(v∗, v) ∈ ẼV ∩ V ∗ × V

For some subset of arcs Ũ ∗ ⊆ Ẽ∗ we define its reduced length in G̃∗
with respect to the budget B by

λ̃∗B(Ũ ∗) = min{
∑

ẽ∗∈Ũ∗\X∗
λ̃∗(ẽ∗) | X∗ ⊆ Ũ ∗,

∑
ẽ∗∈X∗

c̃∗(ẽ∗) ≤ B} .

Furthermore, for a circuit C̃∗ in G̃∗ we denote by V 	
C̃∗

the subset of

vertices in V that are surrounded in counterclockwise sense by C̃∗. The
construction of G̃∗ is motivated by the following correspondence between
the reduced value of nontrivial elementary cuts in G and reduced costs
of nontrivial circuits in G̃∗.

Theorem 3.9. Let V ′ ⊆ V , ∅ 6= V ′ 6= V be a proper subset of the
vertices such that G[V ′] is connected and let B ∈ Z+. We have the
following equality:

min{φG−R([V ′, V \ V ′]) | R ⊆ E ∪ (V \ V ′), c(R) ≤ B}
= min{λ̃∗B(C̃∗) | C̃∗ circuit in G̃∗, V 	

C̃∗
= V ′} .

Proof. ≥) We begin by proving that the optimization problem on the
left side has an optimal value which is greater or equal to the one on
the right side. Let R ⊆ E ∪ (V \ V ′) be an interdiction set and let
U+ = δ+

G−R(V ′), U− = δ−G−R(V ′) and U = U+ ∪ U−. Using these
definitions we can rewrite the capacity of the cut [V ′, V \ V ′] in G−R
as φG−R([V ′, V \ V ′]) = u(U+) − l(U−). Since V ′ is the set of vertices
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Figure 3.3: Topology of the auxiliary graph G̃∗ = (Ṽ ∗, Ẽ∗) used for modeling
vertex interdiction. To simplify the drawing, lines with arrowheads on both
sides represent two oppositely directed arcs.

of a connected component in G − (R ∪ U), there exists a circuit C̃∗ in
G̃∗ with V 	

C̃∗
= V ′ and consisting only of arcs that are either adjacent

to vertices in R, are dual arcs of arcs contained in R∪U+ or are reverse
arcs of dual arcs of U−. We therefore have as desired

λ̃∗B(C̃∗) ≤ u(U+)− l(U−) = φG−R([V ′, V \ V ′]) .

≤) Let C̃∗ be a circuit in G̃∗ with V 	
C̃∗

= V ′ and satisfying λ̃∗B(C̃∗) <∞
(when the reduced dual length is equal to∞, the result follows trivially).
Let Ũ ∗ be a solution of

argmin
X̃∗⊆C̃∗

{
∑

ẽ∗∈C̃∗\X̃∗
λ̃∗(ẽ∗) | c̃∗(X̃∗) ≤ B} .

We assume without loss of generality that there is no arc ẽ∗ ∈ Ũ ∗ with
λ̃∗(ẽ∗) ≤ 0 since by removing those arcs from Ũ ∗ we still get a solution
to the above minimization problem. By definition of the reduced dual
length we have λ̃∗B(C̃∗) = λ̃∗(C̃∗)− λ̃∗(Ũ ∗). In the following we show how
an interdiction set R ⊆ E ∪ (V \ V ′) satisfying φG−R([V ′, V \ V ′]) ≤
λ̃∗B(C̃∗) can be derived from Ũ ∗. Let VC̃∗ be the subset of vertices in
V through which the circuit C̃∗ passes and let U ∗ = Ũ ∗ ∩ E∗. Because
λ̃∗B(C̃∗) < ∞ we have that all arcs of C̃∗ entering one of the vertices in
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VC̃∗ are contained in Ũ ∗ since their length is ∞. The cost of Ũ ∗ can
therefore be decomposed into a term corresponding to the interdiction
of arcs and one corresponding to the interdiction of vertices as follows.

c̃∗(Ũ ∗) = c∗(U ∗) + c(VC̃∗) (3.3)

Let U = {e ∈ E | eD ∈ U ∗} and we define R = VC̃∗ ∪ U . Notice that
since Ũ ∗ does not contain arcs with non-positive lengths we have that
there is no arc e ∈ E with eDR ∈ U ∗ since all reverse arcs of dual arcs
have non-positive length. By (3.3) and the definition of Ũ ∗ we have
c(R) = c(VC̃∗) + c∗(U ∗) = c̃∗(Ũ ∗) ≤ B showing that R is an interdiction
set with respect to the budget B. Let E∗C̃∗ = C̃∗ ∩ E∗, E+

C̃∗ = {e ∈ E |
eD ∈ E∗C̃∗}, E

−
C̃∗ = {e ∈ E | eDR ∈ E∗C̃∗} and EC̃∗ = E+

C̃∗ ∪ E
−
C̃∗. Since

C̃∗ is a circuit with V 	
C̃∗

= V ′, there is no arc from a vertex in V ′ to a
vertex in V \ V ′ in the network G − (VC̃∗ ∪ EC̃∗). Hence, removing the
arcs EC̃∗ \ U = (E+

C̃∗ \ U) ∪ E−C̃∗ from G− R destroys all paths from V ′

to V \ V ′ and thus implies φG−R([V ′, V \ V ′]) ≤ u(E+
C̃∗ \ U) − l(E−C̃∗).

The result is finally obtained by observing that u(E+
C̃∗ \ U) − l(E−C̃∗) =

u(E+
C̃∗)− l(E

−
C̃∗)− u(U) = λ̃∗(C̃∗)− λ̃∗(Ũ ∗) = λ̃∗B(C̃∗).

Theorem 3.9 will be used for transforming an interdiction problem on
G that allows vertex interdiction to a problem of finding appropriate
circuits in G̃∗. Notice that even though the theorem just states equality
between the optimal values of the two indicated optimization problems,
the proof of Theorem 3.9 shows how the solution of one problem can be
transformed to a solution of the other problem. When using Theorem 3.9
to reduce an interdiction problem to a problem of finding an appropriate
circuit in the modified dual, we can therefore build a solution to the
interdiction problem on the basis of the obtained circuit in the modified
dual.

3.5.2 Solving interdiction problems with vertex in-
terdiction and vertex capacities

In the following we present a pseudo-polynomial algorithm for the net-
work flow interdiction problem on planar networks with a single source
and sink that can handle vertex interdiction and vertex capacities. In
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a first step, we consider an interdiction problem allowing only vertex
interdiction but no vertex capacities. Afterwards, we show how vertex
capacities can be incorporated into the algorithm.
Let (G, u, s, t, c) where G = (V,E) be an interdiction network al-

lowing vertex interdiction but without vertex capacities and let B be
some fixed budget. The interdiction problem on G can be formulated
as the problem of finding a tuple (R, V ′) where R is an interdiction set,
V ′ ⊆ V \R with s ∈ V ′ and t 6∈ V ′ and such that φG−R([V ′, V \ V ′]) is
minimal. Since we have no lower bounds on the arc flows, we can assume
that an optimal solution (R, V ′) satisfies that the s-t cut [V ′, V \ V ′] is
elementary in G−R, since otherwise, V ′ can be replaced by the subset
V ′′ ⊆ V ′ that consists of the set of vertices in the connected component
of G[V ′] that contains s. Using Theorem 3.9 the interdiction problem
can be reformulated on G̃∗ as the problem of finding an s-t separating
counterclockwise circuit with minimum reduced value.

For characterizing s-t separating counterclockwise circuits, we intro-
duce an adapted version of the parity function. As in the previous sec-
tion, let P be a path in G from s to t. Since in the graph G̃∗ it is possible
to cross P at a vertex, we have to take this possibility into account in
the parity function. We therefore define a parity function p̃P which is
an extension of pP on the subsets of Ẽ∗ in the following way. For every
vertex v ∈ V \{s, t} which lies on the path P we define the parity of arcs
in Ẽ∗ that are adjacent to v as follows. For every arc ẽ∗ = (v, v∗) ∈ Ẽ∗
which leaves P to the left side and every arc ẽ∗ = (w∗, v) ∈ Ẽ∗ which
enters P on the right side, we set p̃P (ẽ∗) = 1/2. Similarly, for every
arc ẽ∗ = (v∗, v) ∈ Ẽ∗ which enters P from the left side and every arc
ẽ∗ = (v, w∗) which leaves P to the right side we set p̃P (ẽ∗) = −1/2. For
all other arcs in Ẽ∗ \E∗ we set p̃P = 0. Finally, for any set Ũ ∗ ⊆ Ẽ∗ we
define its parity by p̃P (Ũ ∗) =

∑
ẽ∗∈Ũ∗ p̃P (ẽ∗). By this definition of the

parity function we have, as desired, that the parity of a given walk cor-
responds to the difference between the number of times the walk crosses
the path P from right to left and the number of times the walk crosses
P from left to right. We thus have as in the previous section that a
circuit C̃∗ in G̃∗ has the properties to be counterclockwise s-t separating
if and only if p̃P (C̃∗) = 1. Figure 3.4 illustrates how λ̃∗, c̃∗ and p̃P are
defined on the arcs of ẼV .

Similar as in the previous section, an s-t separating counterclock-
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Figure 3.4: Schematic description of how λ̃∗, c̃∗ and p̃P are defined on arcs
of ẼV depending on whether they are adjacent to a node v that a) does not
lies on the path P or b) does lie on P .

wise circuit can be found by formulating a corresponding multi-objective
shortest path problem by adapting the network G̃∗. We therefore get
a pseudo-polynomial algorithm for solving the network flow interdiction
problem on planar graphs with a single source and sink and with the
possibility to interdict arcs and vertices. The asymptotic complexity re-
mains the same as in the previous section because the size of the graph
G̃∗ is only at most a constant factor larger than G∗, and the same is
true for the number of times we have to solve subproblems of the type
of Problem 3.6.

Upper capacities on the vertices can be introduced in the same way as
shown in [32] by slightly modifying the network G̃∗ as follows. Suppose
that some vertex v ∈ V has an upper capacity u(v) ∈ Z+. The modified
network is built from the network G̃∗ by setting length of every arc
(v∗, v) ∈ Ẽ∗, where v∗ ∈ V ∗, to u(v). Therefore, in the calculation
of the reduced dual length for a given s-t separating counterclockwise
circuit C̃∗ in G̃∗, an arc in C̃∗ that enters some vertex v ∈ V does
not need anymore to be interdicted, which corresponds to interdicting
the vertex v, but can also be “in the cut” and contribute u(v) to the
reduced dual length. In [32] a justification of this construction in the
case without interdiction (respectively by setting B = 0) is given which
easily extends to the case with interdiction. To simplify the presentation
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of further results, we restrict ourselves in the following to flow networks
without vertex capacities. Vertex capacities can easily be added by the
above construction.

3.6 Transformation to fully polynomial ap-
proximation schemes

In this section we show that by appropriately scaling and rounding the
capacities, any network flow interdiction algorithm with a running time
that is polynomial in the input size and the capacities can be transformed
into an FPAS. Since this technique does not change the topology of the
graph, it can be applied to network flow interdiction algorithms that are
designed for restricted graph classes, as for example planar graphs. In
particular, the transformation can be applied to all pseudo-polynomial
algorithms presented so far in this chapter after having exchanged the
roles of costs and capacities by using the symmetry argument of Sec-
tion 3.2.2.
To determine the appropriate scaling factor, we can assume that we

are given an interdiction network (G, u, s, t, c) where G = (V,E) with a
single source and sink, without the possibility to interdict vertices and
without capacities on the vertices. These assumptions are not restric-
tive since any interdiction network with multiple sources and sinks and
with vertex capacities and vertex interdiction can be transformed into
such a network by standard techniques of introducing a supersource and
supersink and doubling vertices. The network (G, u, s, t, c) is only used
to determine the scaling factor. The pseudo-polynomial algorithm will
be applied to the initial network with adapted capacities and thus can
profit from the structure of the initial network.
Let {e1, . . . , em} = E with u(e1) ≥ · · · ≥ u(em). Furthermore for

i ∈ {1, . . . ,m} we define Ei = {e1, . . . , ei} and denote by Gi = (V,Ei)
the graph corresponding to the network (G, u, s, t, c) without the edges
{ei+1, . . . , em}.

Notice that for a given i ∈ {1, . . . ,m} we can check whether
φmax
B (Gi) = 0 by solving a minimum s-t cut problem in Gi since
φmax
B (Gi) = 0 if and only if the value of a minimum s-t cut in Gi with

respect to the costs is less or equal than B. In a first step we check
whether φmax

B (G) = 0 and if φmax
B (G) = 0, the arcs in a minimum s-t
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cut in G with respect to the costs correspond to an optimal interdiction
set. Thus, we can assume φmax

B (G) > 0. Let

ζ = min{i ∈ {1, . . . ,m} | φmax
B (Gi) > 0} .

Since we assumed φmax
B (G) > 0, ζ is well defined. The index ζ can

be determined by applying binary search on i ∈ {1, . . . ,m} and solving
the corresponding minimum s-t cut problem. Hence, the time needed
to decide whether φmax

B (Gi) = 0 and in case φmax
B (Gi) > 0 to determine

ζ is bounded by O(log(m)αCut(n,m)), where O(αCut(n,m)) is the time
to solve a minimum s-t cut problem in a graph with n vertices and m
edges.

Let ε > 0 be the desired upper bound for the relative error of the
PTAS to be presented and we define a scaling factor η = εu(eζ)/m.
All capacities in G are scaled by the factor 1/η and rounded down to
the next integer. Let u′ be the new capacities on G thereby obtained,
i.e., u′(e) = bu(e)/ηc ∀e ∈ E. To simplify notations, we denote by
G′ the graph corresponding to the network associated with G with the
capacities u′ instead of u. Let U ′ ⊆ E be an optimal interdiction set
with respect to the budget B in G′. In the following, we show that U ′
is an interdiction set giving an ε-approximate solution for the network
interdiction problem on G and that the proposed algorithm has indeed
a running time bounded by a polynomial in the input size and 1/ε. For
this we need the following relations.

Lemma 3.10.

i) φmax(G− U ′) ≤ ηφmax
B (G′) + ηm

ii) ηφmax
B (G′) ≤ φmax

B (G)

iii) u(eζ) ≤ φmax
B (G)

iv) φmax
B (G) ≤ mu(eζ)

Proof. i) Let C ′ be a minimum s-t cut in G′ − U ′ and let C be
a minimum s-t cut in G − U ′. Thus, φG′−U ′(C ′) = φmax

B (G′),
φG−U ′(C) = φmax(G − U ′) and φG−U ′(C ′) ≥ φG−U ′(C). Further-
more, by the definition of u′ we have ηu′(e) + η > u(e) ∀e ∈ E.
Using this inequality and the fact that there are at most m edges
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in the s-t cut C ′, we get ηφG′−U ′(C ′) + ηm > φG−U ′(C ′). Putting
everything together we finally get the desired result:

φmax(G− U ′) = φG−U ′(C) ≤ φG−U ′(C ′)
< ηφG′−U ′(C ′) + ηm = ηφmax

B (G′) + ηm .

ii) The result is a direct consequence of ηu′(e) ≤ u(e) ∀e ∈ E.

iii) By definition of ζ, we have that for any interdiction set U in Gζ

with respect to the budget B, there is still a path from s to t in
Gζ − U . Since all arcs in Gζ − U have a capacity of at least u(eζ),
we can send u(eζ) units of flow from s to t over this path, implying
the desired result.

iv) By definition of ζ, there exists an interdiction set U in G with
respect to the budget B such that there is no path from s to t in
G − U consisting only of arcs with a strictly larger capacity than
u(eζ). Thus, there is an s-t cut in G−U containing only arcs with
capacity at most u(eζ). Since this cut contains at most m arcs the
result follows.

Using i) - iii) of Lemma 3.10 and the definition of η we get as desired
that U ′ is an interdiction set which is an ε-approximate solution of the
matching interdiction problem in G:

φ(G− U ′) ≤ ηφmax
B (G′) + ηm ≤ φmax

B (G) + εu(eζ) ≤ (1 + ε)φmax
B (G) .

Finally we have to check that the proposed algorithm has indeed a
running time that is polynomial in the input size and in 1/ε. We as-
sumed to have a pseudo-polynomial algorithm for the given network
flow interdiction problem that runs in time polynomial in the input size
and the capacities. Since such pseudo-polynomial algorithms for net-
work flow interdiction typically apply dynamic programming over the
capacities, the capacities are usually represented in the running time as
a polynomial in φmax

B (G). This is also the case for all of the previously
presented algorithms in this chapter. However, we can even assume
without loss of generality to have an algorithm with such a running
time, since otherwise we can reduce to this case as follows. In the gen-
eral case of an algorithm with a running time that is polynomial in the
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input size and the capacities, the capacities enter the running time as a
polynomial in the largest finite capacities. Since by Lemma 3.10 we have
φB(G) ≤ mu(eζ), all finite capacities in G that are larger than mu(eζ)
can be set to mu(eζ) without changing the problem. As the largest
capacity in the new network is at most mu(eζ) and u(eζ) ≤ φmax

B (G)
by Lemma 3.10 we have as desired that the largest capacity is bounded
by a polynomial in φmax

B (G) and the input size. By using ii) and iv) of
Lemma 3.10, we get the following upper bound for φmax

B (G′):

φmax
B (G′) ≤ mu(eζ)

η
=
m2

ε
.

Hence, the above scaling technique indeed transforms a pseudo-
polynomial algorithm with a running time that is polynomial in the
input size and the capacities into an FPAS. Remember that for deter-
mining the ε-approximate interdiction set, the given pseudo-polynomial
algorithm will be applied to the capacity-scaled version of the original
network and not to the network G′. However this has no effect on the
above analysis.

3.7 Pseudo-polynomial algorithm for net-
work flow security on supply networks

In this section we present a pseudo-polynomial algorithm for the network
flow security problem on planar supply networks with multiple sources
and sinks. At first sight, network flow security on planar supply net-
works seems to be a rather special case of network flow interdiction on
planar networks. However a pseudo-polynomial algorithm for network
flow security on planar supply networks can easily be transformed into
a pseudo-polynomial algorithm for network flow interdiction on planar
networks with a single source and sink. This can be done by using a
reduction from network flow interdiction to network flow security ana-
logue to the one presented in Section 3.3 as follows. Let G be a planar
interdiction network with a single source s and a single sink t and B
some fixed interdiction budget (without loss of generality we suppose
that s and t have infinite supply and demand). For some fixed K ∈ Z+
we can decide whether φmax

B (G) < K by solving the network flow secu-
rity problem with budget B on the network G where we set the supply
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of s and the demand of t to the value K. If it is possible to reduce
the maximum flow in this network with respect to the budget B then
φmax
B (G) < K and otherwise φmax

B (G) ≥ K. A binary search over K
allows therefore to determine the value of φmax

B (G) with a polynomial
number of calls to the algorithm for network flow security on planar
supply networks.

The method we propose for network flow security on planar supply
networks works in two steps. In a first step, the underlying network flow
problem is transformed into a circulation problem by using a technique
introduced in [40]. This step will be explained in Section 3.7.1. In
Section 3.7.2 we present how the transformed problem can be solved in
pseudo-polynomial time when vertex interdiction is not allowed. Since
the proposed algorithm differs significantly from the approach presented
in Section 3.4.2, the method for incorporating vertex interdiction has to
be adapted. How this can be done is presented in Section 3.7.3.

3.7.1 Transformation to circulation problem

In this section we briefly present how the problem of testing whether
a balanced flow problem with multiple sources and sinks is a supply
network can be transformed into a circulation problem. This transfor-
mation was introduced in [40]. Let (G, u, S, T, d) where G = (V,E)
be a balanced planar flow network with upper bounds on the arc flows
designated u, source set S ⊆ V and sink set T ⊆ V \ S and with de-
mand/supply function d. The problem we want to solve is the following.

Problem 3.11. Does there exist a saturating flow in G?

The main idea is to send the flow from the sources to the sinks over
auxiliary arcs to obtain a residual network Ĝ. The problem of finding a
saturating flow in G is then equivalent to finding a circulation in Ĝ that
neutralizes the flow which was sent on the auxiliary arcs by sending
the same amount of flow in the reverse direction. This can easily be
formulated as a circulation problem in Ĝ with lower bounds imposed on
the flow on auxiliary arcs.

The network (Ĝ, l̂, û) where Ĝ = (V̂ , Ê) with V̂ = V is defined as
follows. Let T ′ be a set of new edges that form an undirected tree
over the vertices in V spanning the sources and sinks and that can be
added to G without destroying planarity. For every edge {v, u} ∈ T ′ we
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denote by VT ′(v, u) ⊆ V the set of vertices in the connected component
of T ′ \ {v, u} that contains v. We orient the edges in T ′ to obtain T
in the following way. For {v, u} ∈ T ′ we orient the edge from v to u if
d(VT ′(v, u)) > 0, otherwise we orient the edge from u to v. The set Ê
is defined to be E ∪ T . Furthermore, the upper and lower bounds û, l̂
are defined as follows. The function û is an extension of u on the set Ê
defined by û(v, u) = d(VT ′(v, u)) ∀ (v, u) ∈ T . The lower bounds l̂ have
a value of zero on the edges in E and are equal to the corresponding
upper bounds on the edges in T . See Figure 3.5 for an illustration of
the above construction.

As noted in [40] we have the following theorem.

Theorem 3.12. There exists a saturating flow in G if and only if there
exists a circulation in Ĝ.

The following theorem can easily be obtained as a consequence of the
max-flow min-cut theorem (see [1] for more information).

Theorem 3.13. There exists a saturating flow in G if and only if there
is no elementary cut with negative value in Ĝ.

Additionally, whether a planar flow network admits a circulation can
be determined by checking whether its dual contains negative circuits
as follows. Let (Ĝ∗, λ̂∗) where Ĝ∗ = (V̂ ∗, Ê∗) be the dual network of
Ĝ as defined in Section 3.4, with the difference that we have no dual
costs ĉ∗ as we deal with a standard flow network and not an interdiction
network. By Proposition 3.4 we have that Ĝ has no elementary cut with
negative value if and only if Ĝ∗ contains no negative circuits. Combining
this result with Theorem 3.13 we finally get the following theorem.

Theorem 3.14. There exists a saturating flow in G if and only if Ĝ∗
has no negative circuits.

In the following, pseudo-polynomial algorithms for interdiction prob-
lems will be presented that are based on generalized versions of the above
theorems.

3.7.2 Network security on planar graphs with multi-
ple sources and sinks

By putting together the techniques for network flow interdiction on pla-
nar graphs with a single source and sink as presented in Section 3.4
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a) b)

T

Figure 3.5: Illustration of how the auxiliary arcs T are added. In a) an
initial graph G is shown containing two sources s1, s2 with demands d(s1) =
−4, d(s2) = −2 and two sinks t1, t2 with demands d(t1) = 3, d(t2) = 3. In b) a
possible way of how the tree T can be added is shown and the resulting lower
and upper bounds imposed on the arc flows of the arcs in T are indicated.

and the results of the previous subsection, we can easily build a pseudo-
polynomial algorithm for network flow security on planar supply net-
works without vertex interdiction as follows. Let B be a fixed budget
and (G, u, S, T, d, c) where G = (V,E) be a planar interdiction net-
work without vertex removal whose underlying flow network is a supply
network. Let (Ĝ, l̂, û) where Ĝ = (V̂ , Ê) be the auxiliary network cor-
responding to (V,E, u, S, T, d) as defined in Section 3.7.1. We extend
this auxiliary network to a network (Ĝ, l̂, û, ĉ) where ĉ is an extension
of c on the set Ê, satisfying ĉ(ê) = ∞ ∀ ê ∈ Ê \ E. Let (Ĝ∗, λ̂∗, ĉ∗)
where Ĝ∗ = (V̂ ∗, Ê∗) be its corresponding dual network as defined in
Section 3.4.
Interdicting an arc in G corresponds to setting its capacity to 0, which

corresponds in the dual network Ĝ∗ to setting the length of the corre-
sponding dual arc to 0. Hence by Theorem 3.14 we have that there is an
interdiction set R ⊆ E such that it is not possible to find a circulation in
G− R if and only if Ĝ∗ contains a circuit with negative reduced value.
To check whether such a circuit exists, we determine the circuit with
minimum reduced cost in Ĝ∗. By using techniques analogue to the ones
presented in Section 3.4 this problem can be reduced to solving multi-
objective shortest path problems with the difference that we do not have
to take parity into account. Again, using standard techniques for solving
multi-objective shortest path problems, the problem of finding a circuit
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with minimum reduced cost in Ĝ∗ can be solved in O(Bn3) [57].

3.7.3 Generalization to include vertex interdiction

Again let (G, u, S, T, d, c) where G = (V,E) be a planar interdiction
network that is balanced, demand-satisfiable and allows arc and vertex
removal (except for sources and sinks) and let B be a fixed budget.
As in the case without vertex removal, we begin by reformulating the
problem as an interdiction problem for circulations. Let (Ĝ, l̂, û, ĉ) where
Ĝ = (V̂ , Ê) be the auxiliary graph as defined in Section 3.7.2 and as
before we denote by T = Ê \ E the added tree arcs. We now discuss
how arc and vertex removal in G translates to Ĝ. A removal of an arc in
G simply corresponds to removing the same arc in Ĝ. However, vertex
removal cannot be translated in such a direct way since the arcs in Ê \E
are auxiliary arcs which should not be removed by a vertex removal. This
is the main difference compared to the interdiction problems discussed
in Section 3.5 and the reason why the method has to be adapted. For
any interdiction set R ⊆ V ∪E, we denote by Ĝ(R) the graph obtained
from Ĝ by removing all arcs contained in R and all arcs in E being
adjacent to a vertex in R. The following theorem is the counterpart of
Theorem 3.13 in the context of interdiction.

Theorem 3.15. For any interdiction set R in G we have the following
equivalence: There exists a saturating flow in G−R if and only if there
is no elementary cut in Ĝ(R) with value < 0.

Proof. Let G(R) be the network obtained from G by removing all arcs in
R and all arcs adjacent to vertices in R. We trivially have that there is a
saturating flow in G−R if and only if there is a saturating flow in G(R).
The network Ĝ(R) can easily be obtained from G(R) by applying the
construction introduced in Section 3.7.1. Applying Theorem 3.13 finally
proves the claim.

In the following, we show how the problem of finding an interdiction
set R and an elementary cut in Ĝ(R) with negative value can be mapped
onto the problem of finding a circuit with negative reduced length in an
adapted dual network G̃∗. In a first step we assume that all vertices that
are adjacent to auxiliary arcs, i.e. the arcs T , cannot be interdicted.
This restriction will be lifted in a second step.
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Special case: all vertices adjacent to arcs in T cannot be in-
terdicted

Assuming that no edge of T is adjacent to a vertex with finite inter-
diction cost we have for any interdiction set R in G, G(R) = G − R.
Let (G̃∗, λ̃∗, c̃∗) where G̃∗ = (Ṽ ∗, Ẽ∗) be the modified dual network for
the network Ĝ as introduced in Section 3.5 6. The following theorem
shows in the current context how the network security problem can be
transformed to the dual. Since T does not touch vertices with finite
interdiction cost, the transformation can be done in an analogue way as
in Section 3.5.

Theorem 3.16. If all vertices that are adjacent to an arc in T cannot
be interdicted, the following statements are equivalent.

i) There exists an interdiction set R in G such that there is no satu-
rating flow in G−R.

ii) There is a circuit C̃∗ in G̃∗, with negative reduced value, i.e.,
λ̃∗B(C̃∗) < 0.

Proof. By Theorem 3.15 and the property that for any interdiction set
R in G we have Ĝ(R) = Ĝ−R we have that point i) is equivalent to

i’) There exists an interdiction set R in G such that there is an ele-
mentary cut in Ĝ−R with value < 0.

By applying Theorem 3.9 we have that statement i’) is equivalent to

i”) min{λ̃∗B(C̃∗) | C̃∗ circuit in G̃∗, ∅ 6= V 	
C̃∗
6= V } < 0.

The proof will finally be completed by showing that any circuit C̃∗ in
G̃∗ with either V 	

C̃∗
= ∅ or V 	

C̃∗
= V satisfies λ̃∗B(C̃∗) ≥ 0 which shows

the equivalence between statement i”) and statement ii). Let C̃∗ be a
circuit in G̃∗ and let Ũ ∗T be the subset of arcs in C̃∗ corresponding to
dual arcs of T or their reverse arcs, i.e.,

Ũ ∗T = {ẽ∗ ∈ C̃∗ | ∃e ∈ T s.t. eD = ẽ∗ or eDR = ẽ∗} .
6Using the notation ˜̂G∗ instead of G̃∗ would be more consistent. However, to simplify
notations we chose the second form.
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Because all arcs in Ũ ∗T have infinite interdiction cost, the reduced length
of C̃∗ can be rewritten as follows:

λ̃∗B(C̃∗) = λ̃∗B(C̃∗ \ Ũ ∗T ) + λ̃∗(Ũ ∗T ) . (3.4)

By the definition of λ̃∗, the arcs in G̃∗ with negative lengths are given
by {eDR | e ∈ E, l(e) > 0}. Since the only arcs in Ĝ that may have
positive lower bounds on the arc flows are those in T , we have λ̃∗(ẽ∗) ≥ 0

for all arcs ẽ∗ ∈ C̃∗ \ Ũ ∗T and thus

λ̃∗B(C̃∗ \ Ũ ∗T ) ≥ 0 . (3.5)

In the following we show that λ̃∗(Ũ ∗T ) = 0 if the circuit C̃∗ satisfies
V 	
C̃∗
∈ {∅, V }. Combined with (3.4) and (3.5) this result will imply as

desired λ̃∗B(C̃∗) ≥ 0 if V 	
C̃∗
∈ {∅, V }. Let VT be the subset of vertices

in Ĝ that are adjacent to arcs in T and let ĜT be the subnetwork of
Ĝ over the vertices VT and the arcs T . Thus, ĜT is a network whose
underlying graph consists of the tree defined by T . One can easily check
that the value of any cut [V ′, VT \V ′] in ĜT can be expressed as follows:

φGT ([V ′, VT \ V ′]) =
∑
v∈V ′

d(v) .

Since Ũ ∗T are the dual arcs corresponding to the arcs in the cut [V 	
C̃∗
∩

VT , VT \ V 	
C̃∗

] we have

λ̃∗(Ũ ∗T ) = φGT ([V 	
C̃∗
∩ VT , VT \ V 	

C̃∗
]) =

∑
v∈V 	fC∗∩VT

d(v) . (3.6)

Since the set VT contains by construction all sources and sinks, we have
d(v) = 0 for all v ∈ V 	

C̃∗
\ VT . Therefore, (3.6) can be rewritten as

λ̃∗(Ũ ∗T ) =
∑
v∈V 	fC∗

d(v) .

By the above equation, we finally have λ̃∗(Ũ ∗T ) = 0 if V 	
C̃∗
∈ {∅, V }.
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The problem of testing whether there is a circuit with minimum re-
duced length in G̃∗ can be solved by the same techniques that were used
for the network flow security problem without vertex interdiction in Sec-
tion 3.7.2. Since the network G̃∗ is only by a constant factor larger than
the network Ĝ∗ which was used in Section 3.7.2 we get the same running
time of O(Bn3).

General case: arcs in T may be adjacent to vertices with finite
interdiction costs

We finally consider the general case where the auxiliary arcs T may
be adjacent to vertices with finite interdiction costs. This case will be
reduced to the previous one by modifying the network G in such a way
that the auxiliary arcs T can be chosen such that they are not adjacent to
vertices with finite interdiction costs. More precisely, before introducing
the auxiliary arcs T , some arcs of the network G will be subdivided
such that the tree T can bypass vertices with finite interdiction costs.
This idea was also used in [32] in a different context. Note that an arc
e = (u,w) in the network G can easily be subdivided by introducing
a new vertex ve with infinite interdiction cost and replacing e by two
arcs (u, ve) and (ve, w) with the same capacity and interdiction cost
as e. One can easily check that the network security problem on a
network with subdivided arcs is equivalent to the original one. Notice
that when subdividing a set of arcs with the same endpoints, it suffices
to introduce only one artificial vertex instead of one for each arc. By
subdividing arcs of G, it is easy to choose the artificial arcs T such that
all vertices that are adjacent to T are either artificial vertices or sources
and sinks (see Figure 3.6). Since artificially added vertices as well as
sources and sinks cannot be interdicted, we are back in the previous case.
Furthermore, since the size of the resulting graph Ĝ is still bounded by
O(n), the network security problem can thus be solved in O(Bn3) time
as in the previous case.

Vertex capacities can be introduced in the same way as presented in
Section 3.5. Here too, we have to ensure that no auxiliary arc is adjacent
to a capacitated vertex that is neither a source nor a sink. However,
when choosing T such that all vertices adjacent to T are either sources,
sinks or vertices that were artificially added through subdivisions, this
condition is automatically satisfied.
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T

Figure 3.6: Illustration showing how some initial candidate for T (bold arcs
on the left image) can be transformed by edge subdivisions into a tree T
(bold arcs on the right image) such that all vertices that are adjacent to arcs
in T are either sources, sinks or artificial vertices which were introduced for
subdividing arcs. The artificial vertices on the right image are indicated as
small circles.

3.8 Conclusions

We proposed a planarity-preserving transformation that allows to in-
corporate vertex removals and vertex capacities in pseudo-polynomial
interdiction algorithms for planar graphs. Furthermore, we showed how
a pseudo-polynomial network flow interdiction algorithm with a run-
ning time that is polynomial in the input size and the capacities can be
transformed into an FPAS. Additionally, a pseudo-polynomial algorithm
was introduced for the network security problem on planar supply net-
works. This is the first pseudo-polynomial algorithm allowing to solve
non-trivial interdiction problems with multiple sources and sinks. Since
the network security problem on supply networks can be seen as a gen-
eralization of the interdiction problem with a single source and sink,
the introduced approach can solve a broader range of interdiction prob-
lems compared to previous pseudo-polynomial algorithms. We showed
how the method for incorporating vertex removals and vertex capac-
ities can be adapted for the new algorithm. However, the proposed
algorithm does not seem to extend easily to general network flow in-
terdiction problems with multiple sources and sinks. Thus, it is still
open whether network flow interdiction on planar graphs with multiple
sources and sinks is solvable in pseudo-polynomial time. We showed that
the k-densest subgraph problem on planar graphs can be polynomially
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reduced to a network flow interdiction problem on a planar graph with
multiple sources and sinks. The algorithms presented in this chapter
can easily be adapted to the case when multiple resources are needed
for removing arcs and nodes, still remaining pseudo-polynomial. The
main purpose of the algorithms presented in this chapter was to show
that various interdiction problems on planar graphs can be solved in
pseudo-polynomial time. We expect, however, that it should be possible
to speed up the proposed algorithms by better exploiting the planarity
of the network in the subproblems to be solved. Furthermore, it would
be very interesting to have further results on the approximability of
network flow interdiction problems.





Chapter 4

Matching Interdiction

4.1 Introduction

In this chapter we deal with the problem of minimizing the maximum
weight of matchings in a given graph by removing edges constrained to
some interdiction budget. One important motivation for studying this
problem is to get a robustness measure for solutions to combinatorial
optimization problems based on maximum matchings. To the best of
the authors knowledge, the matching interdiction problem has not been
studied so far. However, interdiction problems were considered for a
variety of other underlying combinatorial optimization problems as for
example shortest paths [3, 16, 21, 26], network flows [43, 56, 57] or
minimum spanning trees [15, 36, 51].
In [4], a problem related to matching interdiction was studied with a

focus on graph-theoretical aspects, namely the one of finding a minimum
d-blocker in a given graph. The task is to determine a subset of the
edges of minimum cardinality such that their removal from the graph
decreases the cardinality of a maximum matching by at least d units.
In [9] a polynomial delay algorithm for finding all minimum 1-blockers
of a bipartite graph, that contains a perfect matching, is presented.
In a first part of this work, we present some hardness results for

the matching interdiction problem. In particular we give a reduction
from the knapsack problem showing that matching interdiction is NP -
complete even when restricted on graphs consisting only of isolated
edges, i.e., every connected component of the graph consists of a single
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edge. Additionally, we show that the problem is strongly NP -complete
for simple, bipartite graphs with unit interdiction costs and unit edge
weights.

We furthermore present a pseudo-polynomial algorithm for the match-
ing interdiction problem on graphs with bounded treewidth using dy-
namic programming. Numerous combinatorial problems that are hard
in general can be solved efficiently on graph with bounded treewidth by
a rather standard approach [5, 8, 33]. However, these algorithms deal
with problems that do not have a min-max character as it is the case
with interdiction problems. The proposed technique extends the ap-
proach that is typically used for the creation of efficient algorithms on
graphs with bounded treewidth to interdiction problems and can easily
be adapted to solve other interdiction problems on graphs with bounded
treewidth. Additionally, we show how the proposed pseudo-polynomial
algorithm can be transformed into an FPAS using scaling and rounding
techniques.

This chapter is organized as follows. We start with introducing some
definitions and notations in Section 4.2. In Section 4.3, hardness results
for the matching interdiction problem are presented. Section 4.4 presents
a pseudo-polynomial algorithm and an FPAS for solving the matching
interdiction problem on graphs with bounded treewidth.

Parts of the results of this chapter were presented in [58].

4.2 Definitions and notations

Let G = (V,E) be an undirected graph. Edges are represented as
unordered pairs of vertices. We denote by n the number of vertices and
by m the number of edges in G. For V ′ ⊆ V , we denote by G[V ′]
the subgraph of G induced by V ′, i.e., G[V ′] = (V ′, E ∩ (V ′ × V ′)).
Furthermore for E ′ ⊆ E we denote by G−E ′ the subgraph (V,E \E ′).
A graph is called simple, if it contains neither loops nor parallel edges.
For v ∈ V , we denote by δ(v) ⊆ E the edges of G that are adjacent to
v. Thus |δ(v)| denotes the degree of v. A bipartite graph G is denoted
by G = (X, Y,E) where E is the set of edges and X, Y is a bipartition
of the vertices of G such that E ⊆ X × Y . For a positive integer k
we denote by Ck an undirected cycle over k vertices. For some set X,
we denote by P(X), the set of all of its subsets. For graph-theoretical
terms used in this chapter and not further specified in this section we
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refer to [50]. We denote by N the set of positive integers and by Z+ the
set of non-negative integers.
An algorithm is called a fully polynomial approximation scheme

(FPAS ) if for any ε > 0, it returns a solution corresponding to an
objective value with a relative distance of at most ε from the optimal
value and has a running time that is bounded by a polynomial in the
input size and 1/ε.

4.2.1 Matching interdiction

A matching interdiction network is a triple (G,w, c), where G = (V,E)
is an undirected graph with edge weights w : E → N and edge in-
terdiction costs c : E → N. Let (G,w, c) be a matching interdiction
network. We denote by M(G) ⊆ P(E) the set of all matchings in
G and by ν(G) the weight of a maximum weight matching in G, i.e.,
ν(G) = maxM∈M(G){w(M)}. When necessary, we also use the notation
ν(G,w) to specify the used weights. A set R ⊆ E is called an interdic-
tion set with respect to a given budget B ∈ Z+ if c(R) =

∑
e∈R c(e) ≤ B.

The matching interdiction problem asks to find for some fixed budget
B, an interdiction set R, that minimizes ν(G−R). We use the notation
νB(G) = min{ν(G−R)|R ⊆ E, c(R) ≤ B} or equivalently νB(G,w, c)
to specify the weights and costs defined on the edges E. For an undi-
rected graph G = (V,E) and B ∈ Z+ we denote by νuB(G) the value
νB(G,wu, cu), where wu and cu are the unit weight respectively unit
interdiction cost function, i.e., wu(e) = cu(e) = 1 ∀e ∈ E.

4.2.2 Treewdith and tree decompositions

A tree decomposition of a graph G = (V,E) is a pair (X = {Xi |
i ∈ I}, T = (I, F )) with T = (I, F ) a tree and each node i ∈ I has
associated to it a subset of vertices Xi ⊆ V , such that

• ∪i∈IXi = V .

• For every edge {v, w} ∈ E there exists an i ∈ I with {v, w} ⊆ Xi.

• For every vertex v ∈ V , the set of nodes {i ∈ I | v ∈ Xi} induces
a subtree of T .
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The width of the tree decomposition (X , T ) is maxi∈I{|Xi|− 1}. The
treewidth of a graph G is the minimum width over all tree decomposition
of G. A graph with treewidth at most k is also called a partial k-tree.
This notion comes from an alternative definition of graphs with bounded
treewidth [7]. For a given graph G = (V,E) with treewidth bounded by
a constant k, a tree decomposition with width k and |I| = O(n) can be
found in linear time [6]. A tree decomposition (X , T ) of G = (v, E) is
called nice if the tree T is rooted and binary, and the nodes are of four
types:

• Leaf nodes i ∈ I are leaves of T and satisfy |Xi| = 1.

• Introduce nodes i ∈ I have one child j with Xi = Xj ∪ {v} for
some vertex v ∈ V .

• Forget nodes i ∈ I have one child j with Xi = Xj \ {v} for some
vertex v ∈ V .

• Join nodes i ∈ I have two children j1, j2 with Xi = Xj1 = Xj2.

A tree decomposition can easily be converted (in linear time) into a
nice tree decomposition of the same width and whose size is at most a
constant factor larger than the size of the initial tree decomposition [33].
Design and analysis of algorithms is often easier when dealing with nice
tree decompositions.

4.3 Complexity

In this section, we present various hardness results for the matching
interdiction problem on different input classes. The following natural
decision version of the matching interdiction problem will be used for
complexity analysis.

MINT(G, w, c, B, K)
Input: Matching interdiction network (G,w, c), B,K ∈ Z+.
Question: Decide whether νB(G) ≤ K.

The following theorem shows that even on very restricted graph classes,
the MINT problem is NP -complete.
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Theorem 4.1. The MINT problem is NP -complete on the class of
graphs consisting only of isolated edges.

Proof. The MINT problem clearly lies in NP . To prove the hardness
we use a reduction from the knapsack problem which is well known to be
NP -complete [18]. Consider an instance of a knapsack problem where
we are given a finite set I, two non-negative integers K,Z and for each
i ∈ I a size s(i) ∈ N and a value v(i) ∈ N. The task is to decide whether
there exists some set I ′ ⊆ I with

∑
i∈I ′ s(i) ≤ Z and

∑
i∈I ′ v(i) ≥ K.

Let G = (V,E) be an undirected graph consisting of |I| isolated edges
E = {ei | i ∈ I}. We define edge weights w on E that are equal to
the values of the corresponding knapsack elements, i.e., w(ei) = v(i) for
i ∈ I, and costs c on E that are equal to the sizes of the corresponding
knapsack elements, i.e., c(ei) = s(i) for i ∈ I. Since every subset of E is
a matching in G, we have that the problem MINT(G,w, c, Z, ν(G)−K)
corresponds to finding a set I ′ ⊆ I, with

∑
i∈I ′ c(ei) =

∑
i∈I ′ s(i) ≤ Z

and
∑

i∈I\I ′ w(ei) = ν(G)−∑i∈I ′ v(i) ≤ ν(G)−K. This is exactly the
knapsack problem.

To show strong NP -completeness of the MINT problem, we will show
that the problem remains NP -complete when restricted to unit edge
weights and unit edge interdiction costs, i.e., NP -completeness of the
following problem will be proven.

MINTU(G, B, K)
Input: Undirected graph G = (V,E) and B,K ∈ {0, . . . ,m}.
Question: Decide whether νuB(G) ≤ K.

Even though the cost of every edge in a MINTU problem is set to one,
higher costs can be modelled by adding parallel edges. In particular by
adding to an edge e ∈ E, m additional parallel edges, we can model
an edge as non-removable since B ≤ m, i.e., we have shown that the
following problem reduces to the MINTU problem.

NMINTU(G, N, B, K)
Input: Undirected graph G = (V,E), N ⊆ E and

B,K ∈ {0, . . . ,m}.
Question: Decide whether there is a set R ⊆ E \ N , |R| ≤ B

and ν(G−R) ≤ K.
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The hardness of the MINTU problem will be shown by proving that
NMINTU is NP -hard. To obtain complexity results for the MINTU
problem that are valid for simple graphs we consider an alternative re-
duction from the NMINTU problem to the MINTU problem.

Theorem 4.2. The problem NMINTU(G,N,B,K), with G a simple
graph, can be polynomially reduced to MINTU(G′, B,K ′), with G′ a
simple graph.

Proof. Consider the problem NMINTU(G,N,B,K) where G = (V,E)
is an undirected graph, N ⊆ E is a set of non-removable edges and
K,B ∈ {0, . . . ,m}. We replace each edge {u, v} ∈ N by the fol-
lowing construction, which we call a m-gadget (between u and v): we
add a complete bipartite graph (X, Y, Ẽ) with |X| = |Y | = m + 1
and edges are added to link u to all vertices in X and v to all ver-
tices in Y (see Figure 4.1). The vertices u and v are called the end-
points of the m-gadget. Let G′ = (V ′, E ′) be the graph obtained by
this construction. The problem NMINTU(G,N,B,K) is equivalent to
MINTU(G′, B,K + |N |(m+ 1)) because of the following observations.
Let H be one of them-gadgets in G′. Notice that we have ν(H) = m+2
and that there are m+ 1 disjoint perfect matchings in H, all saturating
both endpoints of H. Furthermore there are m+1 disjoint matchings in
H with cardinality m+ 1, that saturate none of the endpoints. We call
this type of matchings non-saturating maximum matchings. When we
have a matchingM ′ in G′ that does not use any edges of H and we want
to extend it with as many edges in H as possible, there are two possibil-
ities. Either at least one endpoint of H is already saturated by M ′. In
this case the best we can do is to add a non-saturating matching of H to
M ′, which increases the cardinality of the matching bym+1. Or none of
the endpoints of H is saturated byM ′. In this case we can add a perfect
matching of H to M ′, thus increasing the cardinality of the matching
by m+ 2. Therefore, replacing an edge by a m-gadget simply increases
the size of a maximum matching by m + 1. To get the equivalence be-
tween NMINTU(G,N,B,K) and MINTU(G′, B,K + |N |(m+ 1)), we
finally show that removing any m edges in G from m-gadgets does not
decrease the cardinality of a maximum matching in G′. This property
is obtained by observing that since in every m-gadget there are m + 1
disjoint perfect matchings as well as m+ 1 disjoint non-saturating max-
imum matchings, we have that after removing up to m edges in G′ there
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is at least one matching of both types left for any m-gadget. We there-
fore have the desired property that the m-gadgets are “immune” to edge
removals.

The following lemma will later be used for proving NP -hardness of
the NMINTU problem.

Lemma 4.3. Let k ∈ N with k ≥ 4 and let G = (X, Y,E) be a simple
bipartite graph such that

(i) |X| > k;

(ii) |Y | = (k2);
(iii) |δ(y)| = 2, ∀y ∈ Y and |δ(x)| ≥ 1, ∀x ∈ X;

(iv) G contains no C4.

Then ν(G) ≥ k + 1.

Proof of Lemma 4.3. Let X = {x1, . . . , xp+q}, p + q > k, and
let Y = {y1, . . . , y(k2)

}. Suppose that the cardinality of a maxi-
mum matching M in G is p ≤ k and let us suppose w.l.o.g. that
M = {{x1, y1}, . . . , {xp, yp}}. To simplify notations, we set X1 =
{x1, . . . , xp}, X2 = {xp+1, . . . , xp+q}, Y1 = {y1, . . . , yp} and Y2 =
{yp+1, . . . , y(k2)

}. Note that since k ≥ 4 and p ≤ k, none of the sets
X1, X2, Y1, Y2 is empty. As the vertices X2 ∪ Y2 are not saturated by
M , there is no edge {x, y} in E with x ∈ X2 and y ∈ Y2, otherwise M
would not be maximum. We define

I = {i ∈ {1, 2, . . . , p} | no alternating chain exists from
any vertex in X2 to xi},

where an alternating chain is a chain whose edges are alternately in
E \M and M . Every vertex yi ∈ Y with i ∈ I has both neighbors
in {xi ∈ X | i ∈ I}, otherwise we could find an alternating chain
from a vertex of X2 to xi. Furthermore at most

(|I|
2

)
vertices in Y can

have both of their neighbors in {xi ∈ X | i ∈ I} since otherwise there
would be two vertices in Y having the same neighbors, thus violating
the condition that G contains no C4. Notice that all vertices in Y2 have
both neighbors in {xi ∈ X | i ∈ I} since otherwise we would have
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u v

Figure 4.1: A 3-gadget between u and v.

an augmenting chain W , i.e., an alternating chain where both of its
endpoints are not saturated byM . However this contradicts maximality
of M since M \ W ∪ W \ M would be a matching in G with larger
cardinality than M . Hence, all vertices in Y2 ∪ {yi ∈ Y | i ∈ I} have
both neighbors in {xi ∈ X | i ∈ I} and since there are not two vertices
in Y2 ∪ {yi ∈ Y | i ∈ I} with the same neighbors we have

|Y2 ∪ {yi ∈ Y | i ∈ I}| =
(
k

2

)
− p+ |I| ≤

(|I|
2

)
. (4.1)

By reformulating and developing the above inequality we obtain the
following contradiction:

(
k

2

)
≤
(|I|

2

)
− (|I| − 1) + p− 1 =

(|I| − 1

2

)
+ p− 1

<

(
p− 1

2

)
+ p− 1 =

(
p

2

)
≤
(
k

2

)
.

The first inequality is a simple reformulation of inequality (4.1). The
first equality is due to the relation

(
i
2

)− (i− 1) =
(
i−1

2

)
, ∀i ∈ {2, 3, . . .}

and the fact that I contains at least two elements because the vertex yp+1
has its two neighbors in X1 which must be in the set {xi ∈ X | i ∈ I},
since otherwise we have an augmenting chain. The strict inequality is
implied by the fact that |I| < p because the vertex xp+1 has at least one
neighbor yi in Y1, implying that i 6∈ I as the chain along the vertices
(xp+1, yi, xi) is alternating. The last equality and inequality follow from
the binomial relation already highlighted and the relation p ≤ k.

Theorem 4.4. NMINTU is NP -complete on simple bipartite graphs.
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Proof. The problem is clearly in NP . The theorem will be proven by
a reduction from the CLIQUE problem which asks to find for a given
simple undirected graph H = (I, F ) and some integer r ≤ |I|, a clique
in H with cardinality r. The CLIQUE problem is well known to be NP -
complete [18]. We construct a bipartite graph G = (V,E) as follows:
with each vertex i ∈ I, we associate a vertex vi ∈ V and with each edge
{i, j} ∈ F we associate a vertex vij ∈ V (for notational convenience we
set vij = vij); for each vertex vij ∈ V we add a new vertex v̄ij as well
as an edge {vij, v̄ij}; finally for each edge {i, j} ∈ F , we add two edges
{vi, vij} and {vj, vij}. Furthermore, let N = {{vi, vij} | {i, j} ∈ F}.
See Figure 4.2 for an example of how G is constructed from a given
graph H.
Notice that the cardinality of a maximum matching M in G is
|M | = |F |. Such a matching may be obtained by taking all the edges
{vij, v̄ij}. We will now prove the following statement which finishes the
proof: H contains a clique of size r if and only if the decision problem
NMINTU(G,N,

(
r
2

)
, ν(G) − r(r−3)

2 ) has an affirmative answer. Let us
suppose that H contains a clique C of size r and let FC ⊆ F be the
edges of this clique. By defining R = {{vij, v̄ij}|{i, j} ∈ FC}, we have
ν(G − R) + r(r−3)

2 = ν(G). In fact a maximum matching in the graph
G − R is obtained by taking the remaining edges {vij, v̄ij} (there are
exactly |F |− r(r−1)

2 such edges) and the edges of a maximum matching in
the subgraph G[V ′] where V ′ = {vij | {i, j} ∈ FC}∪{vi | i ∈ C}. Since
G[V ′] is a bipartite graph with edges only between {vij | {i, j} ∈ FC}
and {vi | i ∈ C}, we have ν(G[V ′]) ≤ |{vi | i ∈ C}| = r. Thus
ν(G− R) ≤ |F | − r(r−1)

2 + r = |F | − r(r−3)
2 . Suppose now that there is

a set R ⊆ E \ N with |R| =
(
r
2

)
and ν(G − R) ≤ ν(G) − r(r−3)

2 . By
contradiction we furthermore assume that H contains no clique of size r.
Let Y = {vij ∈ V | {vij, v̄ij} ∈ R} and X be the subset of the vertices
in {vi | i ∈ I} that are neighbors of Y in G. The graph G[X ∪ Y ] is a
simple bipartite graph G̃ = (X, Y, Ẽ) with the following properties:

(i) |X| > r, because H is simple, does not contain a clique of size r,
and has at least

(
r
2

)
edges (the ones corresponding to the elements

of R);

(ii) |Y | = (r2);
(iii) |δ(vij)| = 2, ∀vij ∈ Y and |δ(vi)| ≥ 1, ∀vi ∈ X;
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Figure 4.2: Example for the construction of the graph G = (V,E) from a
given graph H = (I, F ) with I = {a, b, c, d, e}. The edges in bold represent
the set N .

(iv) G̃ contains no C4 since there are no multiple edges in H;

(v) ν(G̃) ≤ r, because removing the edges R from G reduces the car-
dinality of a maximum matching by at least r(r−3)

2 , the cardinality
of a maximum matching in G̃ is at most |Y | − r(r−3)

2 = r.

Clearly these properties contradict Lemma 4.3. Thus there must be a
clique of size r in H defined by the vertices vi, vj such that {vij, v̄ij} ∈ R
and hence |X| = r.

By combining Theorem 4.2 with Theorem 4.4 and observing that the
reduction used in the proof of Theorem 4.2 preserves bipartition for a
bipartite input graph, we get the following result.

Theorem 4.5. MINTU(G,B,K) is an NP -complete problem, even
when the input graph G is restricted to be bipartite and simple.

4.4 Matching interdiction on graphs with
bounded treewidth

In a first part in this section we present a pseudo-polynomial algorithm
for solving the matching interdiction problem on graphs with bounded
treewidth. The proposed algorithm extends the approach that is typi-
cally used for the creation of efficient algorithms on graphs with bounded
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treewidth to interdiction problems. In a second part we shortly present
how the proposed algorithm can be transformed into a fully polynomial
approximation scheme by scaling and rounding the edge weights.

4.4.1 Pseudo-polynomial algorithm

Let k ∈ N be a constant, G = (V,E) be a graph with treewidth k and
(X = {Xi | i ∈ I}, T = (I, F )) be a nice tree decomposition of G
with root r ∈ I, width k and |I| = O(n). As explained in Section 4.2
such a tree decomposition can be obtained in linear time. Additionally,
let c : E → N and w : E → N be an interdiction cost function and a
weight function defined on the edges ofG andB ∈ Z+ be the interdiction
budget. We suppose without loss of generality that B is not large enough
to interdict all edges since otherwise the problem is trivial. To simplify
the presentation, a pseudo-polynomial algorithm is first presented for
determining νB(G) that does not return a corresponding interdiction
set. We then describe how the algorithm can be modified to also return
a corresponding interdiction set.
We start with deriving a simple upper bound for νB(G) that will

be used in the proposed algorithm and shows to be useful for trans-
forming eventually the proposed pseudo-polynomial algorithm into an
FPAS through scaling and rounding. Let {e1, . . . , em} = E with
w(e1) ≥ · · · ≥ w(em). Furthermore, we define

ζ = min{i ∈ {1, . . . ,m} |
i∑

j=1

c(ei) > B} ,

µ = w(eζ) and RB = {e1, . . . , eζ−1}. The value W = nµ
2 is a lower

bound for νB(G) since νB(G) ≤ ν(G − RB) ≤ µn/2, where the last
inequality holds because the maximum weight of an edge in G−RB is µ
and the cardinality of any matching in G−RB is smaller or equal than
bn/2c.

We associate with each node i ∈ I a graph Gi = (Vi, Ei), where Vi is
the union of all sets Xj with j equals i or a descendant of i in T and
Ei = E ∩ Vi × Vi is the set of all edges in E that have both endpoints
in Vi. Let i ∈ I and Ri ⊆ Ei with c(Ri) ≤ B an interdiction set in Gi.
We call the set Ri bad if µ(Gi − Ri) > W and good otherwise. This
terminology is motivated by the fact that we later try to extend the
interdiction set Ri to an interdiction set on G by adding edges in E \Ei.
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However, if Ri is bad we cannot extend it to an optimal interdiction set
on G since already in G − Ri there is a matching whose value exceeds
the upper bound W . Suppose that Ri is good. We now consider the
matchings in Gi − Ri and how they can be completed to the graph G.
The influence of Ri on the rest of the graph is completely described when
we know for each matching Mi in Gi − Ri, its value and the vertices
that are not saturated in Xi by Mi. Keeping track of the non-saturated
vertices in Xi, allows to complete the matchingMi on the graph G since
Xi are the vertices over which Gi is connected with the rest of the graph
G. Because we are interested in maximum matchings, it suffices to store
for a given interdiction set Ri a function aRii : P(Xi) → {0, . . . ,W}
such that aRii (X) is the weight of a maximum matching in Gi −Ri not
saturating any vertex in X. Let Ai be the set of all functions from
P(Xi) to {0, . . . ,W}. Note that |Ai| = (W + 1)(2|Xi|) ≤ (W + 1)(2k+1).
We say that a function ai ∈ Ai is realized by Ri ⊆ Ei if ai = aRii .
Furthermore, an element ai ∈ Ai is called realizable in Gi if there exists
an interdiction set Ri ⊆ Ei that realizes ai. Even though there are
exponentially many interdiction sets in Gi, all we have to know from the
subgraph Gi are the functions in Ai that are realizable and for every
realizable function ai ∈ Ai we need to know the minimum cost of an
interdiction set Ri ⊆ Ei that realizes ai. We represent this information
by a table Qi ∈ ({0, . . . , B} ∪ {∞})Ai, where for ai ∈ Ai, the value
Qi(ai) is the minimum cost of an interdiction set Ri ⊆ Ei that realizes
ai respectively if ai is not realizable we set Qi(ai) =∞. Notice that the
size of the tableQi is equal to |Ai| = (W+1)(2|Xi|). During the algorithm
we will successively determine for all i ∈ I the table Qi through dynamic
programming. It would suffice to keep track of only those elements
ai ∈ Ai in the table Qi, that are efficient in the following sense. We say
that ai ∈ Ai is efficient if there is no element a′i ∈ Ai with Qi(a

′
i) ≤

Qi(ai), a′i(X) ≤ ai(X) ∀X ⊆ Xi and a′i 6= ai. However, to simplify the
presentation of the algorithm we keep track of all elements in Ai. By
definition of the table Qr we have

νB(G) = min{ar(∅) | ar ∈ Ar, Qr(ar) ≤ B} . (4.2)

Thus, whenQr is determined, we can calculate νB(G) inO((W+1)(2k+1))
time.

The proposed algorithm will compute the tables Qi in a bottom up
order with respect to the nodes i, i.e., the table Qi will be computed
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after all tables of all descendants of i in T are computed. In particular,
the tables of the children of i will be used to compute the tables corre-
sponding to i. We will now discuss how the tables corresponding to a
node i are calculated. We distinguish four cases depending on whether
the node i is a leaf node, an introduce node, a forget node or a join
node.

Leaf nodes

Theorem 4.6. Let i ∈ I be a leaf node. The table Qi is correctly
determined by the following algorithm.
foreach ai ∈ Ai do

if ai(∅) = 0 then
Qi(ai) = 0;

else
Qi(ai) =∞;

end
end

Proof. Since i is a leaf node we have Ei = ∅. Therefore for any b ∈
{0, . . . , B}, the only possible interdiction set on the graph Gi is the
empty set and it realizes the element ai ∈ Ai defined by ai(∅) = 0.

Introduce nodes

Lemma 4.7. Let i ∈ I be an introduce node with child j, Xi = Xj∪{v}
and let Ev

i = Ei \ Ej, i.e., Ev
i is the set of edges in Ei adjacent to v.

Let Ri ⊆ Ei and we define Rj = Ri ∩ Ej, Rv
i = Ri \ Ej and denote by

ai ∈ Ai the element realized by Ri in Gi and by aj ∈ Aj the element
realized by Rj in Gj. We have for X ⊆ Xi

ai(X) =


aj(X \ {v}) if v ∈ X
max{aj(X),

max
{v,w}∈Evi \Rvi

with w 6∈X
{c({v, w}) + aj(X ∪ {w})}} if v 6∈ X .

Proof. Let X ⊆ Xi and M1 = M(Gi[Vi \ X] − Ri). M1 can be
partitioned into the set of matchingsM2 ⊆M1 that do not saturate v
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and the set of matchingsM3 ⊆M1 that saturate v, i.e.,

M2 =M(Gj[Vj \X]−Ri),

M3 = {{v, w} ∪M | {v, w} ∈ Ev
i \Rv

i with v, w 6∈ X,
M ∈M(G[Vj \ (Xi ∪ {w})]−Ri)} .

We begin with the case v ∈ X. Since in this case there are no matchings
inM1 that saturate v, i.e. M3 = ∅, we haveM1 =M2 and hence

ai(X) = max{c(M) |M ∈M1} = max{c(M) |M ∈M2}
= aj(X \ {v}) .

Otherwise if v 6∈ X we have

ai(X) = max{c(M) |M ∈M2 ∪M3}
= max{max{c(M) |M ∈M2},max{c(M) |M ∈M3}}
= max{aj(X), max

{v,w}∈Evi \Rvi
with w 6∈X

{c({v, w})+

max{c(M) |M ∈M(Gj[Vj \ (X ∪ {w})]−Rj)}}}
= max{aj(X), max

{v,w}∈Evi \Rvi
with w 6∈X

{c({v, w}) + aj(X ∪ {w})}} ,

proving the claim.

As a consequence of Lemma 4.7 we obtain the following theorem which
shows how a table Qi that corresponds to an introduce node can be
constructed when the table of its child node is given.

Theorem 4.8. Let i ∈ I be an introduce node with child j and let
Xi = Xj ∪ {v}. Let Ev

i = Ei \ Ej, i.e., Ev
i contains all edges adjacent

to v. The table Qi is correctly determined by the following algorithm.
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foreach ai ∈ Ai do
Qi(ai) =∞;

end
foreach Rv

i ⊆ Ev
i with c(Rv

i ) ≤ B do
foreach aj ∈ Aj with Qj(aj) ≤ B − c(Rv

i ) do
Let ai ∈ Ai be defined as follows. For X ⊆ Xi,

ai(X) =


aj(X \ {v}) if v ∈ X
max{aj(X),

max
{v,w}∈Evi \Rvi

with w 6∈X
{c({v, w}) + aj(X ∪ {w}}} if v 6∈ X.

if ai(∅) ≤ W then
Qi(ai) = min{Qi(ai), c(R

v
i ) +Qj(aj)};

end
end

end

Forget nodes

Theorem 4.9. Let i ∈ I be a forget node with child j and let Xi =
Xj\{v}. The table Qb

i is correctly determined by the following algorithm.

foreach ai ∈ Ai do
Qi(ai) = min{Qj(aj) | aj ∈ Aj, aj(X) = ai(X) ∀X ⊆ Xi};

end

Proof. Let Q′i be the table computed by the proposed algorithm and
let ai ∈ Ai. We start with showing Q′i(ai) ≤ Qi(ai). Let Ri ⊆ Ei

be an interdiction set with minimum cost that realizes ai in Gi. Thus
Qi(ai) = c(Ri). Let aj ∈ Aj be the element that is realized by Ri in
Gj. Since Gi = Gj, we have for any X ⊆ Xi, M(Gi[Vi \ X] − Ri) =
M(Gj[Vj \X]−Ri) and thus ai(X) = aj(X). Furthermore, since aj is
realized by Ri in Gj we have Qj(aj) ≤ c(Ri) = Qi(ai). By definition of
Q′i, we finally get Q′i(ai) ≤ Qj(aj) ≤ Qi(ai).
It remains to show that Q′i(ai) ≥ Qi(ai). Let

aj ∈ argmin{Qj(a) | a ∈ Aj, a(X) = ai(X) ∀X ⊆ Xi}
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and Rj ⊆ Ej be an interdiction set that realizes aj and satisfies
c(Rj) = Qj(aj). Since for every X ⊆ Ei, we haveM(Gi[Vi\X]−Ri) =
M(Gj[Vj \X] − Ri) and aj(X) = ai(X), it follows that Rj realizes ai
in Gi. Thus Qi(ai) ≤ c(Rj) = Qj(aj) = Q′i(ai).

Join Nodes

To simplify notations, we define for i ∈ I and X ⊆ Xi

Si(X) = {(Y1, Y2) | Y1, Y2 ⊆ Xi, X ⊆ Y1 ∩ Y2, Y1 ∪ Y2 = Xi} .

Lemma 4.10. Let i ∈ I be a join node with children j1, j2 ∈ I. Let
Ri ⊆ Ei and Rj1, Rj2 be the partition of Ri defined by Rj1 = Ri ∩ Vj1
and Rj2 = (Ri ∩ Vj2) \Rj1. For X ⊆ Xi we have

M(Gi[Vi \X]−Ri) =
⋃

(Yj1 ,Yj2)∈Si(X)

{Mj1 ∪Mj2 |

Mj1 ∈M(Gj1[Vj1 \ Yj1]−Rj1),Mj2 ∈M(Gj2[Vj2 \ Yj2]−Rj2)} .

Proof. The inclusion “⊇” follows by observing that since T is a tree
decomposition we have Ej1 ∩ Ej2 ⊆ Xi × Xi. We therefore have that
Mj1 ∪Mj2, as used in the right hand side of the equality, is effectively a
matching in Gi[Vi \X]−Ri.

We now consider the inclusion “⊆”. Let M ∈ M(Gi[Vi \ X] − Ri).
We define Mj1 = M ∩Ej1, Mj2 = (M ∩Ej2) \Xi×Xi, Yj1 = {v ∈ Xi |
v not saturated by Mj1} and Yj2 = {v ∈ Xi | v not saturated by Mj2}.
By these definitions we have that Mj1, Mj2 are a partition of M and
since M is a matching in Gi[Vi \X]−Ri we conclude X ⊆ Yj1, Yj2 and
Yj1 ∪ Yj2 = X and therefore (Yj1, Yj2) ∈ Si(X). Thus, the matching M
is contained in the right hand side since it can be obtained by Mj1 ∪
Mj2.

As a consequence of Lemma 4.10 we obtain the following theorem
which shows how the tables corresponding to a join node can be con-
structed when the tables of its children are given.

Theorem 4.11. Let i ∈ I be a join node with children j1, j2 ∈ I. The
table Qi is correctly determined by the following algorithm.
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foreach ai ∈ Ai do
Qi(ai) =∞;

end
foreach aj1 ∈ Aj1, aj2 ∈ Aj2 with Qj1(aj1) +Qj2(aj2) ≤ B do

Let ai ∈ Ai be defined as follows. For X ⊆ Xi,

ai(X) = max{aj1(Xj1) + aj2(Xj2) | (Xj1, Xj2) ∈ Si(X)} .
if ai(∅) ≤ W then

Qi(ai) = min{Qi(ai), Qj1(aj1) +Qj2(aj2)};
end

end

Putting everything together

In a first step, the algorithm computes a postorder tree walk of T , which
is an ordering of the nodes I, such that the position of a node is later in
the ordering than any of its children. Such a walk can easily be computed
in linear time. The algorithm goes through the nodes corresponding to
the postorder tree walk and for every node i ∈ I, the corresponding
table Qi is determined with one of the four procedures explained above
depending on the type of node i (leaf node, introduce node, forget node
or join node). The value νB(G) is finally determined by Equation 4.2.
We give a simple complexity analysis to show that the proposed algo-

rithm runs in pseudo-polynomial time. For a leaf node i ∈ I, the table
Qi is determined by the method described in Theorem 4.6. Since every
leaf node i satisfies |Xi| = 1, we have |Ai| ≤ (W+1)2. Thus, computing
Qi can be done inO(W 2) time. For an introduce node i ∈ I, the tableQi

is determined by the algorithm described in Theorem 4.8. The initializa-
tion phase where the table is set to∞ can be performed in W (2k+1) time
and is not a bottleneck operation since it is dominated by the nested
foreach loops that follow. Since |Ev

i | ≤ k, the first foreach loop will
be repeated at most 2k times. Furthermore, as |Aj| ≤ (W + 1)(2k+1),
we have that the second foreach loop is called at most (W + 1)(2k+1)

times. Finally, for each X ⊆ Xi (there are at most 2k+1 such subsets
since |Xi| ≤ k + 1), the term ai(X) can be computed in O(k) time
because |Ev

i \ Rv
i | ≤ k. Therefore, the total time needed for computing

Qi for an introduce node i is bounded by O(2kW (2k+1)2k+1k). Since k is
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a constant, this bound reduces to O(W (2k+1)). For a forget node i ∈ I
the table Qi is determined by the algorithm described in Theorem 4.9.
Since |Xi| ≤ k (the cardinality of Xi cannot be k + 1 since one vertex
got dropped) we have |Ai| ≤ (W + 1)(2k), and the foreach loop is thus
repeated at most (W + 1)(2k) times. Let j ∈ I be the child of i. For
some fixed ai ∈ Ai the number of elements over which the minimum is
taken is given by

|{aj ∈ Aj | aj(X) = ai(X) ∀X ⊆ Xi}| = (1 +W )(2k) .

Thus, for a forget node i ∈ I, Qi can be computed in O(W (2k)) time.
Finally, for a join node i ∈ I we use the algorithm described in Theo-
rem 4.11 for constructing the table Qi. Again the first foreach loop is
repeated at most (W + 1)(2k+1) times and is not a bottleneck operation.
The second foreach loop is repeated at most |Aj1||Aj2| ≤ (W + 1)(2k+2)

times. For each X ⊆ Xi we have to take the maximum over |Si(X)|
elements. Since Si(X) ⊆ P(X) × P(X) we have |Si(X)| ≤ (2k+1)2.
Hence, for a join node i ∈ I, the time needed for computing the table
Qi can be bounded by O(W (2k+2)). Since the complexity bound we ob-
tained for join nodes is the largest one of the four node types and since
|I| = O(n), we have that the total running time of the algorithm can
be bounded by O(nW (2k+2)), which shows that the proposed algorithm
runs in pseudo-polynomial time. Notice that the pseudo-polynomiality
of the algorithm is only due to the edge weights and not the interdiction
costs. Furthermore, once the final table Qr is obtained by applying the
proposed algorithm for some budget B, for any budget b < B, the value
of νb(G) can be obtained by Equation 4.2 where the role of B is replaced
with b.

The presented algorithm can easily be modified to not only determine
νB(G) but also to return an interdiction set R with ν(G−R) = νB(G).
This can be achieved by additional bookkeeping. For example by addi-
tionally storing for every table entry Qi(ai) that has a finite value, an
interdiction set that realizes ai in Gi with costs Qi(ai).

4.4.2 A fully polynomial approximation scheme

The proposed pseudo-polynomial algorithm for the matching interdic-
tion problem can be transformed into an FPAS by using a scaling and
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rounding technique similar to the one used in [25] for the creation of an
FPAS for the knapsack problem.
Let ε > 0 be the desired precision and we define a scaling factor

η = 2εµ/n. In the first step, all weights of G are scaled by the factor
1/η and rounded down to the next integer. Let w′ be the edge weights
thereby obtained, i.e., w′(e) = bw(e)/ηc ∀e ∈ E. To simplify notations
we denote by G′ the graph G when it is considered with the edge weights
w′. Applying the presented dynamic programming algorithm on G′,
we can solve the matching interdiction problem on G′ with respect to
the budget B in O(n(n

2

4ε )
(2k+2)) time to obtain an interdiction set R′ ⊆

E with νB(G′) = ν(G′ − R′). In the following, we show that R′ is
an interdiction set giving an ε-approximate solution for the matching
interdiction problem on G. For this we need the following relations.

Lemma 4.12.

i) ν(G−R′) ≤ ηνB(G′) + ηn2

ii) ηνB(G′) ≤ νB(G)

iii) µ ≤ νB(G)

Proof. i) Let M ′ be a maximum matching in G′−R′ and let M be a
maximum matching in G − R′. Thus, w′(M ′) = νB(G′), w(M) =
ν(G − R′) and w′(M ′) ≥ w′(M). By definition of w′ we have for
every edge e ∈ E, ηw′(e) + η > w(e). Hence, ηw′(M) + η|M | ≥
w(M). Combining the above relations and observing that |M | ≤
n/2 we finally get the desired result:

ν(G−R′) = w(M) ≤ ηw′(M) + η|M | ≤ ηνB(G′) + η|M |
≤ ηνB(G′) + η

n

2
.

ii) The result is a direct consequence of ηw′(e) ≤ w(e) ∀e ∈ E.

iii) By definition of µ, the set of all arcs in E with weight greater or
equal to µ has an interdiction cost which is superior toB. Therefore,
for any interdiction set R ⊆ E, there is an edge e ∈ E \ R with
w(e) ≥ µ. Since {e} is a matching in G−R, it follows that ν(G−
R) ≥ µ implying the desired result.
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Rsing Lemma 4.12 and the definition of η we finally get that R′ is an
ε-approximate solution for the matching interdiction problem on G:

ν(G−R′) ≤ ηνB(G′) + η
n

2
≤ νB(G) + εµ ≤ (1 + ε)νB(G) .

4.5 Conclusions

The matching interdiction problem was introduced as a natural problem
arising when considering maximum matchings in the context of inter-
diction. An important motivation for studying this problem is to get a
robustness measure for solutions of combinatorial optimization problems
that are based on maximum matchings. Several complexity results were
presented. In particular, when the input is restricted to graphs consist-
ing only of isolated edges, the matching interdiction problem is essen-
tially a knapsack problem. Additionally, we proved that the matching
interdiction problem is NP -complete on simple, bipartite graphs with
unit edge weights and unit interdiction costs. This result implies strong
NP -completeness of the matching interdiction problem. We presented a
pseudo-polynomial algorithm for solving the matching interdiction prob-
lem on graphs with bounded treewidth. This algorithm extends the
approach that is typically used for the creation of efficient algorithms
on graphs with bounded treewidth to interdiction problems. We expect
that similar techniques can be used to solve other interdiction problems
efficiently on graphs with bounded treewidth. Furthermore, we showed
how the proposed pseudo-polynomial algorithm can be transformed into
an FPAS by appropriately scaling and rounding the edge weights.

A possible continuation of this work would be to adapt the introduced
technique for obtaining a pseudo-polynomial algorithm for the matching
interdiction problem on graphs with bounded treewidth to other inter-
diction problems. Additionally, it would be interesting to consider in
the complexity of matching interdiction problems on other special graph
classes as for example planar graphs. This direction of research is moti-
vated by the network flow interdiction problem, which is a strongly NP
complete problem in general but allows pseudo-polynomial algorithms
for various subclasses of planar graphs [43, 57]. A further possible di-
rection would be to investigate in approximation algorithms and strong
integer formulations of the matching interdiction problem.



Chapter 5

A Tight Bound on the
Collection of Edges in MSTs of

Induced Subgraphs

5.1 Introduction

Let G = (V,E) be a complete n-vertex graph with distinct positive edge
weights. For any set X ⊆ V , denote by G[V \ X] the subgraph of G
induced by V \ X. We will also sometimes write this graph as (V \
X,E), ignoring edges in E incident on vertices in X. MST(G[V \X])
denotes the set of edges in the graph’s minimum spanning tree. (It is
a standard fact that distinctness of the edge weights implies uniqueness
of the MST.)
For k ∈ {1, 2, . . . , n− 1}, define

Mk(G) =
⋃

X⊆V, |X|=k−1

MST(G[V \X]) .

Note that for k = 1 we haveM1(G) = MST(G). In [20], Goemans and
Vondrák considered the problem of finding a sparse set of edges which,
with high probability, contain the MST of a random subgraph of G.
(Their motivation was optimization settings where one has repeatedly
to solve instances of an optimization problem in which only a small part
of the input is changing.) In this context they proved an upper bound
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on Mk(G), namely that |Mk(G)| < (1 + e
2)kn, and they conjectured

that one should be able to improve the bound to |Mk(G)| ≤ nk−(k+1
2

)
.

In this chapter we prove this conjecture.

Theorem 5.1. For any complete graph G on n vertices with distinct
positive edge weights,

|Mk(G)| ≤ nk − (k+1
2

)
. (5.1)

As Goemans and Vondrák recognized, the bound is tight: for any n
and k it is easy to produce edge weights giving equality in (5.1). One
way is to fix an arbitrary set V ′ ⊆ V of cardinality k, and let G be the
complete graph on V with (distinct) weights such that all edges with
both endpoints in V ′ have smaller weight than all edges connecting V ′ to
V \V ′, which in turn have smaller weight than edges with both endpoints
in V \ V ′. It is easily checked that Mk(G) consists of the clique on V ′
together with all edges in V ′×(V \V ′), and thus |Mk(G)| = nk−(k+1

2

)
.

Theorem 5.1’s assumption that G is complete is not meaningfully
restrictive. If G is such that deletion of some k − 1 vertices leaves it
disconnected, then the notion ofMk(G) does not make sense; otherwise,
it does not matter if other edges ofG are simply very costly or are absent.

The bound of Theorem 5.1 applies equally if we consider the edge set
of MSTs of induced subgraphs of size at most n − k + 1 (rather than
exactly that number). This is an immediate consequence of the following
remark.

Remark 5.2. For any complete graph G on n vertices with distinct
positive edge weights, and k ∈ {1, 2, . . . , n− 2}, Mk+1(G) ⊇Mk(G).

Proof. We will show that any edge e in Mk(G) is also in Mk+1(G).
By definition, e ∈ Mk(G) means that there is some vertex set X of
cardinality |X| = k− 1 for which e ∈ MST(Gk), where Gk = G[V \X].
Consider any leaf vertex v of MST(Gk) not incident to e (one exists since
Gk has at least 3 vertices), with neighbor u, and let Gk+1 = G[V \ (X ∪
{v})]. We claim that MST(Gk+1) = MST(Gk)\{{u, v}}, thus implying
e ∈ MST(Gk+1). If MST(Gk) \ {{u, v}} were not a minimum spanning
tree of Gk+1, then MST(Gk+1) ∪ {{u, v}} would be a spanning tree in
Gk with a smaller weight than MST(Gk), leading to a contradiction.

This chapter is organized as follows. In Section 5.2 we define a
“k-constructible” graph, and show that every graph (V,Mk(G)) is k-
constructible, and every k-constructible graph is a subgraph of some
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graph (V,Mk(G)). This allows a simpler reformulation of Theorem 5.1
as Theorem 5.6, which also generalizes a theorem of Mader [37]. We
prove Theorem 5.6 in Section 5.3.
The material of this chapter was presented in [52].

5.2 k-constructible graphs

We begin by recalling Menger’s theorem for undirected graphs, which
motivates our definition of k-constructible graphs. Two vertices in an
undirected graph are called k-connected if there are k (internally) vertex-
disjoint paths connecting them.

Theorem 5.3 (Menger’s theorem). Let s, t be two vertices in an undi-
rected graph G = (V,E) such that {s, t} 6∈ E. Then s and t are k-
connected in G if and only if after deleting any k − 1 vertices (distinct
from s and t), s and t are still connected.

Definition 5.4 (k-constructible graph). A graph G = (V,E) is called k-
constructible if there exists an ordering O = 〈e1, e2, . . . , em〉 of the edges
in E such that for all i ∈ {1, 2, . . . ,m} the graph (V, {e1, e2, . . . , ei−1})
contains at most k − 1 vertex-disjoint paths between the two endpoints
of ei. We say that O is a k-construction order for the graph G.

Note that 1-constructible graphs are forests, and edge-maximal 1-
constructible graphs are spanning trees. We therefore have in particular
that graphs of the formM1(G) (i.e., MSTs, recalling that G is complete)
are edge-maximal 1-constructible graphs. A slightly weaker statement
is true for all k: every graph Mk(G) is k-constructible (Theorem 5.5.i),
and every k-constructible graph is a subgraph of some graph Mk(G)
(Theorem 5.5.ii).

Note that a stronger statement, that the graphs of the formMk(G) are
exactly the edge-maximal k-constructible graphs, is not true in general.
To see this, consider the weighted graph G presented as an example after
Theorem 5.1. Let G′ be obtained from G by changing the weight of an
edge e with both endpoints in V ′ to a value larger than any other weight.
One can easily observe that Mk(G

′) = Mk(G) \ {e}. Thus Mk(G
′) is

not an edge-maximal k-constructible graph.
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Theorem 5.5.
i) For every complete graph G = (V,E) with distinct positive edge

weights, (V,Mk(G)) is k-constructible.
ii) Let G = (V,E) be k-constructible. Then there exist distinct positive

edge weights for the complete graph G̃ = (V, Ẽ) such that E ⊆
Mk(G̃).

Proof. Part (i): Let G = (V,E) be a complete graph on n vertices with
distinct positive edge weights. Let 〈e1, e2, . . . , e(n

2

)〉 be the ordering of

the edges in E by increasing edge weights and O = 〈er1, er2, . . . , er|Mk(G)|〉
be the ordering of the edges in Mk(G) by increasing edge weights. We
will now show that O is a k-construction order for (V,Mk(G)). Let
i ∈ {1, 2, . . . , |Mk(G)|}. As eri ∈Mk(G) there exists a set X ⊆ V with
|X| = k−1 and eri ∈ MST(G\X), implying that the two endpoints of eri
are not connected in the graph (V \X, {e1, e2, . . . , eri−1}). By Menger’s
theorem, this implies that there are at most k − 1 vertex-disjoint paths
between the two endpoints of eri in (V, {e1, e2, . . . , eri−1}). This state-
ment remains thus true for the subgraph (V, {er1, er2, . . . , eri−1

}). The
ordering O is thus a k-construction order for (V,Mk(G)).

Part (ii): Conversely let G = (V,E) be a k-constructible graph with
k-construction order O = 〈e1, e2, . . . , e|E|〉. Let (V, Ẽ) be the complete
graph on V . We assign the following edge weights w̃ to the edges in Ẽ.
We assign the weight 1 to e1, 2 to e2 and so on. The remaining edges Ẽ\
E get arbitrary distinct weights greater than |E|. In order to show that
the graph G̃ = (V, Ẽ, w̃) satisfies E ⊆Mk(G̃) consider an arbitrary edge
ei ∈ E and let C ⊆ V with |C| = k − 1 be a vertex set separating the
two endpoints of ei in the graph Gi−1 = (V, {e1, e2, . . . , ei−1}). Applying
Kruskal’s algorithm to G̃[V \ C], the set of all edges considered before
ei is contained in E(Gi−1), leaving the endpoints of ei separated, so ei
will be accepted: ei ∈ MST(G̃[V \ C]) ⊆Mk(G̃).

We remark that the first part of the foregoing proof shows an efficient
construction of Mk(G): follow a generalization of Kruskal’s algorithm,
considering edges in order of increasing weight, adding an edge if (prior
to addition) its endpoints are at most (k − 1)-connected. Connectivity
can be tested as a flow condition, so that the algorithm runs in polyno-
mial time — far more efficient than the naive Ω

((
n
k

))
protocol suggested

by the definition of Mk(G). This again was already observed in [20].
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By Theorem 5.5, the following theorem is equivalent to Theorem 5.1.

Theorem 5.6. For k ≥ 1, every k-constructible graph G = (V,E) with
n ≥ k + 1 vertices satisfies

|E| ≤ nk − (k+1
2

)
. (5.2)

Compare Theorem 5.6 with a theorem due to Mader [37]. Mader’s
theorem, based on an idea of Halin [23], concerns “k-minimal” graphs
(edge-minimal k-connected graphs).

Theorem 5.7 (Mader’s theorem). Every k-minimal graph with n ver-
tices has at most nk − (k+1

2

)
edges.

Theorem 5.6 is strictly stronger than Mader’s theorem (Theorem 5.7),
because every k-minimal graph is k-constructible (every order of its
edges is a k-construction order), but not every k-constructible graph
is k-minimal. An example with k = 2 is a cycle C4 with length four
with an additional diagonal e. The vertex set remains 2-connected even
upon deletion of the edge e, so the graph is not 2-minimal, but it is
2-constructible (by any order where e is not last).
Mader’s theorem can also be derived from other strong structural

results on k-minimal graphs. In [37], Mader’s theorem was presented
as a consequence of the property that every nonempty subgraph of a k-
minimal graph contains a vertex with degree at most k. In [38] an even
stronger result was presented, from which again Mader’s theorem can
easily be derived, namely that every cycle in a minimally k-connected
graph contains a vertex of degree k. (The result of [37] can be obtained
from that of [38] because a chosen subgraph either has a vertex of degree
1 ≤ k, or it contains a cycle, which then has a vertex originally of
degree k, and thus of degree ≤ k in the subgraph.)

5.3 Proof of the main theorem

In this section we prove Theorem 5.6. We fix k and prove the theorem
by induction on n. The theorem is trivially true for n = k+1, so assume
that n ≥ k + 2 and that the theorem is true for all smaller values of n.
We prove (5.2) for a k-constructible graph G = (V,E) on n vertices
and m edges which, without loss of generality, we may assume is edge
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maximal (no edges may be added to G leaving it k-constructible). Fix
a k-construction order

O = 〈e1, e2, . . . , em〉
of G, and (for any i ≤ m) let

Gi = (V, {e1, e2, . . . , ei}).
Also fix a set C ⊆ V of size |C| = k− 1 such that the two endpoints of
em lie in two different components Q1, Q2 ⊆ V of Gm−1[V \ C] (the set
C exists by k-constructibility of G and Menger’s theorem). The edge
maximality of G implies that Q1, Q2, C form a partition of V . (If there
were a third component Q3 then, even after adding em, any v1 ∈ Q1 and
v3 ∈ Q3 are at most (k − 1)-connected and so the edge {v1, v3} could
be added, contradicting maximality.)

Let V 1 = Q1 ∪C and V 2 = Q2 ∪C. Our goal is to define two graphs
G1 = (V 1, E1) and G2 = (V 2, E2) that satisfy the following property.

Property 5.8.
• G1 and G2 are both k-constructible.
• E1 consists of all edges of G[V 1] and some anti-edges of G[C]

(some vertex pairs c1, c2 ∈ C not connected by an edge in G).
• E2 consists of all edges of G[V 2] and some anti-edges of G[C].
• Every anti-edge of G[C] is contained in either E1 or in E2, but

not both.

If we can find graphsG1 andG2 satisfying Property 5.8, then the proof
can be finished as follows. Note that we have the following equality:

|E1|+ |E2| = (m− 1) + |G[C]|+
((

k−1
2

)− |G[C]|
)
.

The term m − 1 comes from the fact that E1 ∪ E2 covers all edges of
G except em, the term |G[C]| represents the double counting of edges
contained in C, and the last term counts the edges which are covered
by E1 and E2 but not in G.

We therefore have

m = 1 + |E1|+ |E2| − (k−1
2

)
.

Applying the inductive hypothesis on G1 and G2 (which by Prop-
erty 5.8 are k-constructible) we get the desired result:
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m ≤ 1 +
(
|V 1|k − (k+1

2

))
+
(
|V 2|k − (k+1

2

))− (k−1
2

)
≤ 1 + (n+ k − 1)k − 2

(
k+1

2

)− (k−1
2

)
= nk − (k+1

2

)
,

where in the second inequality we have used |V1| + |V2| = n + |C| =
n+ k − 1.
We will finally concentrate on finding G1 = (V 1, E1) and G2 =

(V 2, E2) satisfying Property 5.8.
Let B =

(
C
2

) \ E be the set of all anti-edges in G[C]. (
(
C
2

)
denotes

the set of unordered pairs of elements of C.) For {c1, c2} ∈ B, let
`(c1, c2) be the smallest value of i such that c1 and c2 are k-connected
in Gi. Since by edge maximality of G every pair {c1, c2} is k-connected
in Gm = G, every `(c1, c2) ≤ m. Define Bi = {{c1, c2} : `(c1, c2) = i},
so that B1, B2, . . . , Bm form a partition of B.
Our basic strategy to define the graphs G1 and G2 (and appropriate

orderings of their edges which prove that they are k-constructible) is as
follows. In a particular way, we will partition each Bi as B1

i ∪ B2
i , and

determine orders O1
i and O2

i on their respective edges. Let G1 be the
graph constructed by the order

O1 = 〈e1, O
1
1, e2, O

1
2, . . . , em, O

1
m〉, (5.3)

where (recalling that G1 has vertex set V 1) we ignore any edge ei /∈
(
V 1

2

)
.

(There is no issue with edges from O1
i , as these belong to

(
C
2

) ⊆ (V 1

2

)
.)

Define G2 symmetrically. We need to show that the graphs G1 and G2

satisfy Property 5.8; the central point will be to ensure that O1 is a
k-construction order for G1, and O2 for G2. (By definition of the edges
Bi, note that every edge e ∈ O1

i when added after ei in the order O
violates k-constructibility, but in the following we show how O1

i , O
2
i can

be chosen such that it will not violate k-constructibility in G1; likewise
for edges e ∈ O2

i and G2.)
To show that O1 and O2 are k-construction orders we need to check

that, just before an edge is added, its endpoints are at most (k − 1)-
connected. To prove this, we distinguish between edges ei ∈ E and
edges e ∈ B. We first dispense with the easier case of an edge
ei ∈ E. Proposition 5.9 shows that (for any orders Oi of Bi) in
the edge sequence 〈e1, O1, . . . , em, Om〉, every edge ei has endpoints
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which are at most (k − 1)-connected upon its addition to the graph
(V, {e1, O1, . . . , ei−1, Oi−1}). It follows that the endpoints are also at
most (k−1)-connected upon the edge’s addition toG1 (respectively,G2),
i.e., in the graph (V 1,

{
e1, O

1
1, . . . , ei−1, O

1
i−1

}
), where as usual we dis-

regard edges not in
(
V1

2

)
.

Proposition 5.9. Let i ∈ {1, 2, . . . ,m} and v1, v2 ∈ V such that
{v1, v2} is not an edge in Gi−1. If the maximum number of vertex-
disjoint paths between v1 and v2 in Gi−1 is r ≤ k − 1, then the max-
imum number of vertex-disjoint paths between v1 and v2 in the graph
(V, {e1, e2, . . . , ei−1} ∪

⋃i−1
l=1 Bl) is r, too.

Proof. For any i, v1, v2 as above, let S ⊆ V , |S| = r, be a set separating
v1 and v2 in Gi−1. As |S| = r < k, S cannot separate two k-connected
vertices in Gi. This implies that any two vertices in V \ S that are k-
connected in Gi−1 lie in the same connected component of Gi−1[V \ S].
As every edge in

⋃i−1
l=1 Bl connects two vertices that are k-connected

in Gi−1, adding the edges
⋃i−1
l=1 Bl to Gi−1[V \ S] does not change the

connected-component structure of Gi−1[V \S]. The set S thus remains a
separating set for v1 and v2 in the graph (V, {e1, e2, . . . , ei−1}∪

⋃i−1
l=1 Bl),

proving that v1 and v2 are at most r-connected in this graph.

With Proposition 5.9 addressing edges ei ∈ E, to ensure k-
constructibility of O1 and O2, it suffices to choose for j ∈ {1, 2} and
i ∈ {1, 2, . . . ,m} the orders Oj

i in such a way that successively adding
any edge e ∈ Oj

i to the graph Gi[V
j] connects two vertices which were

at most (k − 1)-connected.
Let Ci ⊆ V with |Ci| = k − 1 be a set separating the endpoints of ei

in the graph Gi−1. (It is clear that we may take Cm = C, and in fact —
although it is not relevant to our proof — this is the only possible choice:
edge-maximality of G can be used to show that that C is the only set
with size k−1 separating the two endpoints of em in G.) Let U,W ⊆ V
be the two components of Gi−1[V \Ci] containing the two endpoints of
the edge ei. We define CU = C∩U , CW = C∩W . Figure 5.1 illustrates
these sets.

The following proposition shows that the edges Bi form a bipartite
graph.
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CU

CW

V 1 V 2

C = V 1 ∩ V 2

Ci

U

W

Figure 5.1: Sets defined to prove Propositions 5.10–5.12.

Proposition 5.10.
Bi ⊆ CU × CW .

Proof. Suppose by way of contradiction that ∃e ∈ Bi \ (CU ×CW ). Let

O′ = 〈e1, . . . , ei−1, e, ei, . . . , em〉,

the edge order obtained by inserting e immediately before ei in the origi-
nal order O = 〈e1, e2, . . . , em〉. We will show that O′ is a k-construction
order, thus contradicting the edge maximality of G. For edges up to
ei−1 this is immediate from the fact that O is a k-construction order.
The edge e itself does not violate k-constructibility, since by the def-
inition of Bi its two endpoints are at most k − 1 connected in Gi−1.
The edge ei can be checked by observing that since e /∈ U × W , Ci
remains a separating set with cardinality k − 1 for the two endpoints
of ei in the graph (V, {e1, e2, . . . , ei−1, e}). Finally, we have to check
the edges ei+1, . . . , em. Let j ∈ {i + 1, . . . ,m}. By Proposition 5.9
we have that the two endpoints of ej are at most k − 1-connected
in (V, {e1, e2, . . . , ej−1} ∪

⋃j−1
l=1 Bl). Since {e1, e2, . . . , ej−1} ∪ {e} ⊆⋃j−1

l=1 Bl, ej will not violate k-constructibility in the order O′. Thus
O′ is a k-construction order, giving the desired contradiction.

We will now describe a method for constructing the orders O1
i , O2

i .
Our approach is to define an order L = 〈v1, v2, . . . , vr〉 on (a subset of)
the vertices of CU ∪ CW and to assign to every vertex v ∈ CU ∪ CW a
label α(v) ∈ {1, 2}. The two orders O1

i , O2
i are then defined as follows.

We begin with O1
i , O

2
i = ∅ and add all edges in Bi which are incident

to v1 at the end of Oα(v1)
i in any order. In the next step all edges of Bi
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which are incident to v2 and not already assigned to one of the orders
O1
i , O

2
i are added at the end of Oα(v2)

i in any order. This is repeated
until all edges are assigned.

In what follows we show how to choose a vertex order L and labels
α so that O1 and O2 are k-construction orders. Just as O1 and O2 are
built iteratively, so is L, starting with L = ∅.

For any X ⊆ CU ∪CW , we define Bi(X) to be the set of edges in Bi

incident on vertices in X, i.e., Bi(X) = {e ∈ Bi | e ∩X 6= ∅}.
Proposition 5.11. Let j ∈ {1, 2} and X ⊆ CU ∪ CW . We then have
that ∀e ∈ Bi \ Bi(X) there are at most |Ci ∩ V j| + |X| vertex-disjoint
paths between the two endpoints of e in the graph (V, {e1, e2, . . . , ei} ∪
Bi(X))[V j].

Proof. Observe that the set (Ci∩V j)∪X separates the two endpoints of
the edge e in the graph (V, {e1, e2, . . . , ei}∪Bi(X))[V j]. As this set has
cardinality |Ci ∩ V j|+ |X| the result follows by Menger’s theorem.

Let X1 be the set of vertices labeled 1 contained in the partially
constructed L, and X2 those labeled 2. Suppose that we can find a
vertex v ∈ (CU ∪ CW ) \ (X1 ∪ X2) where the number of “new” edges
incident on v satisfies

|Bi({v})\(Bi(X
1∪X2))| ≤ k−1−min{|Ci∩V 1|+|X1|, |Ci∩V 2|+|X2|} .

(5.4)
Let j ∈ {1, 2} be the index for which the minimum in minl∈{1,2}{|Ci ∩
V l| + |X l|} is attained (breaking ties arbitrarily). By Proposition 5.11
(with X = Xj), adding v at the end of the current order L and labeling
it with j does not violate k-constructibility of the orders O1 and O2.

The following proposition shows that, until the process is complete
(until Bi(X

1∪X2) = Bi), a vertex v satisfying Equation 5.4 can always
be found.

Proposition 5.12. Let X1, X2 ⊆ CU ∪ CW be two disjoint sets. If
Bi(X

1∪X2) 6= Bi, then there exists a vertex v ∈ (CU∪CW )\(X1∪X2)
that satisfies (5.4).

Proof. Note that CU , CW , and C ∩Ci are disjoint and contained in C,
so

|CU |+ |CW |+ |C ∩ Ci| ≤ |C| = k − 1 , (5.5)
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where |C| = k − 1 by definition. Also,

|V 1 ∩ Ci|+ |V 2 ∩ Ci| − |C ∩ Ci| = |Ci| = k − 1 . (5.6)

Adding (5.5) and (5.6), we get

|CU |+ |CW | ≤ (k − 1− |V 1 ∩ Ci|) + (k − 1− |V 2 ∩ Ci|) . (5.7)

By disjointness of CU and CW ,

|CU\(X1 ∪X2)|+ |CW \ (X1 ∪X2)| (5.8)
= |CU |+ |CW | − |X1| − |X2|
≤ (k − 1− |V 1 ∩ Ci| − |X1|) + (k − 1− |V 2 ∩ Ci| − |X2|) ,

(5.9)

using (5.7) in the last inequality. Thus, the smaller summand in (5.8) is
at most the larger summand in (5.9), and without loss of generality we
suppose that

|CU \ (X1 ∪X2)| ≤ k − 1− |V 1 ∩ Ci| − |X1| . (5.10)

By the hypothesis Bi(X
1∪X2) 6= Bi, there is an edge e ∈ Bi \Bi(X

1∪
X2); by Proposition 5.10, e = {u,w} with u ∈ CU and w ∈ CW ; and
by definition of Bi(X

1 ∪X2), u,w /∈ X1 ∪X2, i.e., u ∈ CU \ (X1 ∪X2)
and w ∈ CW \ (X1 ∪X2). Then v = w satisfies (5.4) because the new
edges on w must go to so-far-unused vertices in CU :

|Bi({w}) \Bi(X
1 ∪X2)| ≤ |CU \ (X1 ∪X2)| ,

whence (5.10) closes the argument.

Therefore there always exist two k-construction orders O1, O2 as de-
sired, which completes the proof of Theorem 5.6.

5.4 Conclusions

A proof was presented for a tight bound on the collection of edges in
minimum spanning trees of induced subgraphs which was conjectures
by Goemans and Vondrák. We also showed that the proven bound is a
generalization of Mader’s Theorem, which bounds the number of edges
in any k-connected graph.





Chapter 6

Conclusions

In most problems in the domain of network optimization one assumes
that the underlying network is fixed and perfectly reliable. However,
in many contexts, arcs or vertices may be subject to failure or removal
because of various reasons. We examined in this thesis some classical
combinatorial optimization problems on networks in settings where arcs
and vertices may be removed.
In Chapter 2 we considered the s-t reliability problem. Except for

very restricted graph classes, no algorithms are known to estimate small
s-t reliabilities in a reasonable time on large instances. Our goal was to
design a practically useful approximation algorithm for large instances
of a non-trivial class of graphs. We considered acyclic graphs since they
have the property that the number of paths between two vertices can be
efficiently counted. A Monte-Carlo algorithm was proposed that exploits
this property to take samples in a well defined way only from the set of
intact states. The proposed algorithm allows to estimating very small s-t
reliabilities in large acyclic networks. Furthermore, structural conditions
on the input network under which the proposed approach is an FPRAS
were presented. An important open question is whether there exists an
FPRAS for s-t reliability estimation in acylic graphs or more generally
in an arbitrary digraph. Another interesting direction is to search for
at least practically useful approximation algorithms, that can tackle in
reasonable time large instances of further graph classes.
In Chapter 3 the network flow interdiction problem on planar in-

stances was considered. Even though network flow interdiction prob-
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lems are in general strongly NP-hard, pseudo-polynomial algorithms are
known for some subclasses of planar instances. We presented pseudo-
polynomial methods whose applicability is broader than that of previous
algorithms. In particular we presented a technique for handling vertex
interdiction and vertex capacities. Additionally, it was shown how a
pseudo-polynomial network flow interdiction algorithm with a running
time that is polynomial in the input size and the capacities can be
transformed into an FPAS. Furthermore, we presented the first pseudo-
polynomial algorithm that can deal with a class of non-trivial, planar
instances that have multiple sources and sinks. An interesting direc-
tion of research is to clarify whether there exists a pseudo-polynomial
algorithm that is applicable to all network flow interdiction problems
on planar instances with multiple sources and sinks. We showed that
this problem is at least as hard as the k-densest subgraph problem on
planar graphs which is also a problem whose complexity status is open.
Furthermore, it would be very interesting to have further results on the
approximability of network flow interdiction problems.

In Chapter 4, the matching interdiction problem was introduced and
proven to be strongly NP-complete even on simple, bipartite graphs.
A pseudo-polynomial algorithm was presented for graphs with bounded
treewidth. The presented method extends the approach that is typically
used for the creation of efficient algorithms on graphs with bounded
treewidth to interdiction problems. Furthermore, we showed how the
proposed pseudo-polynomial algorithm can be transformed into an
FPAS. One important motivation for studying the matching interdiction
problem is to get a robustness measure for solutions to combinatorial
optimization problems that are based on maximum matchings. It would
be interesting to have further results on the complexity of the matching
interdiction problem for other special graph classes as for example pla-
nar graphs. Any results concerning the approximability of the problem
would also be of great interest.

In Chapter 5 a proof was presented for a tight bound on the collection
of edges in minimum spanning trees of induced subgraphs which was
conjectured by Goemans and Vondrák. We also showed that the proven
bound is a generalization of Mader’s Theorem, which bounds the number
of edges in any k-connected graph. The proven result implies that often
only a small part of the edges have to be considered when one has to
find minimum spanning trees in induced subgraphs of some given graph.

Network optimization problems in a context where edges and vertices
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can be removed constitute a rich source of interesting combinatorial
problems with many open questions. We think that especially inter-
diction problems are a very interesting domain for further study since
relatively few results are known from a theoretical point of view and
since many interdiction problems have interesting applications. In par-
ticular, results concerning the approximability of interdiction problems
would be of special interest. Another direction of research is to consider
more general removal models. For example in many networked systems
cascading failures are possible, where the failure of a set of arcs triggers
the failure of other arcs.
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