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Zusammenfassung

Ein wichtiges Werkzeug, um komplexe Systeme zu beschreiben, sind

Netzwerke. Netzwerke bestehen aus Knoten, die durch Kanten verbunden

sind. Eine wichtige Eigenschaft dieser Netzwerke ist das Verhalten bei

SchÃd’den in ihrer Netzwerkstruktur, die sogenante Robustheit.

Der Schwerpunkt dieser Arbeit ist die Einführung eines neuen

Robustheitskonzepts für Netzwerke. Anhand von verschiedenen Beispielen

zeigen wir, dass unser neues Robustheitkonzept Netzwerke besser

charakterisiert als bisherige Konzepte und zu neuen Sichtweisen und

Lösungen für verschiedene netzwerktheoretische Probleme führt.

Unsere Ausgangsfrage ist, die robusteste Netzwerkstruktur gegen gezielte

Angriffe zu finden. Wir zeigen, dass es zu jeder Knotengradverteilung

robuste Netzwerke mit ähnlichen Eigenschaften gibt. Die stabilste

Netwerkstruktur, die wir erhalten, bestehen aus einer zwiebelförmigen

Topologie, bestehend aus einem Kern mit stark vernetzten Knoten,

umgeben von Ringen aus Knoten mit einer abnehmenden Anzahl von

Verbindungen. Zusätzlich zeigen wir, dass reale Netzwerke mit wenigen

Änderungen, und damit geringen ökonomischen Aufwand, signifikant

robuster werden können. Diese Entdeckungen erlauben es robuste

Netzwerke für jede beliebige Knotengradverteilung zu entwerfen.

Das neue Robustheitskonzept kann auch zur Untersuchung von

verschiedenen Netzwerktypen benutzt werden. Zum Beispiel sind

biologische Netzwerke unerwartet anfällig gegenüber zufälligen Fehlern, im

Gegensatz zu anderen Netzwerken, wie das Internet. Dieses überraschende

Ergebnis können wir auf die modulare Struktur von Proteinnetzwerken
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zurückführen.

Eine weitere Anwendung für das neue Robustheitskonzept sind

Impfstrategien. Das Konzept erlaubt es effektivere Strategien zu

entwickeln, so dass die Ausbreitung von Epedemien besser verhindert

werden kann. Das bedeutet, dass bisherige Strategien Impfstoffe und

damit Geld unnötigerweise verschwenden. Wir zeigen diesen Effekt unter

anderem am Beispiel des internationalen Luftverkehrs, dem wichtigsten

Ausbreitungsweg von Pandemien.
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Summary

The concept of networks, a set of nodes connected by edges, is a useful tool

to study complex systems. One important property of networks is their re-

sponse to failures of the network structure, which is characterized by the

robustness.

Here, we introduce a novel robustness measure for networks. On several

examples we show that this new concept outperforms the commonly used

robustness measures and it allows to get a new prospective on several prob-

lems in network science.

We start with the question of finding robust networks against malicious at-

tacks and discover that independent of the degree distribution of the net-

work, a robust network structure exists. The most robust structures ex-

hibit an onion-like topology, made of a core of highly connected nodes sur-

rounded by nodes with smaller degree. Moreover, we show that real net-

works can be improved significantly with small changes and reasonably eco-

nomical effort. These insights enable to design robust networks with a pre-

scribed degree distribution.

The novel robustness measure can also be used to get more insight about

different networks types. For example, we find out, that biological networks

are unexpectedly fragile against random failures, in contrast to other net-

works like the Internet. We trace this surprising effect to the modular struc-

ture of protein networks.

Another application for the robustness measure are immunization strate-

gies. Based on the novel measure, it is possible to develop efficient immu-

nization strategies. We demonstrate that the network’s vulnerability to epi-

3



demics can be significantly reduced by our new immunization strategies,

thus actual immunization strategies waste immunization doses and there-

fore money. We illustrate this amongst others on the global flight network,

which is known as the most important source of pandemic spreading.
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Chapter 1

Introduction

Nowadays, networks are present in diverse parts of our life. From transport

networks over telephone networks to the virtual or the physical network of

the Internet, we are living in an interconnected world. Whether one uses

electric power, water or gas, all resources are only fast and easily available

because of the supply networks, in which customers and suppliers are

interconnected.

Networks are not only present in technology, but also in nature. Root

networks of trees and fungi or river networks are only some examples.

Another important type of networks are the so-called socio-economic

networks. Such social interaction networks are friendship or business net-

works, but also the ownership of firms or the credit market can be mapped

into networks. Furthermore, researchers study networks in biology, physics,

and epidemiology, to understand the functions of genes and proteins, the

behavior of granular media, and the evolution of diseases over space and

time.

To study all these different types of networks and their properties math-

ematical concepts of graph theory are used. Graph theory simplifies the

complexity of networks into mainly two constituent, namely nodes and

edges. For example, in the power supply network, the suppliers are repre-

sented by nodes and the power cables between them by edges. This concept

is powerful since many different networks can be described, the underlying

1



2 CHAPTER 1. INTRODUCTION

Fig. 1.1: The city of Königsberg with seven bridges in the 18th century [Wik].

structure can be analyzed, and different networks can be compared. Al-

though on a first glance the abstraction level is high, the results are suitable.

The roots of graph theory are originated in the 18th century with the famous

problem of the bridges of Königsberg[HR10]. People wondered if it was

possible to pass all seven bridges in Königsberg (see Fig. 1.1), which were

connecting different parts of the city, without passing a single bridge twice.

The famous mathematician Euler finally solved this problem by introducing

the topological network structure. He converted the map of Königsberg into

a network with nodes, the parts of the city, and edges, the bridges between

the parts. Based on this transformation, the solution of this problem

becomes simpler. The idea is that whenever a part of the city is visited there

must be another bridge to leave it. Therefore, every node except two, the

first and the last node of the path, should be connected by an even number

of edges. If a network fulfills this requirement, there is a so called Eulerian

path to visit all nodes and all edges. Since in Königsberg more than two

parts of the city are connected with an odd number of bridges, it is not

possible to pass all bridges only once and to visit all parts of the city.

In the 1950s, two centuries after Euler, Paul Erdős and Alfred Rényi, two Hun-

garian mathematicians, developed the graph theory further [ER60, Bol01].

2



3

They introduced the concepts of random graph theory, resulting from a

fusion of the probability theory and graph theory. Their idea was to study

families of graphs instead of a particular graph, in analogy to statistical

mechanics and Newton mechanics.

Not only the idea was similar to statistical mechanics, but also many

phenomena and tools, like critical exponents, percolation, phase transitions,

scaling behavior, and self-similarity were applied to graph theory. On a first

glance the theory and the results were promising. But the theory could not

explain several phenomena observed in real networks, like "the six degree

of separation" [Wat03] or the high probability of clustering, i.e. that two

neighbors of a node are also connected. Six degree of separation means

that on average everyone knows everyone else separated by only six other

people and high probability of clustering means that it is more likely that

two people are friends if they have common friends.

It took another 40 years until these problems were solved in the late 1990s

[Bar02, Wat99, DM03]. With the increasing computational power, the

availability of large data-sets and especially the growth of the Internet,

the tools for solutions were at hand. During the analysis of the data-sets

it became more and more clear that many real networks are not random,

but correlated. Taking into account that the link distribution was correlated

the next step in graph theory was done. This insight leads to plenty of

new phenomena, like the fact that diseases usually do not die out in

real networks [PSV01b], and explains former phenomena, like the ones

mentioned before. It is expected that the new insights will help to design

new or modify existing networks to improve their functionality.

The focus of this PhD thesis concentrates on an important property of net-

works, namely the robustness, a measure for the response of the network

to failures. The structure of this thesis is the following: In the first chapter

we give an introduction in network theory. After the general theoretical def-

inition of networks, important properties of networks are presented. In the

following, widely used network models are described and their properties

3



4 CHAPTER 1. INTRODUCTION

are mentioned. After that, attack strategies to destroy a given network are

discussed and two disease spreading models are introduced. The third chap-

ter is about the robustness of networks. A new measurement of robustness

and an algorithm to increase the robustness significantly against targeted

attacks are introduced for model networks as well as for real networks. In

the fourth chapter, the focus is on the robustness against errors of biologi-

cal networks and how to model such biological networks. The thesis closes

with a chapter about finding an efficient way to immunize networks against

the spread of diseases. The last three chapters 3-5 are based on the following

papers: [HSM+11, SMA+11, SASH11, SDAH11, SMH11, SMHH11].
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Chapter 2

Techniques and Properties to Study

Networks

In this chapter the basic tools to study networks are presented. The intro-

duction in graph theory starts with the theoretical definition of a network

and a short introduction to the network language. After this, a list of various

important properties to classify and describe networks is given. The chapter

continues with the description of different models to study real networks,

followed by an introduction to different attack strategies on networks. The

chapter closes with the presentation of spreading dynamics.

2.1 Properties

2.1.1 Definition of Network

In this section the mathematical definition of a network is given and illus-

trated by the example of a road network.

A structure is called network or graph, if it consists of N nodes, also called

vertices, vi, and M edges, also called links, eij [Bol98, Bol01, BS03]. The edge

eij connects the node vi with vj . If the two nodes are the same, the edge is

called self-connection. Two nodes vi and vj are called neighbors, if they are

connected with an edge. A simple network with N = 7 nodes and M = 9

edges is shown in Fig. 2.1. In case of the road network, the nodes are cross-

5



6 CHAPTER 2. TECHNIQUES AND PROPERTIES TO STUDY NETWORKS

Fig. 2.1: Scheme of a simple network with seven nodes connected by nine

edges.

ings and the edges are streets between the crossings.

Networks can be either directed or undirected. In directed networks edges

have an orientation, which means that an edge eij connects vi with vj , but

does not mean that there is a connection from vj to vi. In this case, nodes

have a number of outcoming connections and another of incoming ones.

These numbers are called outcoming degree ko, which is equal to the num-

ber of edges
∑

x eix, and incoming degree ki, which is equal to the number

of edges
∑

x exi. In undirected networks edges have no orientation, which

means that an edge eij connects vi with vj in both directions. In this case,

the number of incoming and outcoming edges are the same and it is just

called degree k. Directed road networks have one-way streets whereas in

undirected road networks streets are always two ways. The degree of each

crossing corresponds to the number of crossing streets.

For weighted networks, a weightwi is assigned to each edge i. The weight of

a network is the sum over the weights of all edges w =
∑

i wi. If the weight

is the same for every edge wi =
w
M

, the network is unweighted. In this case

every weight can be fixed to one and the network is equal to an unweighted

network. The number of lanes, and therefore the capacity of a street can be

seen as its weight. If all streets have the same capacity the road network is

unweighted.

6



2.1. PROPERTIES 7

Fig. 2.2: Two examples of regular networks with a) k = 2 and b) k = 4.

Undirected networks are called connected, if there is a connecting path be-

tween every pair of nodes vi and vj , which may or may not comprises other

nodes. In the directed case one differentiates between weakly and strongly

connected. A directed network is called weakly connected, if the network

is connected after replacing the directed edges with undirected edges. The

network is strongly connected, if there is a path between every pair of nodes

vi and vj accounting for the direction of the links. In a connected road net-

work each crossing is reachable independent of the starting point. In a

weakly connected one each crossing is reachable without regarding the traf-

fic signs and in a strongly connected one each crossing is reachable even if

one regards the traffic signs.

A network is called complete, if the network is undirected and all nodes are

neighbors. In such network there are M = N(N−1)
2

edges and each node has

a degree of N − 1. A road network is complete if one can get from any cross-

ing to any other crossing without passing any other.

Regular networks are networks, where the nodes have all the same degree

k. The number of edges depends on the degree and the number of nodes

M = Nk
2

. If the degree is zero, the network consists of disconnected nodes

and if k = 1, the network consists of disconnected pairs of connected nodes.

For k = 2, the network consists of any number of disconnected cycles. A fa-

mous example for 4-regular road networks is Manhattan where each cross-

ing connects four roads. In Fig. 2.2 examples for 2-regular and 4-regular

7



8 CHAPTER 2. TECHNIQUES AND PROPERTIES TO STUDY NETWORKS

networks are shown.

In the following the networks are undirected and unweighted with no self-

connections.

2.1.2 Adjacency Matrix

One possibility to describe a network is the adjacency matrix A. The adja-

cency matrix is a N × N matrix, which fully characterizes a special network

with N nodes. The knowledge of the matrix is sufficient to create its net-

work and a network has only one adjacency matrix. By permuting rows

and columns, the labeling of the network can be changed, but the prop-

erties of the network are unaffected. The element aij of the matrix corre-

sponds to the number of edges between the nodes vi and vj multiplied by

their weights. Since it is not unique, whether many edges or only a few

edges with high weight connect two nodes, all edges between two nodes

are merged to one single edge with their summed weights.

If the edges have no weight, the components of the matrix have only two

values, 0 and 1. In the case of undirected links, the matrix is symmetric and

if there are no self-connections eii, the diagonal elements are 0.

In Fig. 2.3 a network and its adjacency matrix is shown. The relationship

between the eigenvalues and eigenvectors of the adjacency matrix and its

network is studied in spectral graph theory. Instead of using the adjacency

matrix, it is also possible to use the Laplacian matrix L = K −A, where K is

a N × N matrix with the degrees of the nodes on the diagonal. In this case

the values of the eigenvalues λi are bounded:

0 = λ1 ≤ λ2, ..., λN ≤ 2kmax. (2.1)

With the information about λ2 and λN it is possible to obtain more informa-

tion about the network, e.g. synchronization properties [DNM06].

8



2.1. PROPERTIES 9

1

3
4

5

6

2

7 0  0  0  0  0  1  0

0  0  1  1  0  1  0

0  1  0  1  1  0  1

1  0  0  1  1  0  0

0  0  1  0  1  1  0

0  1  1  0  0  0  0

1  0  0  0  0  1  0

Fig. 2.3: A labeled network and its corresponding adjacency matrix.

2.1.3 Degree Distribution

To classify networks the degree distribution P (k) is used. The degree distri-

bution P (k) is the probability that a randomly chosen node, has the degree

k. Uncorrelated networks with similar or equal degree distributions have

often similar properties and similar dynamics. Every network has only one

degree distribution, but it is not possible to recreate the same network only

with the knowledge of the degree distribution.

In principle it is possible to create networks with an arbitrary degree distri-

bution, but the following five distributions are the most important ones for

networks. In many real networks we find a degree distribution, which fol-

lows a power-law

P (k) = Ck−γ (2.2)

with a constant C and the exponent γ. Depending on the value of γ, the av-

erage degree and the variance can be infinite. Because of the wide range

of possible degrees, the nodes with high degree, so called hubs, have a

huge impact on the properties of these networks. These networks are called

“scale-free”.

Another important distribution in real networks is the exponential distribu-

tion

P (k) =
1

〈k〉
e−

k

〈k〉 (2.3)

9



10 CHAPTER 2. TECHNIQUES AND PROPERTIES TO STUDY NETWORKS
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Fig. 2.4: Comparison between a power-law distribution and an exponen-

tial distribution. Although both distributions have the same average degree

〈k〉 = 2.23, the probability to find nodes with high degree is more likely for

the power-law distribution. It is nearly impossible to find nodes with degree

greater than 20 in the exponential case, whereas over 1% of the nodes in the

other case have degree greater than 20.

with the average degree 〈k〉 and the variance 〈k〉2. One of the most impor-

tant networks of this type are power grids like the European one.

In random regular or regular networks, also called lattices, every node is con-

nected to a fixed number of other nodes and therefore these networks have

only one degree. This can be described by the Dirac delta distribution δ,

P (k) = δ(k − 〈k〉), (2.4)

with 〈k〉, the average degree. Obviously such networks have null variance.

Networks with such degree distributions can be found in objects, which con-

sist of a single sort of atoms.

Networks, which have an equal number of nodes with different degrees,

have a uniform degree distribution. The uniform distribution is defined by

P (k) =
1

kmax − kmin
(2.5)

with the two parameters kmax and kmin, which are the highest and lowest

degree. The average degree in such networks is kmax+kmin

2
and the variance is

(kmax−kmin)
2

12
.

10



2.1. PROPERTIES 11

For random networks, also called Erdős-Rényi networks, with a given average

degree 〈k〉 the degree distribution is a binomial distribution, given by

P (k) =

(

N

k

)

〈k〉

N

k (

1−
〈k〉

N

)N−k

(2.6)

with the variance σ = 〈k〉(1− 〈k〉
N
). Usually, networks with such a degree dis-

tribution have no correlations. These networks are often used for a first ap-

proximation of an unexplored network, in which only the number of nodes

and edges are known.

The presented degree distributions are used to model and to understand

real networks, but they are only approximations of the real ones. Take into

account that the distributions for real networks are not as smooth as the

one of model networks and that the distributions do not describe the net-

work completely, it is surprising that many properties of real networks are

often well reproduced by model networks.

2.1.4 Assortativity

The assortativity is a property of a network that describes the correlation

between the nodes’ degree at each side of an edge [New02a, New03a]. The

assortativity r is defined as

r =
4M

∑

i jiki − (
∑

i(ji + ki))
2

2M
∑

i(j
2
i + k2

i )− (
∑

i(ji + ki))2
(2.7)

with the degree ji and ki of the two nodes, which are connected by an edge.

The range of r is in principle between−1 and 1, but it is limited by the degree

distribution. If the assortativity is positive, the network is called assortative

and the nodes in the network tend to connect to nodes with similar degree.

If r is negative, the network is called disassortative, nodes with low degree

are attached to nodes with high degree and vice versa.

2.1.5 Correlation

To get more detailed information how the nodes are connected, the av-

erage nearest neighbor degree knn(k) of nodes with degree k was intro-

11
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duced [PSVV01]

knn(k) =
∑

i

k′
i

Ek k′
i

kNk

. (2.8)

Here k′
i is the degree of a node i, Nk is the number of nodes with degree k

andEk k′
i
counts the connections between the node i and nodes with degree

k. In other words
∑

i k
′
iEk k′

i
is the sum of the degrees of the neighbors of

nodes with degree k and the normalization kNk is the number of the neigh-

bors.

This value measures the average degree of the neighbors of all nodes with

degree k. If knn increases for an increasing k, the network is assortative and

when it decreases for an increasing k, the network is disassortative. Since it

is not a simple value like r, it is possible to get deeper insights in the network

structure.

2.1.6 Clustering Coefficient

In many networks, especially in social networks, the neighbors of the node

are often interconnected too. To measure this important property, the clus-

tering coefficient Ci of the node vi is defined as [WS98, BnPS03]

Ci =
2Ei

ki(ki − 1)
. (2.9)

Here Ei is the number of connections between the neighbors of node vi and

ki is its degree. The average clustering coefficient of the network is given by

C =
1

N

∑

i

Ci. (2.10)

C is also the ratio of the number of triangles in the network and the to-

tal possible number of triangles C ranges from zero to one, whereas C = 0

indicates that the neighbors of a node are not connected to any other neigh-

bor. The largest possible value of C is one which means that the network is

completely connected. The identification of groups of people in a social net-

work, which are friends or cliques, is still an open research problem. Many

12
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Fig. 2.5: Scheme of a small network with the clustering coefficient per node.

The average clustering coefficient of the network is C ≈ 0.26.

algorithms which are dealing with this task are based on the clustering co-

efficient [RB03, NG04]. In Fig. 2.5 the clustering coefficient for all nodes is

shown and the triangles in the network are marked red.

2.1.7 Distance

So far the introduced properties are local properties, i.e, the properties can

be calculated solely with information about the nodes and their neighbors.

A characteristic of the network approach is that the properties of a node are

not only controlled by its neighbors but by many nodes. Global properties of

the network take this contribution into account.

The first global property introduced here, is the distance dij between two

nodes vi and vj . The distance is defined as the number of links which are

on the path between them. The most important path between two nodes

is naturally the shortest path lij = min{dij}. The average over all shortest

paths between pairs of nodes is the average shortest path length which is

defined as

l =
∑

i,j 6=i

lij
N(N − 1)

(2.11)

with N , the number of nodes. It is nevertheless possible to define the av-

erage shortest path length for special nodes, for example for nodes with a

13
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Fig. 2.6: Scheme of a small network, where the shortest path lij between

two nodes vi = 1 and vj = 5 is highlighted.

degree k

lk =
∑

i,deg(i)=k,j

lij
NkN

. (2.12)

Here Nk is the number of nodes with degree k. Another property related to

the distances is the diameter of the network. The diameter is the maximal

length of the shortest path between any two nodes:

d = max
i,j

{li,j}. (2.13)

In Fig. 2.6 an example for the shortest path between the nodes vi = 1 and

vj = 5 is shown. The path is marked red with a length of two. The average

path length starting from node vi = 1 is 1.83 and l = 1.67while the diameter

is d = 3.

2.1.8 Efficiency

One disadvantage of the measurement of the average shortest path is the

question how to deal with nodes which are not connected by a path. In

this case lij → ∞ and therefore l → ∞. Then the shortest path gives no

information about the network beside the absence of at least one path. One

14
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Fig. 2.7: Scheme of a small network with the betweenness per node Bi (in-

side the nodes) and per edge bi (beside the edges).

solution is the introduction of the efficiency E of a network, which is the

inverse sum of all shortest paths lij [LM01a]

E =
1

N(N − 1)

∑

i,j 6=i

1

lij
. (2.14)

In this case the contribution of a path is between 1/(N(N − 1)), when two

nodes are neighbors, and zero, when the two nodes are not connected by a

path. The range of E is between 0 and 1, whereas higher E indicates shorter

shortest paths. In the special case of E = 0, the network consists of discon-

nected nodes andE = 1 indicates that the network is completely connected.

2.1.9 Betweenness

Another important property based on the shortest path is the betweenness

Bi [Fre77]. The betweenness of nodes is a measurement of the centrality of

a node in a network

Bi =
∑

j<k

σi
jk

σjk

. (2.15)

Here σjk is the total number of shortest paths from node vj to node vk and

σi
jk is the number of shortest paths passing through node vi. The average

15
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betweenness is given by

B =
1

N

∑

i

Bi. (2.16)

In the same way the betweenness bi of edges is defined. The higher the be-

tweenness, the more central the node is. Instead of counting the number of

shortest paths through nodes, the number of shortest paths through edges

is counted. In Fig. 2.7 the edge and node betweenness are shown for a small

network. Nodes and edges with high betweenness are important for the

average shortest path, the connectivity, and the dynamics of the network.

2.1.10 Connected Cluster

One of the essential properties of a network is the fact that any node has at

least indirect influence on any other node even when only interacting with

their neighbors. At a first glance the indirect influence vanishes if paths be-

tween two nodes do not exist, but there is still an influence, e.g. in the cal-

culation of the efficiency. Therefore, even a network consisting of isolated

clusters is useful to study.

Two nodes belong to the same connected cluster, if a path between them

exists. The size of a connected cluster is equal to the number of its nodes.

The connected cluster with the highest number of nodes is the largest con-

nected cluster S, the connected cluster with the highest number of nodes

beside the largest connected cluster is called the second largest connected

cluster, and so on.

If the size of the largest connected cluster is equal to the number of nodes

in the network, the network is fully connected. The other extreme is if the

size of the largest connected cluster is one. This means that the network is

disconnected and all nodes have degree zero. The size of the clusters is im-

portant for dynamics on networks and for the robustness. Usually the fol-

lowing rule is valid: The larger the cluster the better the network performs.

In Fig. 2.8 a network consisting of three isolated clusters is shown. The size

of the largest connected cluster is four, the size of the second largest con-

nected cluster is two, and one for the third one.

16
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Fig. 2.8: Scheme of a small network consisting of three clusters. The size of

the largest connected cluster (red) is four and second largest cluster (blue) is

formed by two nodes.

2.2 Complex Network Models

There are many different kinds of network models, but we focus here on

five important network types. First the Erdős-Rényi network is described as

an example for random networks. Second, the Barabási-Albert network is

discussed as a famous member of the group of growing networks and the

Apollonian network is presented, which is a representative for determinis-

tic networks. Another interesting type of networks is a network with only

two degrees, also often called bimodal network. To create such networks,

the configuration model is presented. In particular, the configuration model

can be used to create networks with any specific degree distribution. Finally

several networks created with real data are introduced.

2.2.1 Erdős-Rényi Networks

The first model studied to describe real world networks was the Erdős-Rényi

model, which is based on random graph theory [ER60]. The model describes

a network with N nodes and M edges, which connect the nodes randomly.

Note that the maximal number of edges is N(N − 1)/2. An equivalent def-

inition of random networks is the binomial model. In this case, every pair

17
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Fig. 2.9: The topology of an Erdős-Rényi network with N = 128 nodes and

M = 256 edges. The size of the nodes as well as the colors are related to

their degree.

of nodes is connected with a probability p. The total number of edges is

Np(N−1)/2 and the average degree is 〈k〉 = pN . As mentioned before both

definitions lead to the same degree distribution

P (k) = Ck
N−1p

k(1− p)N−1−k, (2.17)

with the binomial coefficient Ck
N−1

Ck
N−1 =

k!

(N − 1)!(N − 1− k)!
. (2.18)

As the name random network suggests, Erdős-Rényi networks have no corre-

lation, which means that the assortativity is r = 0 and the average neighbor

degree is independent of the degree of a node knn(k) = knn = 〈k〉 for k > 0.

Although the nodes are connected randomly, nearly every random network

consists of a single giant cluster. The condition for the emergence of this

cluster is that the average degree is larger than the logarithm of the num-

ber of nodes 〈k〉 = 2M ≥ ln(N).

The average shortest path length in random networks grows with the log-

arithm of the system size lER ∼ ln(N)/ln(〈k〉) and the clustering coefficient

decreases fast with the system size CER = p = 〈k〉/N .

18
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Though Erdős-Rényi networks are easy to study, they can not describe many

real networks. Many properties are different, especially the average shortest

path length in Erdős-Rényi networks is far too large in comparison with most

real networks. Another difference is that in real networks typically much

more nodes with high degree are found, which is unlikely in Erdős-Rényi net-

works. A small example for a random network is shown in Fig. 2.9.

2.2.2 Barabási-Albert Networks

Fig. 2.10: The topology of a Barabási-Albert network with N = 128 nodes

and M = 253 edges. The size and the color of the nodes are related to their

degree.

To describe and understand some real networks another type of network

with a power-law degree distribution is more realistic. A famous network

model to create such networks is the Barabási-Albert model [Sim55, BA99].

The main ideas behind the Barabási-Albert model are that networks grow

over time and nodes are not connected randomly. Barabási and Albert use

the rich getting richer effect to create networks with a power-law degree dis-

tribution. The power-law distribution of the degree guarantees that hubs,

nodes with higher connectivity, emerge in the network. Due to these hubs

the average shortest path length is smaller than in Erdős-Rényi networks.

Barabási and Albert developed the following algorithm to create networks

with the described properties. The network starts with a small numberm+1

19
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of nodes, which are fully connected with m(m− 1)/2 edges. Then nodes are

added to the network with a fixed number of edges m. These edges are

connected to m different nodes, which are already in the network. The prob-

ability Π that a new node will be connected with a node vi depends on the

degree ki of the node as compared to all other nodes in the network, i.e.,

Π(vi) =
ki

∑

j kj
. (2.19)

This biased decision, to which of the old nodes the new nodes are connected,

is called preferential attachment. The degree based decision guarantees

that highly connected nodes are more likely to be connected by new nodes.

After adding a certain number of nodes N −m+1, the algorithm is stopped

and the network is finished. Although we have an additional parameter m

in the model, the degree distribution is independent of m

P (k) ∼ k−γ, (2.20)

following a power-law with the exponent γ = 3. Note that the growing

algorithm does not allow links between nodes with the lowest possible de-

gree m. The average degree is 〈k〉 = 2m− m2+m
N

and the number of edges is

M = Nm− m2+m
2

.

Because of the constraint in the attachment of new edges in the growing

process, the Barabási-Albert network always consists of one single cluster in-

dependent of the number of nodes and edges. These networks exhibit only

partially the so-called small world property. A network is called small world

if the average shortest path length grows slower with the system size than

in comparable random networks, which have the same number of nodes

and links, and if the clustering coefficient is large and independent of the

system size. For infinitely large Barabási-Albert networks, the average short-

est path length grows logarithmically lBA ∼ ln(N)/ln(ln(N)) and therefore

slower than the average shortest path length in random networks. But, al-

though the average clustering coefficient is larger than in random networks,

it decreases fast with system size, namely with CBA ∼ N−0.75. An example of

a Barabási-Albert network with m = 2 is shown in Fig.2.10.

20
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2.2.3 Apollonian Networks

Fig. 2.11: The topology of an Apollonian network with N = 124 nodes and

M = 366 edges. The nodes are ordered in such a way that the edges do

not cross. The size of the nodes and the colors correspond not only to their

degree, but also to the generation.

The Apollonian network is defined based on the space-filling packing prob-

lem of the Greek mathematician Apollonius of Perga [AHAdS05, DM05].

Apollonius wondered about the possibility to completely fill a two dimen-

sional space with circles of different sizes. The classical solution of this pack-

ing problem is to start with three equally-sized circles, which are touching

each other. The hole between these circles is filled again with one circle with

smaller radius. This process can be repeated infinitely often for each set of

three contacting circles and the added circles in the same iteration, have the

same generation number. If the centers of these circles are connected with

the centers of the touching ones, one gets a network, which is space-filling

and matching in two dimensions. This means that the nodes of a network

can be arranged on a two dimensional space in a way that any two edges

never cross.

The number of nodes in each generation is increased by a factor of 3 and

their degrees are increased by a factor of 2. Because of these generations,

the number of nodes and edges in the original Apollonian network is dis-
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crete. Nevertheless, the degree distribution follows a power-law

P (k) ∼ k−γ (2.21)

with an exponent γ = ln(3)/ln(2) ≈ 1.585, if one ignores the missing k-

values, since most degrees are not present in the network. The average de-

gree is 〈k〉 = 6 − 12
N

and the number of edges is M = 3N − 6. The average

shortest path length scales with l̄AP ∼ (lnN)0.75 while the clustering coef-

ficient for large systems converges to a constant value CAP = 0.828. Since

the average shortest path length grows slower than logarithmic with the

system size and the clustering coefficient is large, the Apollonian network

exhibits the small world property, not only partial like Barabási-Albert net-

works. The Apollonian network at the fifth generation is shown in Fig. 2.11.

2.2.4 Configuration Model

Fig. 2.12: The topology of a scale-free network with N = 128 nodes, M = 217

edges and a degree distribution P (k) ∼ k−2.5 created with the configuration

model. The size and the color of the nodes are related to their degree.

The configuration model and the previous models are conceptually differ-

ent [MR95]. Instead of using an algorithm to get a degree distribution, the

configuration model starts with a given arbitrary degree distribution. At the

beginning, the degree of each node is set according to the given degree dis-

tribution. After assigning the degree to each node, the nodes are connected
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with edges until all nodes have the required degree. This procedure guaran-

tees that the created network has the desired degree distribution. The pa-

rameters of the configuration model are the number of nodes N , the num-

ber of edges M , the degree distribution p(k), and how the edges connect

the nodes. The connection can be either random or with any preferential

attachment. In the case of preferential attachment the network has hidden

variables, which means that the network has specific properties, e.g. it can

be forced to be assortative. In the random case, the network has no addi-

tional correlation, beside the one related to the degree distribution. In Fig.

2.12 a scale-free network with γ = 2.5 and a minimal degree kmin = 2 ob-

tained from the configuration model is shown. In this case, the edges are

randomly attached between nodes, thus the network is uncorrelated.

2.2.5 Bimodal Networks

Fig. 2.13: The topology of a two peak network with two degrees k1 = 3

(green) and k2 = 13 (red) consisting of N = 100 nodes and M = 400 edges.

An interesting application of the configuration model are bimodal networks

[TPC+05]. The degree distribution of these networks consists of only two

different degrees, k1 and k2, and it is given by

P (k) =
N1

N1 +N2
δ(k − k1) +

N2

N1 +N2
δ(k − k2), (2.22)
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Fig. 2.14: The world-wide Internet at the level of point of presence, where the

connections between the service provider are suppressed. Most of the PoPs

are located in North America and Europe.

where N1 and N2 are the number of nodes with degree k1 and k2 respec-

tively. In this case the configuration model is used, whereas the connections

are chosen randomly. One interesting property of such networks is the high

tolerance against both random and malicious attacks for a wide range of the

values k1 and k2. It can be shown, that the most robust degree distribution

for networks is the bimodal distribution, with a certain ratio between the

number of nodes N1 with degree k1 and the number of nodes N2 with de-

gree k2, depending on the two degrees. Bimodal networks can be used, for

example, to model systems consisting of two different kinds of atoms.

2.2.6 Real Networks

On the one hand studying artificial networks is important to get a better and

deeper understanding of the behavior of real networks. On the other hand

one can also try to convert and simplify real networks into artificial networks

to get more insight about their complex behavior. Thus the propagation of
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Fig. 2.15: The subset of the European power grid, which is responsible for the

energy transport.

viruses and diseases, the propagation of cascade failures, among other phe-

nomena have been modeled on networks created with real data. To study

the propagation of viruses the connections between routers of the Internet

have been mapped on networks. To investigate the propagation of diseases

data of flying passengers have been converted into a traffic network, and

to study the propagation and effects of cascade failures of power grids, the

power supply system has been considered.

The datasets used for modeling two different Internet networks, one at the

level of autonomous systems (AS) and the other at the level of point of pres-

ence (POP), come from the DIMES project [Dim]. In the case of the AS each

node represents one service provider and the cables, the physical connec-

tions between them, are represented by edges.

To get more information about the location of the most important routers,
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Fig. 2.16: The protein-protein interaction network of the organism C. Elegans.

this level is not sufficient, since the routers of a single provider, like AT&T,

can be distributed over a huge area. Therefore the Internet at the level of

point-of-presence is used. A point-of-presence is a locations where the ser-

vice providers have a large number of routers in a computing center. In this

case a single server provider can be mapped on more than one node and

location. With this data, a map of the infrastructure of the Internet can be

created, which is shown in Fig. 2.14.

The data to create the European power grid comes from UCTE [FF70]. To

study the main transport of energy in Europe, a subset of all power lines is

used, which is shown in Fig. 2.15. The transmission network only consists of

power lines with high voltage level (≥ 220kV ) while the other lines, which

are working with less than 220kV , are not taken into account. This selection

can be justified with the minor role of the low voltage lines for the power

transportation, since they have relative small capacities. The network of the

European power grid is shown in Fig. 2.15.

Another group of networks, which is studied here, are biological networks,

which are created with the data from the STRING database. The STRING

database consists of millions of proteins for over a hundred different organ-
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Fig. 2.17: The airports of the world without the flight connections between

them.

isms from different kingdoms and phylums. Here we consider only 20 dif-

ferent but representative organisms in the bacteria and eukarya domain. To

convert the STRING dataset into a protein-protein interaction network, the

combined score (CS) [STRa], a measure of the degree of experimental relia-

bility for a specific protein-protein interaction, is used. Edges eij are only in-

serted into the network if the combined score is larger than a certain value.

On the one hand too small values of CS lead to a huge number of edges, so

that the actual relevant information is blurred by a large amount of noise.

On the other hand, a too large value of CS may exclude important biological

components that are not sufficiently investigated nowadays. A typical bio-

logical network is shown in 2.16.

A crucial network for disease spreading is the world wide airline network.

Based on the flight data of summer 2008, we create an airline network con-

sisting of airports and flight routes. An edge is added between two airports,

if there is at least one flight between these two airports. It is also possible
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Fig. 2.18: A directed friendship network as an example for social networks.

One can see the typical high clustering of cliques in such a network.

to give a weight to each edge, e.g. based on the passengers numbers on the

corresponding flight route. The location of the airports are shown in Fig. 2.17,

where for better visualization, the flights between them are suppressed.

The last group of network studied here are social networks. In social net-

works, nodes commonly represent people and the interactions between

them are mapped by edges. For example one can study the network of tele-

phone calls or friendship contacts in online communities. Here we stick to

direct interactions, namely friends in schools, where the networks are cre-

ated based on questionnaires [GLH06]. One example of such a friendship

network is shown in Fig. 2.18.
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2.3 Attack Strategies

The goal of an attack strategy is to destroy the functionality of the attacked

network as fast as possible. In this case fast means that the fraction of at-

tacked edges or nodes q should be as small as possible. Since the function-

ality of a network is often related to the size of its largest connected cluster

S, the aim of an efficient attack strategy is the disconnection of the nodes,

while removing as few nodes or edges as possible.

In general, the removal of nodes seems to be more harmful, since remov-

ing a single node leads to removing many edges. Depending on the type of

network, different attack strategies have different impact. Below, different

attack strategies are shortly discussed.

2.3.1 Random Attack

Without any information about the network, the only possible way to attack

the network is the random attack (RA) [AJB00]. In this simple case, nodes

or edges are removed randomly. This attack strategy is inefficient in com-

parison to the following ones, since the largest connected cluster vanishes

only after removing nearly all nodes. Nevertheless, this kind of attack is the

most studied one, since it models the effect of random errors, which can oc-

cur in every network. Another advantage is that the calculation of the size

of the largest connected cluster S(q) and the percolation threshold qc can be

done analytically, if there are no correlations in the network [CEbAH00]. The

percolation threshold qc is given by the equation

qc = 1 +
1

1− 〈k2〉
〈k〉

. (2.23)

Note that the percolation threshold depends only on the first and second

momentum of the degree distribution, the average degree 〈k〉 and the aver-

age squared degree 〈k2〉.

Not only the percolation threshold, but the largest connected cluster after

removing any fraction of nodes can be calculated. Using generating func-
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tions, one gets

S(q) = qN

(

1−
1

N

∞
∑

k=0

p(k)uk

)

(2.24)

for the size of the largest connected cluster, where u is the smallest positive

solution of the following self-consistent equation

u = 1− q +
q

〈k〉

∞
∑

k=0

kp(k)uk−1. (2.25)

Usually, this equation can not be solved analytically but numerically. Note

that the numerical calculation of the attack sequence (not the size of the

largest connected cluster) is computationally fast O(N). As one can deduce

from Eq. (2.23), the random selection of targets is not effective, since 〈k2〉
〈k〉

is usually large. Especially, in the case of scale-free networks, where 〈k2〉

diverges, one has to remove all nodes to destroy the network completely.

2.3.2 High Degree Attack
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Fig. 2.19: The susceptibility of a small network to HD. The nodes are removed

according to the degree at the beginning of the attack. The removed nodes

are marked red and the numbers inside the nodes are their degree in the

initial configuration.
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A simple strategy to disconnect the largest connected cluster is to remove

as many edges as possible. Therefore, nodes with the highest degree are

attacked first, while nodes with low degree remain untouched. This strat-

egy is called high degree attack (HD) [AJB00, CEbAH01]. To calculate the

attack sequence, the nodes are ranked once in the descending order of their

degree. After this the attacker removes the nodes according to the attack

sequence starting with the node with the highest degree. The high degree

attack needs only local information about the network, namely the degree

of each node at the beginning of the attack. Such degree based strategy is

much more effective than the RA strategy, but it is computational more ex-

pensive to calculate, since the ordering of the degrees goes withO(N logN).

An example of the HD strategy is given in Fig. 2.19.

2.3.3 High Degree Adaptive Attack
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Fig. 2.20: The susceptibility of a small network to HDA. The nodes are re-

moved according to the current degree. The removed nodes are marked red

and the numbers inside the nodes are their current degree.

The disadvantage of the HD strategy is that the removal of the edges during

the attack is not taken into account. Therefore, the removal of the node with

the highest number of edges at each step of the attack, might be missed. Es-

pecially, at the beginning of the attack, when nodes with many edges, thus
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high degree, are removed, each neighbor looses an edge, which leads to a

discrepancy between the node with the Q-st highest degree and the node

which removes the highest number of edges after removing Q−1 nodes. To

solve this problem, the degrees of the neighbors of a removed node are re-

calculated. After the recalculation, the node with the most remaining neigh-

bors, thus with the highest degree, is removed. This attack strategy is called

high degree adaptive attack (HDA) [HKYH02]. It is more effective than HD,

but it needs additional information about the neighborhood of a removed

node after removing this node. HDA can be coded nearly as fast as HD with

a time dependence of O(N logN). An example of HDA is given in Fig. 2.20.

2.3.4 High Betweenness Attack
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Fig. 2.21: The susceptibility of a small network to HB. The nodes are removed

according to the betweenness at the beginning of the attack. The removed

nodes are marked red and the numbers inside the nodes are their between-

ness in the initial configuration.

Instead of using the degree of the nodes as the removing criterion, the be-

tweenness is used. The advantage of the betweenness is that it easily iden-

tifies bridge nodes, nodes which lie between two parts of a network. If there

is only one path between two highly connected subnetworks, the between-

ness of the nodes, which connect them is high and therefore they are at-
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tacked early.

To calculate the high betweenness (HB) attack sequence [HKYH02], the be-

tweenness is calculated at the beginning of the attack and the nodes are or-

dered according to their betweenness. Then the attacker removes the nodes

according to the descending order of their betweenness. It is also possible to

remove the edges with the highest betweenness instead of the nodes. Both

strategies need information about all edges and nodes. The effectiveness

of the strategy is comparable to HD, although the computational time de-

pendence is worse going with O(NM +N logN). An example of this attack

strategy is given in Fig. 2.21.

2.3.5 High Betweenness Adaptive Attack
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Fig. 2.22: The susceptibility of a small network to HBA. The nodes are re-

moved according to their current betweenness. The removed nodes are

marked red and the numbers inside the nodes are their current between-

ness.

The disadvantage of the HB is the fact that most of the neighbors of nodes

with high betweenness also have high betweenness. Another problem is

that after removing one node, the betweenness of each node in the entire

network can change drastically. To avoid these problems, the betweenness

is recalculated after removing each node. This attack is called high between-
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ness adaptive (HBA) attack [HKYH02]. This attack seems to be the most ef-

fective strategy, but it needs all information about the network and is with

O(N2M) computationally the most expensive algorithm. An example of

such an attack is given in Fig. 2.22.

2.3.6 Acquaintance Attack

If one has no information about the network and the degrees, the so-called

acquaintance attack (AA) can be used [CHbA03]. First a node is randomly

chosen and then one random neighbor of this node is attacked. This rule is

repeated until the network is disconnected.

Although this strategy seems to be quite similar to random attack, it is much

more efficient. The gain comes from the fact, that high degree nodes are

more likely to be chosen, since they have more neighbors. Especially for net-

works with broad degree distribution this strategy is nearly as efficient as

HDA, although it requires neither information about node degrees nor other

global information.

2.3.7 Graph Partitioning

All mentioned attack strategies are sequential, which means that the at-

tacked nodes or edges are removed one by one. But it is also possible to

use an attack strategy for a given number of targeted nodesQ. One possible

non-sequential attack strategy is called graph partitioning (GP) [CPH+08]

and it is based on the nested dissection (ND) algorithm, which efficiently

solves sparse systems of linear equations. The idea of GP is to separate the

network in a certain number of subnetworks with equal size.

For different types of networks, this strategy is more efficient than the se-

quential attacks, which is not surprising, since the attacker only cares about

one special point of the attack, namely the size of the largest connected clus-

ter S(Q) after removing Q nodes.
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2.3.8 k-shell Decomposition

The main purpose of k-shell decomposition [CHK+07] is not to attack a net-

work, but to get information about the structure of a network. All nodes

with one connection (and their edges) are removed until all nodes with one

neighbor are removed. Note that during the removal the degrees of other

nodes are reduced. These nodes, if they have at most one neighbor left, are

removed, too. All of these removed nodes are assigned to the 1-shell. Then

the algorithm continues with nodes with k = 2 neighbors. In the same way,

nodes with k degree are removed and assigned to the k-shell. The whole

procedure is repeated until all nodes are removed.

Then one can define the k-core as the union of all shells with indices larger

or equal to k and the k-crust as the union of all shells with indices smaller

or equal to k. The shell with the highest index kmax forms the nucleus. If

this process is applied to a network with an increasing k, the entire network

is removed when k is equal to kmax, which can be smaller than the highest

degree in the network. Nevertheless, all nodes have to be removed from the

network to destroy the network completely.

Although k-shell decomposition can be used as an attack strategy, it is one

of the weakest attack strategies, even weaker than RA, but the information

about the shell-indices can be used for other purposes, e.g. to visualize net-

works. There are some networks, which have only one shell, e.g. the Apol-

lonian and the Barabási-Albert networks. Both network types have only one

shell with an index of k = 3 for Apollonian and k = m for Barabási-Albert.
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2.4 Spreading Dynamics

So far, statistical properties of networks have been discussed. Another in-

teresting application for networks is the study of different dynamics on top

of the network. The most important dynamics are spreading dynamics like

opinion and diseases spreading. To model such dynamics cellular automata

are often used. In this case the nodes represent agents, which have addi-

tional properties, like the opinion for the next election or their health state.

During discrete time steps, the property of each agent can change, based

on the property at the time step and the corresponding properties of its

neighbors. In the following, two simple and widely used disease spread-

ing models susceptible-infected-susceptible (SIS) and susceptible-infected-

recovered (SIR) are introduced.

2.4.1 Susceptible-Infected-Susceptible

In the simplest disease spreading model nodes exist in two different states,

susceptible (S) and infected (I) [Bai75]. Nodes switch between these two

states depending on their state and that of their neighbors. At each time

step each susceptible node has the probability α to get infected, if the node

is connected to an infected node. An infected node switches its state to sus-

ceptible with the probability β. The ratio between α and β is defined as the

effective spreading rate λ = α
β
. If the spreading rate is below the epidemic

threshold λC , the disease dies out, while for larger values λ > λC the disease

survives over time.

The SIS can be analytically solved with a mean-field approximation [PSV01b,

PSV01a]. Without losing the generality β can be set to one and then the

mean-field reaction equation for the density of infected nodes ρ(t) is:

∂tρ(t) = −ρ(t) + λ〈k〉ρ(t)(1− ρ(t)). (2.26)

The first term of the equation is related to the cure of the infected nodes,

while the second one is related to new infections. For scale-free networks

with a degree distribution P (k) ∼ k−γ it turns out that the epidemic thresh-

36



2.4. SPREADING DYNAMICS 37

old λC is 0 for 2 < γ < 3, while for most of the other networks the epidemic

threshold is finite and non-zero λC > 0. Note that the larger the average de-

gree 〈k〉 the smaller is λC . In Fig. 2.23 a typical evolution of a SIS dynamics for

scale-free and Erdős-Rényi networks is shown. In the case of the scale-free

network the number of infected nodes fluctuates around a certain value,

while in the case of the random network, the disease dies out.
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Fig. 2.23: The time evolution of a SIS dynamics with α = 0.1 and β = 0.5.

The fraction of infected ρ nodes is shown for a scale-free and an Erdős-Rényi

network.

2.4.2 Susceptible-Infected-Recovered

The SIS model misses one important characteristic of epidemics, the fact

that agents either die due to the illness or they can get immunized. Both

possibilities change the evolution of the disease significantly and can be

modeled by the SIR model [AM92]. In contrast to SIS, each node exists in

three different states, susceptible (S), infected (I) and recovered (R). The addi-

tional state recovered represent nodes which were infected and are now im-

mune to further infections. A susceptible node can get infected with prob-

ability α, if at least one neighbor is infected. But instead of returning to the

susceptible state, infected nodes become recovered with the probability β.

The time depending equations for the fraction of nodes in the three different
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states are:

ρS(t) = ρS(t− 1)− αρS(t− 1) (2.27)

ρI(t) = ρI(t− 1) + αρS(t− 1)− βρI(t− 1) (2.28)

ρR(t) = ρR(t− 1) + βρI(t− 1). (2.29)

In contrast to SIS the disease always dies out for β > 0, independent of α

and β. Both parameters only control the spreading speed, maximal number

of infected nodes at a time and the total number of recovered nodes.

In Fig. 2.24 a typical evolution of a SIR dynamics is shown for scale-free and

Erdős-Rényi networks. In both cases the number of infected nodes increases

until it reaches a maximum before the number of infections decreases until

the disease dies out.
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Fig. 2.24: The time evolution of a SIR dynamics with α = 0.2 and β = 0.05.

The fraction of infected ρI and recovered ρR nodes are shown for a scale-free

and an Erdős-Rényi network.
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Chapter 3

The Robustness of Complex

Networks

3.1 Enhancing the Robustness of Complex Net-

works against Malicious Attack

We develop a method to generate robust networks against malicious at-

tacks, as well as to substantially improve the robustness of a given network

by swapping edges and keeping the degree distribution fixed. The method,

based on persistence of the size of the largest cluster during attacks, was ap-

plied to several types of networks with broad degree distributions including

a real network, the Internet. We find that our method can improve the ro-

bustness significantly. Our results show that robust networks have a novel

"onion-like" topology consisting of a core of highly connected nodes hierar-

chically surrounded by rings of nodes with decreasing degree.

3.1.1 Introduction

The security of real networks, like power supply networks [AAN04, SBP+08,

BPA+07], optical communication networks [JKBH08], computer networks or

spy networks, is an important issue. Networks are considered to be secure

if their function is not affected by the removal of nodes, which can be ei-
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Fig. 3.1: The onion-like topology of a robust network withN = 124 nodes and

M = 366 edges obtained from the Apollonian network [BM98]. The size of

the nodes is proportional to their degree. Edges between nodes with equal

degree and the fully connected core are highlighted. In onion-like networks

between nearly each pair of nodes of equal k there is a path that does not

contain nodes with higher degree.

ther random or targeted. Many networks are remarkably resistant against

random failure, but a malicious attack is targeted to disrupt the network

removing only a small fraction of nodes [AJB00, CEbAH00, CNSW00] or

edges [AJB00, CEbAH01]. A simple solution to avoid the disruption and in-

crease the security is to add edges between nodes, but additional edges also

increase the costs significantly. In this chapter we show that for a given de-

gree distribution the most robust networks have an “onion-like“ topology

(See Fig. 3.1).

3.1.2 Designing robust networks

A network is robust when as many as possible elements of the system re-

main globally connected even after a fraction of nodes or edges has been

removed. Only few types of networks are robust against both random and
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Fig. 3.2: The robustness measure R for a simple network. The fraction of

the largest connected cluster s(q) versus the fraction of removed nodes q is

plotted. The green area under the curve is the robustness R.

malicious attacks [VSS04, TPC+05]. Based on a new measure for robustness

which considers the size of the largest connected cluster during the entire

attack process, an optimization process is used which keeps the degree dis-

tribution unchanged. The optimization process significantly improves the

robustness against malicious attacks while keeping the node degrees con-

stant. As a form of malicious attack we choose the high degree adaptive

attack (HDA), which corresponds to the failure of the most stressed nodes

in physical networks [HKYH02]. A detailed explanation of HDA is given in

chapter 2.3.3 . We investigate how properties of the networks change dur-

ing our optimization process. We discover that, as illustrated in Fig. 3.1, the

topology of robust networks converges, independent of the initial structure,

to an onion-like structure, where high degree nodes are connected to each

other, hierarchically surrounded by rings of nodes of decreasing degree. To

confirm the generality of our results, we consider different types of networks

as initial state for our optimization procedure. We study scale-free network

models such as the Barabási-Albert network [AJB00], the Apollonian net-

work [AHAdS05, DM05] and the scale-free configuration model [MR95] as
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42 CHAPTER 3. THE ROBUSTNESS OF COMPLEX NETWORKS

well as Erdős-Rényi [ER60] and bimodal networks, which is not scale-free

and is initially extraordinarily robust [VSS04, TPC+05]. We also study the

network of the Internet at the level of autonomous system (AS) obtained

from DIMES project [Dim] (For details see chapter 2.2.6). In either case we

observe that the robustness against HDA can be increased significantly and

all optimized networks exhibit the novel type of “onion-like” topology.

There are several ways to define the robustness of a network [HKYH02,

HZ07]. Adapted from percolation theory, we associate the robustness with

the average size of the largest connected cluster during the removal of

nodes. The robustness measure R sums the fractions of nodes in the largest

connected cluster s(Q) after removing Q 1 nodes There are several ways to

define the robustness of a network [HKYH02, HZ07]. Adapted from percola-

tion theory, we associate the robustness with the average size of the largest

connected cluster during the removal of nodes. The robustness measure R

sums the fractions of nodes in the largest connected cluster s(Q) after re-

moving Q 2 nodes

R =
1

N + 1

N
∑

Q=0

s(Q) (3.1)

where N is the number of nodes in the network. The robustness R, Eq.

(3.1), which corresponds to the integral of the curves, thus the green area

in Fig. 3.2, not only measures after how many removals the network falls

apart (which is the common measure in percolation theory), but also con-

siders the size of the largest connected cluster for each number of removed

nodes. The range of R is [1/(N + 1), 0.5], where R = 1/(N + 1) corre-

sponds to an original network of N isolated nodes and R = 0.5 to the

most robust network. Such a network loses only the attacked nodes while

the other nodes remain fully connected during the entire attack. Previous

work has dealt with finding the degree distribution for which the networks

are most robust [VSS04, TPC+05]. Others have studied the effect of the in-

teraction strength of the edges [MAHI09] and the dependence of the ro-

1The sum is divided intoN +1 equal intervals corresponding to each stage of the attack.
2The sum is divided intoN +1 equal intervals corresponding to each stage of the attack.
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Fig. 3.3: The size of the largest connected cluster s(q) versus the fraction

of removed nodes for a highly assortative network(dashed line) and its im-

proved onion-like counterpart(straight line). The green area between both

curves is the difference in the robustness of both networks. The figure also

shows the different structures of both networks.

bustness on different topological properties, especially on the assortativity

r [HZ07, New02a]. These studies have focused on the percolation threshold

qc, the fraction of nodes ones has to remove to completely disconnect the

network, without considering the size of the largest connected cluster. As

shown in Fig. 3.3, high assortative r = 0.65 and onion-like networks have

similar qc ≈ 0.3, but onion-like networks have a significantly higher R. This

new robustness measure suggests a different perspective to characterize ro-

bustness.

We introduce the following algorithm, based on Monte Carlo method, to

improve the robustness by changing the edges while keeping the degree

distribution. We swap the connections of two randomly chosen edges, that

is, eij , which connects node i with node j, and ekl become eik and ejl [MS02].

Only if the robustness after the swap is increased, i.e., Rnew > Rold the swap

is accepted. Then we repeat this procedure with another randomly chosen
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Fig. 3.4: A change in the network, which keeps the degree distribution con-

stant.

pair of edges 3. The principle of swapping of two edges is shown in Fig. 3.4.

We improve the networks against one typical attack strategy, the high de-

gree adaptive (HDA) attack [HKYH02], but this method can be applied to any

type of attack or combination of attacks. In HDA one removes from the net-

work sequentially the nodes with the highest degree. After each removal

the degrees are recalculated to find the current highest degree node. If more

than one node has the highest degree, one of them is chosen randomly and

removed4. This attack strategy is more effective than removing the nodes

which had highest degree in the beginning without recalculating the de-

grees [HKYH02]. Other attack strategies can be implemented based on the

load of nodes and edges [HKYH02], on graph partition [CPH+08] or on in-

verse targeting immunization [SMH11]. However, these strategies rely on

global information while HDA needs only the local information about the

node degree. A scheme of the entire algorithm is shown in Fig. 3.5.

We use our method to improve the robustness against malicious attacks

on several different types of networks. Figure 3.6 shows the fraction of

nodes belonging to the largest connected cluster s(q) before and after

applying our method for Barabási-Albert [BA99], bimodal [VSS04, TPC+05],

Apollonian [AHAdS05, DM05] networks and the Internet at the level of

3We repeat this procedure until the improvement during the last 10000 tested swaps is

less than 1%.
4Because of the random selection, R is an estimation of the expectation of the robust-

ness. Therefore a swap can be accepted, even if the robustness is decreased.
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Fig. 3.5: A simple scheme to optimize networks robustness against HDA with

the proposed Monte-Carlo algorithm.

autonomous systems [Dim]. All results for the model networks are averaged

over five different realizations.

3.1.3 Numerical results

As shown in Fig. 3.6, the networks become significantly more robust after

the optimization. The largest cluster vanishes after removing twice as

many high degree nodes in BA and BM networks after optimization. The

improvement is even more pronounced in the AS and AP networks.

To test the efficiency of our optimization process we performed a ran-

domization of the initial networks keeping the node degrees fixed, before

starting the optimization process. The enhanced robustness for these

randomized networks (dotted lines in Figs. 3.6c and 3.6d) is almost identical

to those obtained from the original condition.

In order to test if our algorithm identifies an optimal or near-to-optimal

solution, we used a second test. Therefore, we applied our procedure to

three different types of artificial networks, having all the same number

of links, but different degree distributions. The first type is the scale-free

network [MR95], the second is the Erdős-Rényi [ER60] network, and the

third a random regular network having a fixed degree. While the most

robust network against malicious attacks for a given degree distribution
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Fig. 3.6: The fraction s(q) of sites belonging to the largest connected cluster

versus the fraction q = Q/N of removed nodes using HDA attacks for a)

Barabási-Albert (BA) networks with N = 4096 and M = 8189 (dotted line for

BA networks with high assortativity), b) bimodal (BM) networks with N =

4000,M = 8000, k1 = 3, k2 = 13, c) Apollonian (AP) networks with N =

3283 and M = 9843 (dotted lines for random starting configurations) and d)

the AS Internet with N = 18124 and M = 37357 (dotted lines for random

starting configurations).
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Fig. 3.7: a) The size of the largest connected cluster s(q) versus the fraction

of removed nodes for scale-free model networks, Erdős-Rényi networks and

random regular networks with 〈k〉 = 4 after applying our algorithm. b) The

degree distribution p(k) versus the degree k of these networks after apply-

ing our algorithm.
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Fig. 3.8: The robustnessR versus system size N for Apollonian (AP) networks

and Barabási-Albert (BA) networks before and after applying the optimiza-

tion procedure. The robustness seems to scale like a power-law with N . The

dashed line is the upper bound for the robustness.
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is unknown, the most robust network for a given number of edges is a

network in which all nodes have the same degree [VSS04, TPC+05]. One

intuitive explanation is that in the beginning, since all nodes are treated

on the same footing, the malicious attack is equivalent to a random

attack. Therefore, to test our model we only impose in our algorithm the

constraint of conserving the total number of links, but allowing changes of

the degree distribution. In this way, the original swapping mechanism of

two connections in the algorithm is replaced by the exchange of a given

edge by another one which connects two randomly, but not connected

nodes. We find that the robustness of the final networks are practically

indistinguishable, as shown in Fig. 3.7a. Not only their robustness is similar,

but also the obtained degree distributions of the networks converge to a

delta function around 〈k〉 (see Fig. 3.7b). These results represent a strong

indication that our algorithm efficiently finds the structure very close to

the most robust network. Simulations with different initial realizations

of distinct networks types also converged to similar final states in both

robustness and degree distribution.

Both tests suggest that our algorithm is efficient in finding the optimal

structure for a network with a given degree distribution independent on

the initial state of the network.

In Fig.3.8 we plot the robustness R as a function of the size N of the

network before and after our improvement. The robustness of the original

networks decreases as a power-law, R ∼ N−α with α = 0.89 ± 0.01 for AP

and α = 0.28 ± 0.01 for BA, while the robustness of the improved networks

remains high and almost constant. In Fig.3.9 we show how the robustness

improvement (R − R0)/R0 depends on the system size for designed scale-

free networks with degree distribution P (k) ∼ k−γ , with γ = 2.5 and γ = 3,

and Erdős-Rényi networks with average degree 〈k〉 = 3.5 and 4. One can see

that our method is also efficient in designing robust networks independent

of the given degree distribution.

In many cases the modification of edges causes costs. To reduce these

costs, the fraction of swapped edges c should be small. In order to minimize

this cost, we modify our condition for accepting a swap. It will be accepted,
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Fig. 3.9: Validation that one can design robust networks regardless of the de-

gree distribution and the system size. The relative robustness improvement

R/R0−1 vs network sizeN for (a) scale-free networks with degree exponent

γ = 2.5 and 3 and (b) Erdős-Rényi networks with 〈k〉 = 3.5 and 4. Starting

from a given network, we swap two randomly chosen connections, that is,

eij , which connects node i with node j, and ekl become eik and ejl, only if

the robustness of the network is increased. This procedure is repeated until

during the last 10000 attempts no further improvement could be achieved.

Note that the swapping keeps the degree of each node unchanged. Results

are averaged over at least five independent initial networks. We do not show

error bars, since they are smaller than the symbol sizes.
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Fig. 3.10: The robustness R versus the relative number of swapped edges c

for Apollonian (AP) networks with N = 1096 and Barabási-Albert (BA) net-

works with N = 1024 with δT = 0 and their envelopes RE . The inset shows

the results for the AS Internet network for different thresholds.

only if Rnew > Rold + δT , where δT is a threshold. Our aim is to get the

highest robustness for a given fraction c of swapped edges. Instead of

calculating the robustness for many different values of δT , we compute the

envelopeRE(c), which is the maximal possible robustnessR one can obtain

for a fixed c. We start our optimization process with a large δT and reduce

it during the process, if all swaps are rejected5. As shown in Fig.3.10, it is

possible to reduce the number of swaps significantly while reaching the

same robustness. For example, the fraction of swaps c in the BA network

can be reduced by up to c = 0.2 while reaching the same robustness.

5At the beginning δT is set so high that nearly no swap is accepted. If the increase of R

during the last 1000 iteration steps is less than 1%, δT is reduced by 10%. The iteration stops,

when R is enhanced by less than 1% during the last 10000 iterations. With this algorithm

we approximately calculate the envelope of all thresholds.
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3.1.4 Properties of robust networks

By swapping the edges, we change network’s topology. In Fig.3.1 we show

an example of the topology after applying our algorithm to a small AP net-

work. The network displays an “onion-like” topology. That is, the network is

formed by a fully connected core of high degree nodes, surrounded by suc-

cessive layers of nodes with decreasing degrees.

To test and quantitatively support our observations, we focus on four prop-

erties which characterize the topology: The average degree of the nearest

neighbors of a k-degree node, the clustering coefficient, the onion structure,

and the average shortest path length (See also chapters 2.1.5 - 2.1.7). In the

following we discuss the results for δT = 0 and show examples for differ-

ent network types. The topological properties are qualitative independent

of the system sizes N and the threshold δT .

The average degree of the nearest neighbors of a k-degree node, knn, is a

measure for degree-degree correlations [BnPS03] and is defined as

knn(k) =
∑

i

k′
i

Ekk′
i

kNk

(3.2)

where k′
i is the degree of node i and Nk is the number of nodes with degree

k. Ekk′
i

counts the connections between the node i and nodes with degree

k (See also chapter 2.1.5). As shown in Fig.3.11a, knn is higher for high degree

and lower for low degree in the robust networks compared to the original

ones. This means that our algorithm tends to connect nodes of similar de-

gree.

Next we study the average clustering coefficientCk [AB02] of the nodes with

connectivity k:

Ck =
2Ek

k(k − 1)Nk

(3.3)

where Ek sums up the number of edges between the neighbors of each

node with degree k (See chapter 2.1.6 for more details). Fig.3.11b shows the

behavior for Ck, which is similar to knn. Both results confirm that nodes with

high degree form a highly connected core. The decreasing tail for knn andCk
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Fig. 3.11: Dependence on the degree k of a) the average degree of the nearest

neighbors of a k-degree node, knn, for AS Internet and scale-free networks

(SF) (inset); b) the cluster coefficient Ck for AS Internet and SF (inset); and c)

the maximal fraction of nodes with degree k, which are connected through

nodes with a degree smaller or equal to k for AS Internet and Apollonian (AP)

networks (inset). In d) we plot the average shortest path length l versus the

system size N for Barabási-Albert (BA) and AP networks (inset).
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Fig. 3.12: The fraction of sites that belong to the largest connected cluster

s(q) vs the fraction of attacked nodes q before and after applying our al-

gorithm using the high betweenness adaptive attack for (a) scale-free net-

works with N = 4000 and γ = 2.5 and (b) for Erdős-Rényi networks with

N = 4000 andM = 8000. The high betweenness adaptive attack is the most

effective malicious attack, but it requires global network information.

for large k in the case of the AS network arises from the low number of nodes

with high degree.

Next we try to demonstrate further that the optimized network evolves to

a hierarchical onion-like structure. To do this we calculate the maximal

number of nodes Sk with degree k, which are connected through nodes

with a degree smaller or equal to k. As shown in Fig.3.11c, paths between

nodes with equal degree without passing through nodes with higher de-

gree emerge in the robust networks. This supports our assumption that the

highly connected nodes of robust networks form a core hierarchically sur-

rounded by rings of nodes of decreasing degree.

The last topological property we analyze is the average shortest path length

l between two nodes [AB02], which is introduced in chapter 2.1.7 . Although

l increases after the optimization, the average shortest path length is still

comparable with the length before the optimization, as shown for BA and

AP networks in Fig.3.11d. Also, the results shown in Fig.3.11d indicate that l

increases not faster than logarithmically with the system size N .

We also find that onion-like networks are also robust against other kinds
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of targeted attacks such as those on high betweenness nodes. Instead of

removing the most connected nodes from a network, nodes are removed

according to their betweenness in the network after removing each node. In

Fig. 3.12a and 3.12b the robustness against this type of attack is shown for

scale-free and Erdős-Rényi networks. Note that although the networks are

optimized against high degree-based attack, the designed networks become

also significantly more resilient to high-betweenness adaptive attack.

3.1.5 Conclusion

In this section we have shown that a new measure for robustness of net-

works against malicious attacks, which focuses on the evolution of the size

of the largest connected cluster during the attack. Only based on the new

measure we were able to develop a method that increases the robustness

of networks against high degree adaptive attack while keeping the degree

of the network nodes unchanged, thus it outperforms the common robust-

ness measure. Even if the number of link swaps is limited, the networks can

be made significantly more robust. We found that the optimized networks

evolve to a special structure with a core of high degree nodes surrounded by

rings of nodes with decreasing degree, which is shown in Fig. 3.13. This novel

onion-like topology implies that almost all nodes remain connected after re-

moving the hubs in the core.

Our results could be used to design robust networks with broad degree and

to improve networks without changing many edges. Applying our method

to the AS Internet, malicious hackers would have to attack many more hubs

to interrupt the system.
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Fig. 3.13: Visualization of the novel onion-like topology of robust networks. a)

The onion-like topology of a robust scale-free network with N = 100 nodes,

M = 300 edges and a degree distribution P (k) ∼ k−2.5. The sizes of the

nodes are proportional to their degree, and nodes with similar degree have

the same color. Edges between nodes with equal degree and the fully con-

nected core are highlighted. In onion-like networks nearly each pair of nodes

with equal degree k is connected by a path that does not contain nodes

of higher degree. b) Fraction of nodes with degree k that are connected

through nodes with a degree smaller or equal to k for scale-free networks

with γ = 2.5 and N = 4000.
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3.2 Mitigation of Malicious Attacks on Existing Net-

works

Terrorist attacks on transportation networks have traumatized modern so-

cieties. With a single blast, it has become possible to paralyze airline traf-

fic, electric power supply, ground transportation or Internet communication.

How and at which cost can one restructure the network such that it will be-

come more robust against a malicious attack? With the new measure for

robustness we devise a method to mitigate economically and efficiently this

risk. We demonstrate its efficiency on the European electricity system and

on the Internet. We show that with small changes in the network struc-

ture (low cost) the robustness of diverse networks can be improved dramati-

cally while their functionality remains unchanged. Our results are useful for

improving significantly with low cost the robustness of existing infrastruc-

tures.

3.2.1 Introduction

The vulnerability of modern infrastructures stems from their network struc-

ture having very high degree of interconnectedness which makes the sys-

tem resilient against random attacks but extremely vulnerable to tar-

geted raids [BA99, Wat99, AJB00, PSV01b, CEbAH01, LM01b, AB02, PSV02,

CCDLRMn02, CHbA03, DM03, New03b, AAN04, VSS04, Cal07, MAHI09,

HVSM+10]. We developed an efficient mitigation method and discovered

that with relatively minor modifications in the topology of a given network

and without increasing the overall length of connections, it is possible to

mitigate considerably the danger of malicious attacks. Our efficient miti-

gation method against malicious attacks is based on the new measure for

robustness introduced in the previous section. We show that the common

measure for robustness of networks in terms of the critical fraction of at-

tacks at which the system completely collapses, the percolation threshold,

may not be useful in many realistic cases. This measure, for example, ignores
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Fig. 3.14: Mitigation of malicious attacks on the power supply system in

Europe and the global Internet at the level of service providers. In (a) we

show the EU power grid with N = 1254 generators and M = 1811 power

lines [ZB05] and in (b) the Internet with N = 1098 service providers and

M = 6089 connection among them, where only the European part is

shown [BM98]. The red edges correspond to the 5% connections that we

suggest to replace by the green ones.
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situations in which the network suffers a significant damage, but still keeps

its integrity. Besides the percolation threshold, there are other robustness

measures based, for example, on the shortest path [FF70, LM01a, SSYS10]

or on the graph spectrum [Fie73]. They are, however, less frequently used

for being too complex or less intuitive. In contrast, our robustness measure,

which considers the size of the largest component during all possible mali-

cious attacks, is as simple as possible and only as complex as necessary. Due

to the ample range of our definition of robustness, we can assure that our

process of reconstructing networks maintains the infrastructure as opera-

tive as possible, even before collapsing.

3.2.2 Modeling attack on infrastructures

We begin by demonstrating the efficiency of our novel approach to im-

prove the performance of two of the most fragile, but critical infrastruc-

tures, namely, the power supply system in Europe [ZB05] as well as the

global Internet at the level of service providers, the so-called Point of Pres-

ence (PoP) [SZ10]. The breakdown of any of these networks would consti-

tute a major disaster due to the strong dependency of modern society on

electrical power and Internet. In Figs. 3.14a and 3.14b we show the backbone

of the European power grid and the location of the European PoP and their

respective vulnerability in Figs. 3.15c and 3.15d. The dotted lines in Figs. 3.15c

and 3.15d represent the size of the largest connected component of the net-

works after a fraction q of the most connected nodes have been removed.

Instead of using the static approach to find the q most connected nodes

at the beginning of the attack, we use a dynamical approach. In this case

the degrees are recalculated during the attack, which corresponds to a more

harmful strategy [HKYH02]. In principle, one can use any attack strategy, but

all have advantages and disadvantages as described in chapter 2.3 . As a con-

sequence, in their current structure, the shutdown of only 10% of the power

stations and a cut of 12% of PoP would affect 90% of the network integrity. In

order to avoid such a dramatic breakdown and reduce the fragility of these

networks, we propose here a strategy to exchange only a small number of
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power lines or cables without increasing the total length of the links and the

number of links of each node. These small local changes not only mitigate

the efficiency of malicious attacks, but at the same time preserve the func-

tionality of the system. In Figs. 3.15c and 3.15d the robustness of the original

networks are given by the areas under the dashed curves, while the areas un-

der the solid lines correspond to the robustness of the improved networks.

Therefore, the green areas in Figs. 3.15c and 3.15d demonstrate the significant

improvement of the resilience of the network for any fraction q of attacked

power stations. This means that terrorists would cause less damage or they

would have to attack more power stations, and hackers would have to attack

more PoPs in order to significantly damage the system.

Next, we describe in detail our methodology. Usually robustness is mea-

sured by the value of qc, the critical fraction of attacked nodes at which the

network completely collapses [HKYH02]. This measure ignores situations in

which the network suffers a big damage without completely collapsing. We

thus use the new measure which considers the size of the largest compo-

nent during all possible malicious attacks, introduced in the previous section.

Malicious raids often consist of a certain fraction q of hits and we want to as-

sure that our process of reconstructing networks will keep the infrastructure

as operative as possible, even before collapsing. Our robustness measure R

(See also Eq. (3.1)), is thus defined as,

R =
1

N + 1

N
∑

Q=0

s(Q) , (3.4)

where N is the number of nodes in the network and s(Q) is the fraction of

nodes in the largest connected cluster after removing Q = qN nodes. The

normalization factor 1/(N+1) ensures that the robustness of networks with

different sizes can be compared. The range of possible R values is between

1/(N + 1) and 0.5, where these limits correspond, respectively, to a network

of isolated nodes and a fully connected graph (See also chapter 3.1.2).
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Fig. 3.15: The network fragmentation under a malicious attack is shown for

(a) EU power generators and for (b) PoP. The dashed lines in (a) and (b) cor-

responds to the size of the largest component in each original system and

the solid lines to typical redesigned networks after changing 5% of the con-

nections. The green areas give the mitigation of malicious attacks, which

corresponds to improving robustness by 45% for the EU power grid and 55%

for the PoP.
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3.2.3 Constraints for improving existing networks

For a given network, the robustness could be enhanced in many ways.

Adding links without any restrictions until the network is fully connected

would be an obvious one. However, for practical purposes, this option can

be useless since, for example, the installation of power lines between each

pair of power plants would skyrocket costs and transmission losses. By asso-

ciating costs to each link of the network, we must seek for an optimization

solution that minimizes the total cost of the changes. We also assume that

changing the degree of a node can be more expensive than changing edges.

These two assumptions suggest keeping invariant the number of links and

the degree of each node. Under these constraints, we propose the following

algorithm to mitigate malicious attacks. In the original network we swap

the connections of two randomly chosen edges, that is, the edges eij and ekl,

which connect node i with node j, and node k with node l, respectively, be-

come eik and ejl [MS02], only if the robustness of the network is increased,

i.e., Rnew > Rold. Note that a change of the network usually leads to an

adjustment in the attack sequence. We then repeat this procedure with an-

other randomly chosen pair of edges until no further substantial improve-

ment is achieved for a given large number of consecutive swapping trials.

As described so far, our algorithm can be used to improve a network against

malicious attacks while conserving the number of links per node. Never-

theless, for real networks with economical constraints, this conservation of

degree is not enough since the cost, like the total length of links, can not

be exceedingly large and also the number of changes should remain small.

Therefore, for optimizing the EU power grid and the worldwide PoP, we use

an additional condition that the swap of two links is only accepted if the

total length (geographically calculated) of edges does not increase and the

robustness is increased by more than a certain value.
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Fig. 3.16: Demonstration that small changes have a large impact on the ro-

bustness while the functionality of the networks remains. a) Improvement

of robustness R as a function of the fraction of changed links for both net-

works, where R0 is the original robustness. In the case of the EU power

grid, we find that changing only two connections increases the robustness

by 15%. When changing 2% of the links, the robustness of the EU power

grid improves by 35% and the Internet by 25%. b) The cumulative conduc-

tance distribution F (G) versus the conductance G for both networks before

and after the changes. Conductances between two nodes are measured for

all pairs of nodes, assuming that each link in the network has unitary con-

ductance. Both curves are nearly identical, which means that the transport

properties, i.e., the functionalities of the improved networks are very close to

the original ones.
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3.2.4 Improving existing infrastructures

Figure 3.16a shows that, despite these strong constraints, the robustness R

can be increased by 55% for PoP and 45% for the EU grid with only 5.5% of

link changes and by 34% and 27%, respectively, with only 2%. Interestingly,

although the robustness is clearly improved, we observe that the percola-

tion threshold qc remains practically the same for both networks, justifying

our novel definition for the measure R as a robustness criterion. More

strikingly, the conductance distribution [LBHS05], which is a useful measure

for the functionality of the network, also does not change (see Fig. 3.16b).

This suggests that our optimized network is not only more robust against

malicious attacks, but also does not increase the total length of connections

without any loss of functionality.

3.2.5 Conclusion

In this section we have used our new measure for robustness of networks

to develop a method that significantly improves, with low cost, their robust-

ness against malicious attacks. Our approach has been found to be useful as

demonstrated on two real network systems, the European power grid of sta-

tions and the Internet. Our results show that with a reasonable economical

effort, significant gains can be achieved for their robustness while conserv-

ing the node’s degrees and the total length of power lines or cables.
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Chapter 4

Biological Networks

4.1 Robustness of Biological Networks

The capacity to resist attacks from the environment is crucial to the sur-

vival of all organisms. We quantitatively analyze the susceptibility of pro-

tein interaction networks of numerous organisms to random and malicious

attacks. We find for all organisms studied that random rewiring improves

protein network robustness, so that actual networks are more fragile than

rewired surrogates. This unexpected fragility contrasts with the behavior of

other networks such as the Internet, whose robustness decreases with ran-

dom rewiring. We trace this surprising effect to the modular structure of

protein networks.

4.1.1 Introduction

Over the past two decades, prodigiously detailed maps of protein interac-

tion networks (PPI) have been produced [Koh99, KAK+06]. These networks in

principle present a record of all metabolic processes and their inter-relations,

but in practice the number of chemical actors and the complexity of their in-

teractions make the networks difficult to decipher [Alo03]. In this chapter,

we show that notwithstanding their apparent complexity, it is possible to

establish common features of protein networks starting from a few simple

principles [TSE99, JMBO01, SL03, SUS07].
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We begin with the observation, illustrated in Fig. 4.1, that biological protein

networks involve both common processes that all cells must use (e.g. en-

zymes involved in the Krebs cycle, marked with red labels in Fig. 4.1) and

what are termed modular processes [HHLM99, RG03, RSM+02] that appear

only in special situations (e.g. guidance molecules used only during particu-

lar circumstances, as development, reproduction, or response to heat stress,

indicated by blue labels in Fig. 4.1). As we will show, this modular organi-

zation produces common, and predictable, network properties shared by all

organisms studied. We focus in particular on the fragility of biological net-

works - a property of manifest importance for survival - to attacks by inter-

ruption of individual protein function. To this end, we evaluate the extent to

which protein interaction networks of 20 different organisms ranging from

bacteria and plants to homo sapiens (Table 4.1) can be disrupted by either

random or targeted attacks.

As we have remarked, the modular construction shown in Fig. 4.1 consists of

a highly interconnected core of proteins, accompanied by satellite clusters

with "hub" proteins weakly connected to the core. As a consequence, three

predictions can readily be made. First, this type of network can be expected

to be vulnerable to attacks that interrupt the few hub proteins, but should

be comparatively robust against attacks that interrupt any of the more nu-

merous proteins attached to ’spokes’ of these hubs [RG03]. Thus random at-

tacks are unlikely to significantly interrupt function, while malicious attacks

directed against one or more hub proteins are likely to disrupt the network.

Second, through countless generations of attacks, we expect evolution to

have tuned biological networks to be more robust against attacks than sta-

tistically comparable, non-biological, networks. Third, through the same rea-

soning we expect biological networks to be optimal in the sense that alter-

native interconnections should worsen robustness. As we will show, these

predictions are largely correct, but admit unexpected and revealing failures.
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Fig. 4.1: Protein network for C. Elegans [BM98]. Modular proteins identified

include F09C12.7, an element of major sperm protein, K08B4.1a involved in

embryonic development and notch, and F26D10.3.2, which is a heat shock

protein. On the other hand, the proteins identified in the central complex

are essential to the Krebs cycle: F22D6.4.2 encodes a subunit of NADH dehy-

drogenase, E04A4.7.4 is better known as cytochrome c 2.1, and C34E10.6.3 is

ATP synthase.
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4.1.2 Methods

To test these predictions, we compare known protein networks with sur-

rogates that are as statistically similar as possible. To this end, we gener-

ate randomized surrogate networks having the same size and degree distri-

bution as true biological networks. To create such surrogates, we perform

a sequence of randomly chosen switches of connections between pairs of

nodes {(i, j), (k, ℓ)} → {(i, ℓ), (k, j)} in a network, so that each node pre-

serves its number of neighbors [MS02]. The randomizing algorithm is re-

peated TM times, where TM ranges from 0 to 108. For the organisms we

study, TM = 108 ensures that each edge has been swapped more than 103

times, effectively destroying any initial correlation in the network. We evalu-

ate correlations between nodes by calculating the nearest neighbor average

connectivity [PSVV01]

knn(k) =
∑

k′

k′P (k′|k), (4.1)

whereP (k′|k) is the conditional probability that a node with degree k is con-

nected with one of degree k′ (for more details see chapter 2.1.5). Indeed the

created surrogates are uncorrelated.

Given a network and its surrogates, we evaluate the robustnessR as defined

in the previous chapter of the network to random or targeted, malicious, at-

tacks. For biological networks, random attacks (RA) [AJB00], which are de-

scribed in chapter 2.3.1, take into account single gene changes due to radia-

tion or mutagen exposure and errors in transcription. By contrast, malicious

attacks describe situations in which pathogens or toxins interfere with high

degree hubs of the network. Such an attack is termed a "high degree based

adaptive attack (HDA)" in the literature [HKYH02, CEbAH00, TPC+05] and is

described in chapter 2.3.3 . To define the robustness of a network against

either random or malicious attack, we evaluate the sum of the fractions of

the largest connected cluster while removing all nodes,

R =
1

N + 1

N
∑

q=0

s(q), (4.2)
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Fig. 4.2: Robustness of the 20 protein networks from Table 4.1 against ran-

dom and malicious attacks. Notice that for every organism studied, the ro-

bustness against random attacks is smaller than surrogates with identical

degree distributions, while the robustness against malicious attacks is larger

than such surrogates. Solid and open symbols correspond, respectively, to

biological data and surrogates. Error bars, defining standard deviations over

20 randomized surrogate trials, are smaller than the symbol sizes.

where N is the number of nodes in the network and s(q) is the fraction of

nodes in the largest connected cluster after removing q nodes. This mea-

sure has the advantage over other, e.g. percolation [HKYH02], metrics of

robustness in that it can distinguish between different networks with simi-

lar ”percolation thresholds“, at which a significant number of elements of a

network form a single cluster [SMA+11]. The normalization 1/(N + 1) in Eq.

(4.2) ensures that the robustness is comparable for different network sizes,

and the value of R lies between 1
N+1

and 0.5. The lower limit on R corre-

sponds to entirely isolated nodes, and R = 0.5 defines a network where all

unattacked nodes remain in a single cluster.
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Organism ID N M 〈k〉

Drosophila melanogaster - AA 1 3960 44409 22.4

Gallus gallus - AC 2 3723 54131 29.1

Homo sapiens - AC 3 12299 176316 28.7

Mus musculus - AC 4 9595 123665 25.8

Xenopus tropicalis - AC 5 1870 7374 7.9

Caenorhabditis elegans - AN 6 2113 14261 13.5

Aspergillus fumigatus - FA 7 2364 29288 24.8

Saccharomyces cerevisae - FA 8 5209 66057 25.4

Schizosaccharomyces pombe - FA 9 2458 28822 23.5

Arabidopsis thaliana - PM 10 4205 81957 40.0

Rhodococcus sp - AB 11 5540 57992 20.9

Saccharopolyspora erythraea - AB 12 3715 24691 13.3

Aeromonas hydrophila - PB 13 2765 13849 10.0

Bradyrhizobium japonicum - PB 14 4948 29628 12.0

Citrobacter koseri - PB 15 3477 17288 9.9

Escherichia coli - PB 16 3542 25197 14.2

Nocardia farcinica - PB 17 3277 21359 13.0

Pseudomonas aeruginosa - PB 18 3709 20401 11.0

Serratia proteamaculans - PB 19 3392 16978 10.0

Vibrio cholerae - PB 20 2506 12899 10.3

Table 4.1: List of organisms investigated. Acronyms in column 1 indicate

kingdom and phylum the organisms belong to: AA - Animalia Arthropoda;

AB - Actinum Bacteria; AC - Animalia Chordata; AN - Animalia Nematoda;

FA - Funghi Ascomycota; PB - Bacteria Proteo; PM - Plantae Magnoliophyta.

The ID (second column) is used to identify organisms in Figs. 4.2 and 4.4.

Columns 3, 4 and 5 define the numbers of nodes in the largest cluster N ,

total numbers of edges M , and average degree 〈k〉. Shadings correspond to

Fig. 4.2.
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4.1.3 Results and Discussion

We examine protein networks of 20 different organisms in the bacteria and

eukarya domains, identified in Table 4.1 along with numbers of nodes N (i.e.

proteins), edges M (connections between proteins), and the average degree

〈k〉 (number of connections per protein) of the largest connected compo-

nent of each network. Our measure of robustness is essentially unaffected

by the small number of isolated nodes that are detached from the largest

cluster, so we neglect these in our analysis. We used the STRING 8.2 ”Com-

bined Score“ (CS) [STRa], a measure of the likelihood that two proteins inter-

act in a given network, to impose the criterion that edges ei,j are included in

the network only if CSij is over a threshold value, CSth = 70%. Smaller val-

ues of CSth produce dramatic growth in numbers of edges, masking relevant

information with extraneous information, while larger CSth excludes known

protein interactions [vMJS+05].

Typical results are presented in Figs.4.2-4.4, showing the dependence of ro-

bustness on random and malicious attacks for several network types. As

one would expect, for all networks the tolerance to random attacks is high

(Fig. 4.2, red data) and to malicious attacks is low (Fig. 4.2, blue data). How-

ever unexpectedly we find that all biological networks studied have a sig-

nificantly lower resistance to random attacks, and significantly higher resis-

tance to malicious attacks than do surrogates, randomized TM = 108 times,

as described previously. This paradoxical behavior is surprising, and can be

analyzed in further detail as shown in Fig. 4.3. In that figure, we plot de-

tailed responses to systematic randomization, using C. Elegans as example,

compared with several non-biological networks.

For all networks in Fig. 4.3(a), we find that small amounts of random

rewiring improve network robustness to random attacks; for biological and

other modular networks (for example airlines, shown as triangles in the

plot), the improvement is much larger than for less obviously modular net-

works such as citations or access points (”points-of-presence“) to the Inter-

net. By contrast, the behavior of a second class of highly redundant net-

works, for example the entire Internet or corporate ownership networks, is
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shown in the insets to Fig. 4.3. These networks are nearly optimally robust,

since switching connections tends to reduce network robustness.

Thus a first and unexpected finding of this analysis so far is that as shown in

Fig. 4.3(a), biological proteins and other modular networks are less than ide-

ally organized from the point of view of robustness against random attacks,

insofar as this robustness can be significantly improved by any amount of

rewiring. A second unexpected finding, shown in Fig. 4.3(b), is that al-

though biological protein networks are more than twice as robust against

malicious attacks than any other network tested, modest modifications of

the protein interaction structure can improve the network robustness from

2% for H. Sapiens and 12% for C. Elegans (Fig. 4.3(b)) up to 28% for G. Gal-

lus. Apparently, despite the manifest two-fold improvement in robustness

shown in Fig. 4.3(b) that evolution has produced, life remains among a class

of networks that are more fragile to either random or malicious attacks than

slightly modified surrogates.

This effect, which holds for all of the 20 organisms studied, differs markedly

from a second class of networks, shown in the insets to Figs. 4.3(a)-(b),

that is exemplified by the Internet [Dim], which was designed for max-

imal robustness against errors [WD02], and to a lesser extent corporate

ownership networks, that are robust by virtue of similarly numerous inter-

relations [ONL+02]. Our findings therefore indicate that although the Inter-

net and PPI networks share broad degree distributions, the two types of net-

works behave fundamentally different in their overall fragility as measured

by comparison with modified surrogates.

To investigate the consistency of these results, we repeated our analysis

under various modifications. First, we evaluated the reliability of the data

itself by considering both a higher value of the threshold likelihood of pro-

tein interactions, CSth = 80%, as well as data from a different version of

STRING 8.1 [STRb]. Second, we considered whether the robustness could be

an indirect effect of a change in correlation between nodes - for example

as high degree nodes are swapped with low degree ones. For this purpose,

we modified the rewiring to preserve correlations by performing swaps be-

tween pairs of nodes {(i, j), (k, ℓ)} → {(i, ℓ), (k, j)} only if the degrees of i
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Fig. 4.3: Fundamentally different behaviors of fragile and robust networks.

Robustness against random attacks, RRA, increases with an increasing frac-

tion C/M of changed edges for C. Elegans(filled circles) and other net-

works such as airline (triangles) [CPSV07], citation(stars)[Cit] and point-of-

presence networks (open circles) [SZ10], while by contrast network robust-

ness decreases with C/M for the Internet (squares) [Dim] and corporate

ownership network (diamonds) [ONL+02]. Note that the improvement in

robustness against random attacks is significantly larger for C. Elegans and

airline networks, both of which are modular, and is opposite to that of the In-

ternet (inset). Likewise the robustness against malicious attacks, RHDA, dif-

fers between biological and other networks. RHDA increases withC/M up to

12% until C/M ≈ 1, after which RHDA decreases for biological networks, in

contrast to all other networks except for the ownership network, for which

RHDA monotonically increases with C/M . For better visibility some data are

shown in the insets having abscissas using the same axes as the main plot;

curve fits are included to aid the eye.
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Fig. 4.4: Effects of modularity on robustness in model (curves) and sample

biological networks (data points, for C. Elegans). Insets show simple network

(left) and more complex network (right) fit to C. Elegans data. Network ro-

bustness is shown as dashed and solid lines respectively.

and k or j and ℓ are equal. Third, we considered the effect of randomly re-

moving individual edges described again by Eq. (4.2), but with N defined to

be the number or edges, rather than nodes. In each of these independent

tests, we found the same features commented on for Figs. 4.2 and 4.3, sup-

porting the two key results that biological networks exhibit more fragility to

random errors than similar non-biological networks, and that although bio-

logical networks are more than twice as robust against malicious attacks as

non-biological networks, they remain less than optimal.

We have reported three curious and previously unexplored properties of

protein-protein interaction (PPI) networks. (1) PPI networks are less robust

against random attacks than surrogates with identical numbers of nodes,

edges, and degree distributions; (2) PPI networks are more robust against

malicious attacks than surrogates; and (3) despite millenia of evolutionary

pressure, PPI network robustness against malicious attacks remains subop-

timal and can be improved by modest rewiring.

To analyze the causes of these unexpected behaviors, we return to the ob-

74



4.1. ROBUSTNESS OF BIOLOGICAL NETWORKS 75

servation made earlier that PPI networks are intrinsically modular. Since

modules have many fewer nodes than the central network, it follows that

any switch involving a node in a module is very likely to involve a second

connection that is outside of the module. Such a switch will produce two

new edges, both of which will connect the module to the central network,

so switching connections will typically increase the number of connections

from a module to the central network. This in turn will improve the ro-

bustness of that module to either random or malicious attack, since such

a switch would increase the number of connections that would have to be

broken between the module and the rest of the network.

We can test this mechanism by constructing model networks with suitable

properties, two of which are shown in Fig. 4.4. In that figure, we com-

pare both simple and more finely tuned model networks with the biolog-

ical data that appear as solid symbols in Fig. 4.3. The simple model (left

inset) is constructed by creating a central large complex with broad degree

distribution. An arbitrary small number (eight, here) of modules, each with

different number of nodes but the same number of random connections,

are added and are attached to random nodes in the central complex by two

connections. The robustness in response to random and malicious attacks is

then evaluated exactly as before, and is plotted in Fig. 4.4 as dashed curves.

By contrast, non-modular model networks that we have constructed (not

shown) have few vital hubs and so exhibit identical responses to either ran-

dom or malicious attacks, with no dependence on C/M .

Evidently, the qualitative behavior of biological responses to random as well

as malicious attacks can be attributed to the modular structure of biologi-

cal protein networks. Indeed, it is not difficult to tune the model network

to nearly exactly fit the biological data. This is shown in the right inset of

Fig. 4.4, where we display a fictitious network whose random and malicious

response curves are shown as solid lines in the main plot. This network is

constructed by choosing the number of connections of the model to be sim-

ilar to the biological one. In detail, the nodes are distributed over 20 modules

with different densities, in which high degree nodes are preferentially con-

nected to high degree nodes. This preferential connectivity is crucial to the
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reduction in robustness to malicious attacks: for no other structural feature

investigated was this reduction seen. These modules are connected pref-

erentially to the largest module with few connections, which as we have

remarked occurs in biological networks.

Thus the first, simpler, network of Fig. 4.4 demonstrates that the presence

of modularity is sufficient to qualitative account for most of the curious be-

haviors of PPI network robustness in response to both random and malicious

attacks.

Back to Figs. 4.2 and 4.3, they show that for surrogates with large numbers

of switches of connections, the robustness of PPI networks to malicious at-

tacks actually decreases for all organisms studied. This behavior can also be

reproduced in model networks provided that connections are preferentially

included between high degree nodes. In this case, two competing effects

arise. The randomization of the modules increases robustness, while the

vanishing of the preferential connections decreases the robustness. In case

of random attacks the second effect is negligible, but for malicious attacks,

it leads to the surprising decrease in robustness that we have noted before.

4.1.4 Conclusion

In this section we have demonstrated that biological protein networks

are unexpectedly fragile against either random or malicious attacks. This

fragility is measurable by comparison with surrogates with identical net-

work statistics. We find that these behaviors are characteristic for modular

networks, in which particular products or processes inhabit isolated mod-

ules. As anticipated earlier in this chapter, we have confirmed (1) that this

modular structure causes biological protein networks to be more vulnerable

to targeted than random attacks, and (2) that through evolution these

networks have become more robust than non-biological networks against

malicious attacks. Nevertheless, as we have shown, protein networks

are more fragile than extensively rewired surrogates to random attacks,

while being less fragile than the same surrogates to malicious attacks. We

find that this final phenomenon is associated with the apparently unique
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tendency of high degree nodes in PPI networks to preferentially connect to

other high degree nodes. We speculate that this preferential connectivity

may have practical advantages, for example in providing redundant path-

ways to permit key processes to function after a malicious attack or genetic

deletion [TSE99, JMBO01, SL03].
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4.2 Modeling the evolution of protein interaction

networks

A major issue in biology is the understanding of the interactions between

proteins. These interactions can be described by a network, where the

proteins are modeled by nodes and the interactions by edges. The origin

of these protein networks is not well understood yet. In this chapter we

present a novel two-step model, which generates clusters with the same

topological properties as networks for protein-protein interactions, namely,

the same degree distribution, cluster size distribution, clustering coefficient,

and shortest path length. The biological and model networks are not scale-

free but exhibit small world features. The model allows to fit different bio-

logical systems by tuning of one single parameter.

4.2.1 Introduction

The study of complex networks in biology promises new fruitful insights

about the functionality of genes and proteins [HHLM99, JTA+00, UGC+00,

GBK+02, BO04]. Since the interactions between proteins determine their

functionality, the properties and the origin of the interaction networks

have attracted much attention [IGH01, Hoo03, Edi06]. They consist of

protein complexes, which are connected in a large, constantly evolving,

cluster [SUF00]. The analysis of hundreds of protein complexes has es-

tablished that some of the relevant structural features are the contact

area, the shape of the interfaces, the complementarity of surface shapes,

and the interaction mediating forces. Although not all interactions have

been discovered yet, numerous studies have been performed and many

datasets are available [FH01, DIB97, SSZ+98, GCC+02, Yea10, TLB+04]. One

important outcome of these studies is that most protein networks show

a wide range of variability in the number of nodes, edges, and average

connectivity degree (Table 4.2). They appear not to be scale-free, namely the

distribution of connectivity degrees is not a power-law although stretching
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Fig. 4.5: The topology of (left) the biological Aeromonas hydrophila network

and (right) the model network with α = 0.75. The largest clusters are drawn

in the center and the smaller clusters on the border. The color code rep-

resents the degree of each site on a logarithmic scale: blue k < 3, green

3 ≤ k < 5, cyan 5 ≤ k < 10, yellow 10 ≤ k < 21, red 21 ≤ k < 43 and purple

k ≥ 43[BM98].
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over a significant number of orders of magnitude. Moreover, they do not

consist of one single cluster but besides a large component also many small

clusters of interactions are detected.

These results suggest that the specific features of biological networks

express different underlying mechanisms with respect to other networks,

like social interaction networks or Internet [AJB99, AB02]. In fact, it has

been speculated that gene duplication is the dominant evolutionary force

in shaping biological networks [BGD02, FH01]. Conversely, non-biological

networks are typically driven by additive growth processes [AB02] as for

instance preferential attachment [BA99], but many other mechanisms like

rewiring [KR01], aging or fitness [BB01, ASBS00] have been investigated.

However, none of these models can reproduce the full topology of protein

networks like for instance the emergence of isolated clusters, which are

found in real biological networks (Fig. 4.5).

Here we propose a new perspective on the evolution of protein interaction

networks. We do not consider the details of the biochemical mechanisms

at the basis of each interaction, nor classify proteins in compartments as

in other approaches [UGC+00, SUF00, ICO+01]. Conversely, we follow a

simple probabilistic approach. A protein is uniquely characterized by its

ability to interact, which evolves in time. It seems reasonable to assume

that in early stages, when no specific task is performed, every protein could

in principle interact with any other one equally well. Thus we start with a

fully connected network. While tasks become more complex, proteins have

to specialize and more and more connections of the network break up until,

in the extreme case, a protein interacts only with another protein. To assure,

however, complex functionality also the restoring of links must be allowed,

provided that they create loops among already closely interacting proteins.

This property is reminiscent of paralogs, i.e. genes that usually code for

proteins with similar structure and functions [SISS05]. In this chapter we

show that these two complementary processes originate networks made of

several clusters which reproduce the fundamental topological properties,

which are introduced in chapter 2.1, of biological networks.
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Organism N M 〈k〉 α

Nocardia farcinica (NF) 3582 12045 6.7 1.50

Bradyrhizobium japonicum (BJ) 4883 19261 7.9 1.00

Aeromonas hydrophila (AH) 2708 9050 6.7 0.75

Citrobacter koseri (CK) 3373 8212 4.9 0.50

Escherichia coli (EC) 3204 13091 8.2 0.75

Pseudomonas aeruginosa (PA) 3794 14252 7.5 0.75

Serratia proteamaculans (SP) 3373 8187 4.9 0.75

Vibrio cholerae (VC) 2512 8612 6.9 1.00

Saccharomyces Cerevisae (SC) 4771 54607 22.9 1.75

Homo Sapiens (HS) 11102 136930 24.7 1.75

Table 4.2: List of organisms from STRING 8.2 data set [STRa] investigated

here. Columns report the number of nodes N , the number of edges M , the

average degree 〈k〉 and the value of the model parameterα used here. Edges

between pairs of proteins represent a 80% reliability of protein interaction.

NF belongs to Acatinobacteria, BJ to Alphaproteobacteria and all other bac-

teria belong to Gammaproteobacteria class.
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4.2.2 Model

To implement these ideas, we develop a novel algorithm for network evo-

lution. The procedure starts with a fully connected network of N sites and

M = N(N − 1)/2 edges. The number of nodes is chosen equal to the num-

ber of nodes of the biological network considered, N = Nbio. The evolution

is performed according to the following steps:

i) Choose at random a node i, namely a protein to specialize.

ii) Choose a random edge eij and remove it with a probability pi,j related to

the degree kj of the neighbor j of node i

pi,j =
pj
Ni

with pj =







k−α
j kj > 1

0 otherwise
(4.3)

and Ni the normalization Ni =
∑ki

l=1 pl. α > 0 is the only free parameter of

the model and controls the relative robustness of edges belonging to highly

connected nodes with respect to edges of sites with low k. This rule implies

that "the poor get poorer", namely the more the protein j is specialized, the

higher is the probability to loose the interaction. The case α = 0 implies that

all sites have the same probability to loose edges and the process reduces to

a random depletion.

iii) Repeat this procedure for another random protein i until the number of

edges M in the network equals the number of nodes N .

iv) Choose at random two nodes i and j. Add an edge between these nodes

with the probability

pi,j =
cn2

i,j

kikj
, (4.4)

where cni,j is the number of neighbors nodes i and j have in common. This

step supposes that, if two given proteins are able to interact with the same

proteins, they have a high probability to interact with each other.

v) Repeat this procedure for another random pair of proteins i and j until

the number of edges M in the network equals the number of edges of the

modeled biological network Mbio.
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Fig. 4.6: The degree distribution p(k) for Aeromonas hydrophila (circles),

Bradyrhizobium japonicum (triangles), Citrobacter koseri (stars) and Homo

Sapiens (squares) and their corresponding model networks (lines) with α ob-

tained from Table 4.2. Star, triangle and square data sets are shifted verti-

cally by a factor of 0.5, 2 and 5 respectively for better visibility.

These rules can be interpreted in the way that the evolution is controlled by

two basic mechanisms: i) the higher the protein specialization, the lower

the probability to keep interactions; ii) the more similar two proteins are the

higher, is the probability to establish an interaction.

The biological networks are obtained from the STRING 8.2 dataset [STRa],

where a combined score of 80% is used to decide whether two proteins in-

teract. We test our algorithm on the nine different biological networks listed

in Tab. 4.2. For each organism we determine a value of the parameter α

which provides a good fit (Tab. 4.2) for the different properties we analyze.

In Fig. 4.5 we show an example for a biological network and the correspond-

ing model network, with the same number of nodes and edges andα = 0.75.

Both networks have one large cluster with dangling ends, shown in the cen-

ter of both graphs. Moreover, both networks have a large number of small

clusters, placed on the border of each network. For both networks highly

connected nodes are placed in the largest cluster, whereas small clusters are
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Fig. 4.7: Frequency f(S) to find a cluster with a given number of nodes SN

for Citrobacter koseri (circles), Escherichia coli (triangles) and Vibrio cholerae

(stars) and with a given number of edges SM (inset) for Aeromonas hy-

drophila (circles), Bradyrhizobium japonicum (triangles) and Vibrio cholerae

(stars) and their corresponding model networks (lines). Top and bottom data

sets are shifted vertically by one decade, upwards and downwards respec-

tively, for better visibility.

made of low degree nodes. Since the topology is not a quantified differentia-

tion property to decide whether two networks are similar, we calculate some

fundamental properties characterizing the connectivity and the structure

of the two networks. The model has by construction the same number of

nodes N and of edges M as the biological one and therefore the average de-

grees per node 〈k〉 are exactly the same. To provide more information about

the connectivity level of the two networks, we measure first the degree dis-

tribution. In Fig. 4.6 we show the degree distribution of different biological

networks and their numerical counterparts. The biological networks are not

scale-free and the numerical data reproduce very well the data by tuning

the parameter α. We observe that the value of the exponent α controls the

maximum degree and the exponential cutoff of the distribution. For α = 0

the exponential cutoff is at k = 1 and therefore the degree distribution a
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Fig. 4.8: Visualization of the small world properties of biological networks.

The average shortest path length lk between two sites of degree k versus

k for Aeromonas hydrophila (circles), Escherichia coli (triangles) and Vibrio

cholerae (stars) and the clustering coefficient Ck(inset) of sites of degree k

versus k for Aeromonas hydrophila (circles), Bradyrhizobium japonicum (tri-

angles) and Escherichia coli (stars) the corresponding numerical networks

(lines). Top and bottom data sets for lk are shifted vertically by a factor of 2

and 0.5 respectively, for better visibility.

pure exponential. By increasing α, the range of the initial regime increases

and the exponential cutoff moves towards larger k values. In the procedure

the smallest allowed degree is k = 1, the model then generates one large

network and many small clusters, as in biological systems. We character-

ize this complex structure by evaluating the cluster size distribution. The

cluster size is defined both in terms of the number of nodes, SN , and the

number of edges, SM , belonging to the cluster. Figure 4.7 shows the cluster

size distributions for different biological and numerical networks. Both dis-

tributions exhibit a regime consistent with a power-law with an exponent

≃ −4.4, for the size in terms of sites, and an exponent ≃ −2.7 for the size

in terms of edges. The faster decay found for the first distribution suggests

that the structure is highly clustered, as will be confirmed later.

Furthermore, in most cases the size of the largest connected cluster is com-
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Biological Model

Organism Smax
N Smax

M Cmax lmax Smax
N Smax

M Cmax lmax

AH 1785 7986 0.5 5.9 1996 8390 0.65 5.08

BJ 2807 16453 0.5 6.2 3551 18043 0.61 4.85

CK 2032 6609 0.5 8.1 2471 7398 0.59 5.81

EC 2677 12620 0.5 6.2 2354 12250 0.71 4.92

NF 1683 9435 0.5 6.8 2569 11257 0.49 4.33

PA 2613 13024 0.5 7.3 2778 13263 0.68 5.09

SP 1778 5911 0.5 6.4 2484 7468 0.54 5.33

VC 1717 7726 0.5 5.6 1842 8028 0.60 4.74

SC 4711 54570 0.4 3.7 3351 53012 0.81 3.89

HS 10890 136799 0.4 3.9 7864 133576 0.66 4.15

Table 4.3: Properties of the largest connected cluster for the biological net-

works and their model counterparts: the number of nodes Smax
N , the num-

ber of edges Smax
M , the average clustering coefficient Cmax and shortest path

length lmax. The error bars are 1%, 2%, 4% and 2%, respectively. Initials stand

for systems listed in Table 4.2.

parable (Table 4.3). Interestingly, numerical data for f(SM) also reproduce

the fluctuations at small sizes observed in biological data. These are not just

the effect of statistical noise, but measure the relative weight of the popu-

lation of clusters with few edges, whose patterns can be simply identified.

The level of connectivity in the system is measured by the average cluster-

ing coefficient of nodes of degree k and the average shortest path between

nodes of degree k (Fig.4.8). Both quantities vary smoothly with k for biolog-

ical and numerical data. Both the model and biological networks are highly

clustered. Moreover, biological data show that the average shortest path

length slowly increases with k for low connectivity degrees and then reaches

a fairly stable value for a wide range of k, in agreement with numerical data.

This result suggests that the model network not only reproduces the distri-

bution of connectivity degrees, but also the relative position in the network

of nodes with the same k value. Moreover, the high value of the clustering
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Fig. 4.9: Average nearest neighbor degree knn(k) of nodes of degree k ver-

sus k for Aeromonas hydrophila (circles), Pseudomonas aeruginosa (trian-

gles) and Vibrio cholerae (stars) and the corresponding numerical networks

(lines). Top and bottom data sets are shifted vertically by a factor of 2 and

0.5 respectively, for better visibility.

coefficient and the small shortest path length suggest that biological and

model networks have small world properties [WS98]. Finally we notice that,

for each system, cluster properties are very stable and it is possible to infer

their actual value by the analysis of only 75% of the entire protein set. Fi-

nally the average clustering coefficient Cmax and the average shortest path

length lmax evaluated for the largest cluster show a very weak dependence

on the cluster size Smax
N and exhibit (Table 4.3) a good agreement between

biological and model data.

A further confirmation that our model captures the structure of the network

both at a global and local level is given by the evaluation of the average de-

gree of the neighbors of a site of degree k, knn(k). This quantity increases

with the node degree as k0.67±0.02 for biological networks, and k0.61±0.01 for

numerical data. This scaling behavior suggests that highly connected nodes

tend to be connected with each other.
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4.2.3 Conclusion

In conclusion, we present a novel statistical model for protein interaction

networks based on a twofold mechanism for evolution, namely preferential

specialization and similarity. The first mechanism is quite intriguing since

it suggests that the evolution is controlled by an opposite mechanism com-

pared to social networks, which develop by growth. The second mechanism,

even if plausible, has never been explicitly implemented by previous models.

By fitting a single parameter, we are able to generate networks that repro-

duce protein interaction networks for different bacteria. We wish to stress

that not only the largest clusters exhibit the same connectivity properties

but also the small cluster distributions show very good agreement between

biological and model data. The clustering coefficient and the average path

length suggest that highly connected nodes are placed in the largest clus-

ter and preferentially connected to nodes with high degree. The systematic

analysis of the network structure for a number of biological systems indi-

cates that protein interaction networks are not scale-free but rather exhibit

small world properties. These findings give a new perspective on the evo-

lution of protein interaction networks. They suggest that similarity plays a

crucial role in the interaction: two given proteins able to interact with the

same proteins, have a high probability to interact with each other.
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Chapter 5

Effective Immunization Strategies

5.1 Inverse targeting - an effective immunization

strategy

We propose a new method to immunize populations or computer networks

against epidemics which is more efficient than any method considered be-

fore. The novelty of our method resides in the way of determining the im-

munization targets. First we identify those individuals or computers that

contribute the least to the disease spreading measured through their contri-

bution to the size of the largest connected cluster in the social or a computer

network. The immunization process follows the list of identified individuals

or computers in inverse order, immunizing first those which are most rele-

vant for the epidemic spreading. We have applied our immunization strat-

egy to several model networks and two real networks, the Internet and the

collaboration network of high energy physicists. We find that our new im-

munization strategy is in the case of model networks up to 14%, and for real

networks up to 33% more efficient than immunizing dynamically the most

connected nodes in a network. Our strategy is also numerically efficient and

can therefore be applied to large systems.
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5.1.1 Introduction

The threat of global spreading of epidemics, like the pandemic flu from

2009, or spreading of computer viruses which are endangering the func-

tioning of Internet dependent facilities, are responsible for the enormous

increase in public interest on immunization during the last years. Much

progress has been achieved in understanding epidemic spreading [LM01b,

New02b], and various models have been developed suggesting possi-

ble ways of efficient immunization [HKYH02, Hol04, CHbA03, CPH+08,

CEbAH00, CNSW00, AJB00]. However, the search for even more effective

immunization strategies must be pursued since any improvement of immu-

nization efficiency can save human lives and resources. In this section we

introduce a novel immunization strategy based on inverse targeting, which

proves to be effective and numerically more efficient than any one proposed

previously.

Epidemics can spread in human population through networks of social con-

tacts as viruses can propagate on computer networks. We will implement

an immunization process on networks by immunizing the nodes which rep-

resent either people that are to be vaccinated, or computers that should be

equipped with specially developed antivirus programs.

We suppose that the dynamics of both, the epidemic spreading and the im-

munization process are much faster than the growth and change of the net-

work itself. The question we want to answer is, given the topology of the

network through which the epidemics can spread, what is the best possi-

ble way to immunize its nodes. The immunization process should require

the smallest possible number of immunization doses. At the same time, the

size of the largest connected cluster of non-immunized nodes should stay

as small as possible throughout the immunization process.

An immunization strategy determines the sequence in which nodes of a net-

work should be immunized to prevent most efficiently the spreading of epi-

demics. The simplest immunization strategy is the one in which the nodes

are chosen at random [CEbAH00]. This strategy has however proven to be

inefficient, requiring a large fraction of nodes (in many cases, such as In-
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ternet, nearly 100%) to be immunized in order to stop epidemics spread-

ing [PSV01b, CEbAH01]. Targeted immunization strategies turn out to be

much more efficient [PSV02]. Here one immunizes first those individuals

that are most important for the disease spreading. In terms of network

properties this importance can be expressed through the number of links

of a node, or through its betweenness centrality [Fre77, NG04]. Although

it has been shown that these two properties are correlated [HKYH02], their

role in the immunization process is typically quite different. Most studied

targeted strategies are based on these two node traits.

In the high degree based (HD)[AJB00, CNSW00], and the high between-

ness based (HB) [HKYH02] targeting the sequence in which nodes will be

immunized is based on their degree or betweenness in the initial network.

They can be improved by adaptive strategies [HKYH02], high degree adap-

tive (HDA), and high betweenness adaptive (HBA) strategy. Here the de-

gree or betweenness of nodes is recalculated for the remaining network of

non-immunized nodes each time a node has been immunized. The node

with highest value of this recalculated degree (for HDA) or betweenness (for

HBA) is immunized next. These dynamic strategies have proven to be very

effective [HKYH02]. A detailed description of the different attack strategies

is given in chapter 2.3 .

Other strategies, like immunizing neighbors of a randomly chosen node ac-

cording to some rule [Hol04, CHbA03] have the advantage of requiring only

local information, but are also less effective. A strategy based on equal graph

partitioning [CPH+08] is especially effective when the number of available

immunization doses is fixed. For any given number of nodes this strategy

finds an effective way to partition the network in clusters such that the size

of the largest cluster is the smallest possible. In Ref. [CPH+08] the authors

show that for a given number of doses this strategy is more effective than

targeting HD, HB or HDA strategy. However, if the supply of immuniza-

tion doses is not known in advance or increases with time, one must take

into account that when new doses become available the network of non-

immunized nodes can be quite different from the initial network. The nodes

which can now be immunized are then different from those that would give
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Fig. 5.1: Illustration of the inverse targeting on a very small network. In each

step of the reconstruction process (from left to right) a black node is chosen

which when colored green together with its links, gives the smallest contri-

bution to the size of the largest green cluster. The inverse of the sequence of

nodes obtained from the reconstruction process defines the immunization

strategy. In each step of the immunization process (from right to left) a node

will be immunized following this inverse sequence.

an ideal graph partitioning if we had this larger quantity of immunization

doses from the beginning of the process.

In such cases dynamic HDA remains the best known immunization strat-

egy [HKYH02] because the HBA strategy, which needs more global informa-

tion, turns out to be numerically extremely demanding. As a consequence,

although the HBA strategy may be theoretically the most efficient known

strategy [HKYH02], the complexity of its algorithm makes it uninteresting

for practical purposes and limits its use to very small systems. In this section

we will introduce a strategy which is more efficient than HDA and in many

cases even better than HBA, being at the same time numerically much faster

than HBA allowing to apply it to large, real systems.

5.1.2 Inverse Targeted Attack

In any successful immunization strategy, nodes which are not relevant for

keeping the largest cluster of non-immunized nodes together, should only

be immunized during later stages. In our method we start by recognizing

such nodes first. This way we reveal the sequence of nodes that are going
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Fig. 5.2: The fraction s(q) of sites belonging to the largest connected cluster

versus the fraction q = Q/N of immunized nodes using the new immuniza-

tion strategy (green dashed lines), the HDA attacks (red doted lines) and HDA

(black full lines) for (a) random regular networks withN = 8000,M = 16000,

(b) Erdős-Rényi networks with N = 8000,M = 16000 and (c) scale-free net-

works with N = 8000 and γ = 2.5 .
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to be immunized in reversed order. To illustrate our method, let the nodes

and the links of the network be black. Every node has an index (ID) (Fig.

5.1). At each step we check for each black node how would turning it and

its links green increase the size of the largest connected green cluster and

then choose the one with the smallest contribution to its size. When more

nodes give the same contribution, the one with the smallest number of links

connecting it to black nodes is chosen. If there are several nodes which fulfill

both criteria, one of them is chosen at random. After a node is chosen we put

its ID in a list and continue the process until all nodes and links are colored

green. The list of nodes’ IDs describing the reconstruction process gives us

the inverse sequence of nodes that are to be immunized.

The complexity of the inverse targeting algorithm goes at most as O(MN),

or O(N2) for sparse networks, where M is the number of links and N the

number of nodes. This is much faster then the HBA strategy. The best known

algorithm for determining betweenness of nodes goes as O(MN) [New01,

Bra01] and since it has to be applied at each step of the immunization pro-

cess, the complexity of the algorithm for the HBA strategy is O(MN2), or

O(N3) for sparse networks.

We compare the effectiveness of our inverse targeting immunization strat-

egy to HDA and HBA strategies. We start by comparing the fractions qc of im-

munized nodes for which the network of non-immunized individuals breaks

apart, which is the measure usually used in studies of epidemics. In addi-

tion, we use network’s robustness R, introduced in chapter 3, to immuniza-

tion as the measure of how effective the immunization procedure is. A good

immunization strategy should make such a robustness as small as possible.

The robustness sums up the sizes of the largest connected clusters S(Q) of

the networks of non immunized nodes remaining after immunization of Q

nodes:

R =
1

(N + 1)

N
∑

Q=0

S(Q)

where N is the size of the network. This measure captures the network’s

response to immunization throughout the immunization process, and not
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Fig. 5.3: The fraction s(q) of sites belonging to the largest connected cluster

versus the fraction q = Q/N of immunized nodes using the new immu-

nization strategy (full lines) and HDA attacks (dashed red lines) for (a) the

AS Internet with N = 18124 and M = 37357 and (b) the HEP network with

N = 27240 and M = 341923 .

only at the percolation point at which the network of non immunized nodes

becomes disconnected [SMA+11, HSM+11].

We will compare the effectiveness of our inverse targeting immunization

strategy to HDA and HBA strategies. To compare the effectiveness of dif-

ferent immunization strategies it is sufficient to look at the static efficiency

of immunization [Hol04] given through the change in the topology of the

network of non-immunized nodes, without studying dynamical models of

epidemics spreading (like SIS and SIR, which are discussed in chapter 2.4).

The process of immunization usually takes some time. The initially slow

production of needed vaccine soon after the disease starts spreading, slows

down the immunization process in these initial phases. Therefore it is impor-

tant that the immunization process not only completely breaks up the net-

work of contacts among susceptible, non-immunized individuals, but also

that the size of the largest connected cluster, that is, the number of individ-

uals being at highest risk of getting infected, is as small as possible during

the whole immunization process. This property is expressed by a small ro-

bustness R.
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Fig. 5.4: The robustness versus the system size N for random regular net-

works with 〈k〉 = 4, Erdős-Rényi networks with 〈k〉 = 4, and scale-free net-

works with γ = 2.5 and kmin = 2.

We have applied our strategy together with HDA and HBA strategies to three

different model networks, so called random regular graphs [BBK72] (in which

nodes are connected randomly keeping the number of links per node con-

stant), Erdős-Rényi networks [ER60] and scale-free networks created with

the configuration model [MR95]. In Fig. 5.2 we show how the fraction of

nodes in the largest connected non-immunized cluster s(q) changes with

the fraction q of immunized nodes during different immunization processes

on these three model networks. qc is the value for which the largest con-

nected cluster is of order 1/N , and the robustness R is the area under the

curves in Fig. 5.2.

We can see that for all three types of model networks our immunization

strategy has a smaller qc than HDA and has approximately the same value

as for the HBA immunization. The robustness of networks in the case of our

new strategy is lower (R is smaller) than in other strategies making it the

most efficient of the three strategies.

We have also applied our strategy to two real networks, the Internet at the

level of autonomous system [Dim], as example for a network through which
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computer viruses can spread, and the collaboration network of high energy

physicist (HEP) as an example of social networks [HEP]. Here we could com-

pare our strategy only to the HDA immunization strategy since HBA would

take too much computer time. The results are presented in Fig. 5.3, where

we can see that in both cases the new immunization strategy is according

to both criteria, qc and R, much more efficient than the HDA strategy.

Summing up the results presented in Figs. 5.2 and 5.3, we have found that

our immunization strategy outperforms the other two. Comparing to the

HDA (HBA) strategy, in the case of the scale-free network, qc is 17(0)% and

R 11(4)% smaller, for the Erdős-Rényi network, qc is 24(0)% and R 11(7)%

smaller, and for the random regular network qc is 16(2)% and R 14(8)%

smaller. For real networks, for HEP network, qc is 18% and R 16% smaller

and for the AS Internet, qc is 37% and R 33% smaller.

For model networks we have studied the effect of the system size on the

efficiency of our immunization strategy and have compared it with the other

two strategies. In Fig. 5.4 we can see that our immunization strategy is for

all network sizes more effective than HDA (gives the smallest R value). For

Erdős-Rényi and scale-free networks it is always more efficient than the HBA

strategy and only for small regular networks with less than 103 nodes HBA

is more efficient.

The way the effectiveness of immunization strategies changes with the den-

sity of links in the model networks is shown in Fig. 5.5. We can see that the

new immunization strategy is the most efficient for all average degrees 〈k〉

studied. In all cases studied here (for different 〈k〉 and different N ) the dif-

ference in the effectiveness of different strategies is smaller for scale-free

networks.

5.1.3 Conclusion

In this section we have introduced a novel immunization strategy based on

inverse targeting. To estimate the efficiency of our strategy we have not

only used the percolation transition qc but also an additional measure tak-

ing into account the history of the immunization process. We find that the
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Fig. 5.5: The robustness R for all three strategies versus average degree 〈k〉

for (a) random regular, (b) Erdős- Rényi, and (c) scale-free networks withN =

8000.
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new strategy is much more efficient than the high degree based adaptive

targeted strategy. It is also at least as efficient as the high betweenness

based targeting strategy which was up to now claimed to be the most effec-

tive immunization strategy [HKYH02]. Due to its numerical inefficiency, the

high betweenness based immunization strategy can not be used for larger

systems and is therefore not applicable to real world problems. Our strat-

egy is in contrast also numerically efficient and can therefore become the

strategy of choice for real applications. The algorithm we introduced can

find other applications besides immunization, for example, it can be used to

determine attack strategies to destroy efficiently criminal networks.
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5.2 Stopping Epidemics by Improving Immuniza-

tion Strategies

The way diseases spread through social and global transportation networks

is crucially determining their risk for humanity. We quantitatively analyze

the effect of immunization strategies on the spreading of diseases through

networks and propose a novel approach to improve their effectiveness. We

find that the network’s vulnerability to epidemics can be significantly re-

duced by implementing improved immunization strategies based on high

betweenness centrality. We illustrate this on the global flight network,

which is known as the most important source of pandemic spreading. In this

example the average probability for a node in the network to get infected is

reduced by 10% which is rather unexpected, since the common knowledge

in the field of epidemiology and complex networks is that the immunization

strategy based on the shortest paths is the most efficient strategy to prevent

epidemic spreading.

5.2.1 Introduction

Every few years a potential global pandemic like SARS or swine flu oc-

curs [CBBV07]. Nowadays there is a possibility to reach every city in the

world within at most a day, which allows for the evolution of a local dis-

ease to a global pandemic [AM92, LEA+01, LM01b, PSV01b, BBPSV04, CBB+07,

CPSV07]. Crucial for fast global disease spreading is the international flight

network [CBBV06, BMG08]. To avoid the spreading through this network

a lot of effort has been made by, e.g., screening passengers or canceling

flights. Since it is unrealistic to examine all passengers, it is vital to use the

best possible immunization strategy in order to most effectively exploit lim-

ited resources, like available vaccines and man power.

In the previous section, we have shown that the high betweenness based

strategy [HKYH02] is not the best one for immunizing nodes. Inspired by this

result, we develop here another more efficient strategy. We investigate both
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Fig. 5.6: The simulation of an epidemic using the SIR model with α = 0.2,

β = 0.05 for the international flight network starting from a single ran-

domly infected node. To suppress the spreading of the disease, q = 0.09

flights are immunized according to a random (top), betweenness (middle)

and improved (bottom) strategy. The color-code represents the probability

to get infected. Note that the average probability to get infected is 86% for

random, 34% for betweenness and 20% for improved immunization. The

picture is created with pajek [BM98].
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node and edge immunization, in contrast to the previous section, where only

node immunization was studied. Additionally, we use our robustness mea-

sure not only to assess the performance, but also as an ingredient of the

immunization strategy and we study also the spreading of diseases during

the immunization.

We demonstrate that in fact even better, more efficient, node and edge

immunization strategies exist. This is an important advance since, even a

slightly improve of the immunization procedure can save thousands of hu-

man lives.

5.2.2 Improving Immunization Strategies

We propose to improve existing immunization strategies by developing an

improving procedure. We studied quantitatively the effectiveness of the im-

proved strategy on two real networks, the airport network and the friend-

ship network in American schools, as well as on model networks. We study

both cases of immunization, immunization of nodes, which models for in-

stance immunization of people or airports, and the immunization of links,

modeling for instance prevention of direct contact between people, or per-

forming special checks and vaccinations on all flights between two specific

airports.

We find that, although very effective, the immunization strategy based on

immunizing nodes or edges with the highest values of dynamically recalcu-

lated betweenness is not optimal. Starting from such a strategy, an improv-

ing procedure allows us to increase the effectiveness of the immunization

on average by more than 10% for the examples of airport and friendship net-

works and for specific number of immunization doses up to 55%. For model

networks, the improvement is with up to 30% on average and a maximal im-

provement of over 80% even more pronounced.

The effectiveness of our approach is illustrated in Fig. 5.6, where we show

the comparison of disease spreading (based on the SIR model [AM92] de-

scribed in chapter 2.4.1) in the international airport network immunized at

random (top), using the high betweenness based link immunization strat-
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egy [HKYH02], which is already much better (middle), and finally using our

developed strategy (bottom) which is more than 40% more effective than

the previous one. The color-code represents the probability that the node

gets infected, going from green for the low probability to red for very high

probability of infection.

As in the previous section we use network’s robustness R [SMA+11] as the

measure of how effective the immunization procedure is. The robustness,

introduced in chapter 3, sums up the sizes of the largest connected clusters

S(q) of the networks of non-immunized nodes remaining after immuniza-

tion of q nodes

R =
1

(N + 1)N

N
∑

q=0

S(q) ∼
N
∑

q=0

S(q). (5.1)

This definition can be easily adapted to edge immunization. In this case,

the robustness sums up the sizes of the largest connected clusters S(q) of

the networks of non-immunized edges remaining after immunization of q

edges:

R =
1

(M + 1)N

M
∑

q=0

S(q) ∼
M
∑

q=0

S(q). (5.2)

In our search for more efficient immunization strategies of nodes or edges,

we start from the efficient known strategy based on high betweenness.

First, we calculate the sequence in which nodes/edges would be immu-

nized if the high betweenness based adaptive immunization strategy (HBA)

is used. Therefore, we calculate the shortest path for any pair of nodes and

count how often a node/edge lies on a shortest path. If there is more than

a single shortest path between two nodes, the contribution of each one to

the betweenness of the node/edge is added, divided by the number of short-

est paths. The node/edge with highest contribution to the shortest paths is

identified and immunized. Repeating this procedure with the reduced net-

work of non-immunized nodes until it vanishes, leads to an immunization

sequence.

To improve this immunization strategy, we manipulate the initial, high be-

tweenness based, immunization sequence with the following algorithm.

103



104 CHAPTER 5. EFFECTIVE IMMUNIZATION STRATEGIES

Initial immunization sequence:

5-6 7-13 5-9 6-7 1-5 3-7 9-14 2-6 4-5 . . . 14-15

Swap immunization order of two randomly chosen edges:

5-6 7-13 5-9 6-7 1-5 3-7 9-14 2-6 4-5 . . . 14-15

Change if R is not increased:

5-6 7-13 3-7 6-7 1-5 5-9 9-14 2-6 4-5 . . . 14-15

Do not change otherwise:

5-6 7-13 5-9 6-7 1-5 3-7 9-14 2-6 4-5 . . . 14-15

...

Fig. 5.7: Illustration of the optimization of an edge immunization strat-

egy. Starting from an initial immunization sequence, two randomly chosen

edges (in this case the edge between node 5 and 9 and the edge between

3 and 7) are swapped in the immunization sequence. If the swap does not

increase the robustness R of the network, it is kept, otherwise the swap is

withdrawn.
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We choose two nodes/edges randomly, switch the order in which they are

immunized and recalculate the robustness. If the robustness is not in-

creased when the new immunization sequence is used, the change in the

sequence is accepted. The sequence is further improved repeating the same

procedure many times.

To perform even better we use in addition an improving algorithm employ-

ing a population of immunization sequences. We start from 103 sequences

and choose one of them randomly to perform a swap. If the robustness of

the network after the immunization with the new sequence is not increased,

it replaces the sequence from the population for which the network has the

highest robustness. The basic algorithm for improving edge immunization

sequences is shown in Fig. 5.7.

5.2.3 Results

We analyze the effectiveness of our immunization strategy on two exam-

ples of real networks through which the disease can spread, namely the in-

ternational airline network and school friendship networks [GLH06] as well

as on two model networks, the Erdős-Rényi networks [ER60] and scale-free

networks generated using the configuration model [MR95]. We show the

results for a single school since we found that the other 81 school networks

we studied all behave qualitatively similar in the case of both, node and edge

immunization. On the example of the international airline network we will

illustrate the efficiency of our method for link immunization. Immunization

of links is in this case also more realistic, since immunizing different flights

(by screening people on these flights) could, in the case of pandemic, be eas-

ier to achieve than immunizing all the people in an airport1. We will illustrate

the efficiency of our method for improving node immunization by modeling

immunization of pupils in school friendship networks.

First we analyze the probability for a single person to get infected. To

1During the spread of swine flu, all passengers to China were examined on the plane,

before arriving to the airport. The temperature was measured and if it was too high, the

passenger was put under quarantine.
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Fig. 5.8: Comparison between the two immunization strategies, between-

ness based (full line) and improved immunization (dashed line). Plotted is

the probability of getting infected p for (a) link immunization in the global

airline network (N = 3666 and M = 27235) and (b) node immunization in

the school friendship network (N = 1461 and M = 3875) as a function of

the immunized fraction q. Both, betweenness based and improved immu-

nization, can reduce the spreading of diseases significantly. Nevertheless

for practical cases of small fractions of immunized edges or nodes, the im-

proved strategy is more efficient. In the insets the relative improvement of

our method is shown.
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study this probability we simulate a disease spreading model on the ex-

ample of the global airline transportation network with N = 3666 airports

and M = 27235 flight connections and a typical friendship network with

N = 1461 pupils and M = 3875 friendship connections. In particular, we

simulate the SIR model [AM92] with the parameters α = 0.2 (the probabil-

ity that the infection spreads from an infected node to another in one time

step) and β = 0.05 (the probability that a node recovers from the disease in

one time step) starting from a single random infected node and we average

the results over 10000 independent runs. With these parameter values, an

infected node infects each of its neighbors with a probability of 5/6.

In Fig. 5.8a we show how the probability to infect an airport depends on

the fraction of immunized flights. For the most practical case of a small

number of immunized flights, the improved immunization is significantly

more efficient, while for large q both strategies have nearly similar effect.

Fig. 5.8b shows the probability that a pupil gets infected as a function of the

percentage of immunized pupils. Qualitatively a similar improvement is ob-

served for improved immunization of pupils and flights. In case of the airline

network, the average improvement is about 15% for immunization fractions

less than 20%, while the maximal improvement is about 55% for q = 11.9%.

With an average improvement of about 10% for immunization fractions less

than 15%, our method is also efficient in case of the school network. Note

that the simulations are for a highly contagious illness, where a node infects

its neighbors with a probability of 5/6. In Fig.5.9 we show the dependence of

getting infected with the infection parameter α with a fixed β = 0.2, since

we are not interested in the speed of the spreading (which is controlled by

the absolute values). The overall improvement of our immunization strategy

seems to be independent of the infection parameter α, thus it is effective for

all kind of diseases. Moreover, the regions in which our strategy is slightly

worse vanishes.

Not only the probability for a single person to get infected, but also the max-

imal number of people to which a disease can spread is crucial. Therefore,

we analyze the change of the largest connected cluster of non-immunized
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Fig. 5.9: Comparison between the two immunization strategies, between-

ness based (full line) and improved immunization (dashed line) for different

infection parameters α. Plotted is the probability of getting infected p for

link immunization in the global airline network as a function of the immu-

nized fraction q for a) α = 0.1 b) α = 0.05 c) α = 0.025 and d) α = 0.0125.

For practical case of small fractions of immunized edges or nodes, the im-

proved strategy is more efficient independent of the infection parameter. In

the insets the relative improvement of our method is shown.
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Fig. 5.10: Demonstration that betweenness based immunization can be sig-

nificantly improved for (a) Erdős-Rényi network with N = 8000 and M =

16000 where the links are immunized and (b) a scale-free network with

N = 4000 and γ = 2.5 were the nodes are immunized. We plot the fraction

of the largest connected cluster of non-immunized nodes s(q) = S(q)/N vs

the fraction of the immunized nodes q for both immunization strategies ac-

cording to their betweenness (full lines) and to our improved immunization

sequence (dashed lines). The finite size effects are shown in the insets.
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nodes during the immunization process, the measure which is determining

network’s robustness to immunization. The size of this cluster gives the

upper limit of the number of people that could get infected if the disease

spreading would start on this cluster at that point. An efficient immuniza-

tion strategy should keep the number of people that could become infected

as small as possible during all steps of the immunization process.

In Fig. 5.10a, the efficiency of our method is shown on the example of

Erdős-Rényi networks with N = 8000 nodes and M = 16000 links. The

black full line is the fraction of nodes in the largest connected cluster after

removing a fraction q of edges, according to the high betweenness based

immunization. The dashed line corresponds to the improved immunization

strategy. Thus, the green area is the improvement. Not only the overall

improvement of R is about 30%, but also the largest component that can

be infected is reduced by up to a factor of 5 compared to high betweenness

immunization for the relevant case of small immunization doses. In the

inset the size dependence of the improvement of edge immunization is

shown for Erdős-Rényi networks as well as for scale-free networks with

γ = 2.5. Interestingly, the larger the system, the larger is the improvement.

In Fig. 5.10b we demonstrate the efficiency of our method on a scale-

free network with N = 4000 nodes and an exponent γ = 2.5. Here we

immunize the nodes of the network instead of the connections among

them. Although the efficiency of our method is higher in case of the

edge immunization, the overall improvement of R is about 6%. The size

dependence, shown in the inset, is similar to the edge immunization for

both model networks. We have also investigated the effect of the density of

links (degree) in Erdős-Rényi networks on the improvement and found that

it has no major impact on the efficiency of our strategy.

5.2.4 Conclusion

In this chapter we have introduced a new approach for determining an

effective immunization strategy. We show that improvement of the high
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betweenness based node and link immunization gives immunization

strategies which are significantly more efficient in preventing the disease

spreading. This improvement in the immunization efficiency could result in

saving many human lives and resources. On the example of one of the most

important networks for the global disease spreading, the international

airline network, we show that with our approach a disease can be stopped

with a rather small effort.
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Chapter 6

Conclusion

In this thesis we have introduced a novel measure for robustness of net-

works against malicious attacks, which focuses on the evolution of the size

of the largest connected cluster during the attack. Based on this measure

we have developed different algorithms to study networks.

The algorithm we have introduced in section 3.1 increases the robustness of

networks against malicious attack while keeping the degree of each node

fixed. The obtained robust networks evolve to a special structure with a core

of high degree nodes surrounded by rings of nodes with decreasing degree.

This novel onion-like structure ensures that almost all nodes remain con-

nected after removing the hubs in the core. Nevertheless, one has to verify

that the onion-like structure is optimal.

In the following section, we have developed the algorithm further to signif-

icantly improve the robustness of real networks against malicious attacks.

Our results show that with a reasonable economical effort, significant gains

can be achieved for the robustness of the European power grid and the Inter-

net, although the node degrees and the total length of power lines or cables

are conserved. To get even closer to real networks, the robustness concept

should be generalized to weighted network.

In the section 4.1, we showed that biological protein networks are unex-

pectedly fragile against either random or malicious attacks. This fragility is

measurable by comparison with statistically identical network. We find that

these behaviors are characteristic for modular networks, in which particular
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products or processes inhabit isolated modules. We believe that through

evolution these networks have become more robust than non-biological

networks against malicious attacks. Nevertheless, as we have shown, pro-

tein networks are more fragile to random attacks, while being less fragile to

malicious attacks than extensively rewired surrogates. We find that this fact

is associated to the tendency of high degree nodes in protein interaction net-

works to preferentially connect to other high degree nodes. The question,

why protein-protein interaction networks evolve to this modular structures,

remains open.

In section 4.2 we have modeled protein interaction networks based on two

mechanisms, namely specialization and similarity. By fitting a single param-

eter, we generate networks that reproduce protein interaction networks for

different bacteria. Not only the largest clusters exhibit the same proper-

ties but also the small cluster distributions show very good agreement be-

tween biological and model data as well as other properties studied. The

systematic analysis of the network structure indicates that protein interac-

tion networks are not scale-free but rather exhibit small world properties.

Further research should be done, to understand why these networks share

similar properties, since such biological mechanisms in protein interaction

networks are unknown. Another interesting question is, if there are corre-

lations between the free parameter of the model and the evolution of the

species.

In chapter 5 we have introduced two efficient immunization strategies. The

first one, called inverse targeting, is based on identifying the most unim-

portant nodes. We find that the new strategy is much more efficient than

the high degree based adaptive targeted strategy. It is also at least as ef-

ficient as the high betweenness based targeting strategy which was up to

now claimed to be the most effective one. Due to its numerical inefficiency,

this strategy can not be used for larger systems and is therefore not applica-

ble to real world problems. In contrast, our strategy is numerically efficient

and can therefore become the strategy of choice for real applications. To

strengthen the inverse targeting concept, further effort should be made to

adapt it to edge immunization and to find other inverse rules also leading to
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efficient immunization strategies.

We present also a second approach for determining an effective immuniza-

tion strategy. We show that the improvement of high betweenness based

node and link immunization gives immunization strategies which are sig-

nificantly more efficient in preventing disease spreading. This improvement

in the immunization efficiency could result in saving many human lives and

resources, which is shown on the example of one of the most important net-

works for the global disease spreading, the international airline network. Al-

though the results are promising, the question of the optimal immunization

strategy remains open. Another disadvantage of our method, which should

be solved, is the numerical inefficiency due to the betweenness based start-

ing sequence.

In conclusion, we have successfully applied our new robustness measure to

different problems of network science with biological and social relevance.

In the future, global challenges will be posed due to the strong intercon-

nection of society. Therefore, opportunities, but also threats, from regions

all over the world will influence our life or with the words of Martin Luther

King Jr.: Whatever affects one directly, affects all indirectly. We believe that

network science play a major role to suppress the negative effects and foster

the positive ones, and therefore guarantee prosperity.
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